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Abstract of the contribution: This document discusses and proposes a simple solution in TR 33.868 for MTC device to prevent spoofing triggering short message from unauthorized MTC Servers.
Discussion 

According to TR33.868 secction 5.1.3, When triggering an MTC device, It has to be ensured that an MTC Device responds only to genuine trigger messages. In other words, MTC device should only be triggered by some authosied MTC servers. So, the system should provide a mechanism to ensure that an MTC device only respond to MTC trigger SMS from authorised MTC servers.

The below pCR proposes a simple solution of MTC device based filtering MTC trigger SMS. It is proposed that SA3 approve the pCR for inclusion in the specification.

********************************START OF 1. CHANGE*************************************
Solution 3: Solutions protecting SMS triggering 
Network based SMS payload filtering

Protection against SMS spoofing can be provided if the HPLMN implements home network routing for SMS (TR 23.840) and implements filters in the home network SMS infrastructure to ensure that MTC trigger SMSs can only be sent from an authorised whitelist of senders. This approach requires that the SMS infrastructure can filter based on payload contents for all SMS from untrusted sources.
MTC device based SMSC whitelisting
In the absence of SMS home routing, an MTC device could be configured to only accept MTC triggers from whitelisted HPLMN SMSCs.  Assuming SMS filtering at these whitelisted HPLMN SMSCs then this  could protect against the most basic form of SMS spoofing. Challenges with this solution are how to provision and maintain the SMSC whitelist on the MTC device and the SMS filtering at the whitelisted HPLMN SMSCs . 

Source authentication

Even home network routed SMS combined with SMS payload filtering is vulnerable to attacks where network internal nodes or network signalling links are compromised. If such attacks need to be mitigated, or if home network routing is not provided, then some form of cryptographic protection of MTC triggers is needed between the MTC server and the MTC device. Two possible approaches are listed below:

· (U)SIM application toolkit security: In this approach the trigger message is protected at the MTC server and sent directly to a (U)SIM application toolkit on the (U)SIM according to TS 23.048. If the message is authenticated by the (U)SIM (based on a pre-shared symmetric key), then the (U)SIM can forward the message to the UE for processing. With this method, MTC devices would need to be pre-provisioned to only act on triggering messages that have been verified by the (U)SIM application toolkit security mechanism.

Editor’s Note: It is for further study whether USIM application toolkit security can be used when the MTC server is outside the operator’s domain.

· GBA push (either GBA_ME or GBA_U based): In this approach GBA_Push, as specified in TS 33.223, is used to secure the trigger message between the MTC server and the MTC device. Compared to the (U)SIM application toolkit approach, a new pre-shared symmetric key is not needed – instead the MTC device can establish the GBA_Push keys by leveraging the existing AKA credentials that are used for network access security. With this method, MTC devices would need to be pre-provisioned to only act on triggering messages that have been verified using GBA push.

MTC device based MTC server whitelisting 

MTC device has the ability to establish the whitelist of MTC servers. MTC servers in the whitelist has to be mutual-authenticated with the MTC device. The possible authentication approaches include GBA push and (U)SIM application toolkit security.  An MTC device could be configered to only accept MTC trigger SMSs from whitelisted MTC servers. This approach requires that MTC server need to be included in the whitelist on the MTC device before the MTC device responds trigger SMS from the MTC server. 
**********************************END OF 1 CHANGE *********************************
