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This liaison statement is sent for information – no response is required.
All of the groups addressed in this liaison statement are aware of, and some are deeply involved in, initiatives to standardise an “embedded SIM”.  Embedded SIM, also called either “eSIM” or “eUICC”, means:

· a dedicated physical UICC, but non-removable …

· … which starts life in a “vanilla” state, and only later becomes (for instance) a France Telecom SIM, by having credentials downloaded to it remotely.

· It may later be possible to change it to (for instance) a T-Mobile SIM, again by remote command / download.

In principle, authentication algorithms (A3/8 for GSM, or f1-f5 for UMTS) could be sent to the eUICC along with the subscriber key etc.  In practice, most participants in the debate prefer to have one or more algorithms preloaded and usable by any operator – so, for instance, all or most operators can use Milenage, and not need to send new algorithms to the eUICC.

It is also generally acknowledged that an algorithm that seems strong today may be broken tomorrow, and there is considerable value in being able to switch to a different algorithm.  Again, this could be done by downloading a replacement algorithm remotely, but a generally well liked and probably more efficient option is to have one or two alternatives to Milenage also preloaded.

SAGE has not yet been asked by GSMA or ETSI to specify an alternative to Milenage, but it seems likely that this will happen at some point in the future.  In anticipation of this requirement, SAGE has decided to start work now.  We will aim to specify one or possibly two alternatives to Milenage, suitable for preinstalling on an eUICC.  There is of course no obligation or guarantee that any new algorithm will be used, but we believe the likelihood is high enough that it is worthwhile doing this work.
Although the discussion within SAGE has barely begun, we can make a couple of statements already:

· It seems clear to us that we should design a new 3G authentication and key agreement (f1-f5) algorithm, which can then be used in the standard GSM mode when required.  We may also accommodate the larger 256-bit key sizes that are optional in LTE.  We don’t see any point in designing just a new GSM A3/A8 algorithm.  
· A guiding principle will be that any new algorithm is sufficiently different from Milenage that an advance in cryptanalysis that affects Milenage is unlikely to affect the new algorithm.  Of course we can’t guarantee this, but we can apply good cryptographic sense.  We have followed the same principle in the past, for instance when specifying SNOW 3G as an alternative to Kasumi.
We have not yet set a target date for completing this work; if any of the bodies to which this LS is addressed are aware of natural target dates, we will be happy to receive advice.

