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**************************** Next change ************************
8.3.2.1
General

In case that the H(e)MS is accessible on the public Internet, the H(e)MS is exposed to attackers located in insecure network. H(e)MS traffic shall be protected by TLS tunnel established between H(e)NB and H(e)MS. In this case, mutual authentication between H(e)NB and H(e)MS shall be based on device certificate for the H(e)NB and network certificate for the H(e)MS. The H(e)NB shall verify the H(e)MS identity by checking the subjectAltName field of the H(e)MS certificate against the name of the H(e)MS.
NOTE 1:
If DNS is available, the H(e)MS’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of the H(e)MS.

The H(e)NB may check the revocation status of the H(e)MS certificate using OCSP as specified in [22] and [23] with the exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security reasons, the use of SHA-1 is not recommended for newly created OCSP responses. If the profile in [23] is used, support for WAP specific protocols is not required, and the provisions on certificates and signatures given in TS 33.310 [7], clause 6.1, shall be followed.

NOTE 1a:
It is likely that in a future 3GPP release, OCSP responses which use SHA-1 as the hash algorithm will be prohibited. 

Support for OCSP is optional for the operator network. The H(e)NB should support OCSP.

NOTE 2:
It is strongly recommended to support OCSP in the H(e)NB, as this feature may become mandatory for H(e)NB in future releases.

The OCSP communication between H(e)NB and OCSP server may use the in-band signaling of certificate revocation status in TLS according to TLS Extensions as specified in Annex E of TS 33.310 [7]. Support for this extension to TLS in H(e)NB and H(e)MS is optional.

The H(e)MS may check the revocation status of the H(e)NB certificate using CRLs according to TS 33.310 [7] or OCSP as specified in [22] and [23] with the exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security reasons, the use of SHA-1 is not recommended for newly created CRLs and OCSP responses. If the profile in [23] is used, support for WAP specific protocols is not required, and the provisions on certificates and signatures given in TS 33.310 [7], clause 6.1, shall be followed.

NOTE 2a:
It is likely that in a future 3GPP release, CRLs and OCSP responses which use SHA-1 as the hash algorithm will be prohibited. 

The H(e)MS shall implement support for either CRL checking or OCSP or both.  The locations of the CRL Server and OCSP Responder may be in the operator's network or provided by the manufacturer/vendor.  Neither the operator nor the manufacturer is required to provide a CRL Server or an OCSP Responder.  For the case when the operator provides a CRL Server or OCSP Responder, the manufacturer shall forward revocation data to the operator.  The interface to forward revocation data is out of scope of the present document.
If the H(e)NB certificate contains CRL or OCSP server information (cf. sub-clause 8.3.3.1), then the H(e)MS may contact this server for revocation information.

NOTE 3:
A CRL or OCSP server located at manufacturer of H(e)NB allows distribution of revocation information by the manufacturer directly. To use such revocation information, normally the H(e)MS needs a CRL or OCSP client capable to reach the public Internet to contact these servers.
Validity check of H(e)NB certificates in H(e)MS shall be configurable by the operator, i.e. whether to use CRLs, OCSP or both and whether to use operator CRL or OCSP server, manufacturer CRL or OCSP server, or more than one of them.

**************************** Next change ************************
8.3.3.1 
TLS entity certificates

The H(e)NB and H(e)MS certificates for use with TLS shall both conform to the requirements set out in clauses 6.1.1 and 6.1.3a of TS 33.310 [7] with the following additions and exceptions:

-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor. In addition, the entity signing the H(e)NB certificate shall be authorized by the manufacturer or vendor.
-
The H(e)NB certificate shall carry the HNB unique identity in FQDN format, as specified in TS 23.003 [8], in both the subjectAltName extension of type dNSName and in the common name field.
-
If the manufacturer or vendor provides a CRL or OCSP server, the H(e)NB certificate shall carry the CRL distribution point as specified in TS 33.310 [7] or the OCSP server information (AIA extension) as specified in RFC 5280 [26] and RFC 2560 [22].

NOTE 1: Server information for CRL and/or OCSP servers deployed in operator network may be configured in H(e)MS.
· The H(e)MS certificate shall carry the identity of the H(e)MS in FQDN format in both the subjectAltName extension of type dNSName and in the common name field.

NOTE 2: The reason for carrying the identities in the common name field is compatibility.
-
If an OCSP server is provided for the H(e)MS certificates, the H(e)MS certificate shall carry the OCSP server information as specified in RFC 2560 [22]. This OCSP server information is not mandatory, if OCSP extension to TLS according to TLS Extensions as specified in Annex E of TS 33.310 [7] is used.

NOTE 3:
In general, it is possible to use a TLS client certificate in accordance with this specification also for IKEv2, if key exchange algorithm and used key length for both TLS and IKEv2 are chosen identically. 
NOTE 4:
Methods for securely updating the TLS client certificate remotely are handled in the present document only for the case when enrolment to an operator PKI is supported and used. If it is not possible to update the TLS client certificate, the certificate lifetime needs to exceed the expected lifetime of the H(e)NB.
-
If the H(e)NB is enrolled to an operator PKI, the H(e)NB certificate issued by the operator CA and the H(e)NB device identity assigned by the operator may follow clause 6.1.3a of TS 33.310 [7] without additions and exceptions.

**************************** End of changes ***********************
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