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1. Discussion 
The protection of privacy in the current version of TR33.868 is to prevent the privacy info of some types of MTC Devices (e.g., identification information and location information) be disclosed to an unauthorized party. The proposed countermeasure is having MTC Devices detached from the network when not communicating to prevent unnecessary collection of location information by the network. 
There is another scenario of privacy. MTC devices may be used to trace a child to prevent him/her from being lost or kidnapped. In this case the location information of the MTC device should be sent to the MTC application periodically. In this scenario if the MTC device detaches from the network or be forced to detach by the network, the MTC server shall be noticed of this change and take proper action.
Proposal 
We propose to include the pCR below to TR33.868.
--------------------------------pCR---------------------------------------------------------------
5.7
Key Issue 7 – Privacy concern
5.7.1
Issue Details
Some types of MTC Devices can be linked to an individual. Contrary to UEs, these MTC Devices are often not under the direct control of the particular individual (i.e. can not turn it off) and may be controlled by another party. Therefore it is necessary to investigate privacy in the context of Machine Type Communication.
In 3GPP network layer, there are many types of sensitive information. When we analyse the privacy threats, it is necessary to distinguish privacy sensitive information from other sensitive data. In the context of MTC, identity information and location information can be considered privacy sensitive information.

Different parties could invade an individual's privacy due to excessive and/or unauthorised monitoring of privacy sensitive information. 
MTC devices may be used to trace a child to prevent him/her from being lost or kidnapped. In this case the location information of the MTC device should be sent to the MTC application periodically. In this scenario if the MTC device detaches from the network or is detached by the network, the MTC server shall be noticed of this change and take proper action.
5.7.2
Threats

Privacy breach due to (unnecessary) collection of location information of an MTC Device that can be linked to an individual.

Privacy sensitive information sent by a MTC device which is not allowed to do so.
Privacy sensitive information requested by or sent towards a MTC server which is not allowed to do so.
Legal privacy sensitive information collection is interrupted unexpectedly. 

5.7.3
Security Requirements

· It should be possible to prevent tracking of location information for some types of MTC Device.

· Network should be able to verify whether a message contains any privacy sensitive information.

· Network should be able to perform authorization check of (a) MTC device which is sending privacy sensitive information and (b) of MTC server which is requesting / is receiving the privacy sensitive information.

· Privacy sensitive information transmitted to MTC server via network should be protected.

Editor’s Note: The last three requirements above are FFS. It needs to be clarified why the network should be able to verify if a message contains privacy sensitive information, and what an authorization check in network helps if a device or MTC server has already sent privacy sensitive information.
· It should be possible to guarantee legal privacy information collection not to be interrupted or the interruption can be detected in time.
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