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Introduction
In this contribution,a SeGW based authorization solutionis proposed.
Proposal
It proposes to agree following changes in clause 7.1.3 of TR 33.868 v0.7.0.
Start of Change
7.1.3
For online Device Triggering

Solution X: network based authorizationfor SMS based triggering
In this solution,SeGW is deployed on Tsms interface between SMS-SC and SME to authorize SME.An authorized source table that records the SME allowed to trigger a particular UE is stored in UE’s subscription by HLR/HSS. When a trigger SMS is received, SeGW gets the table for the target UE from HLR/HSSand determines whether the trigger SMS can be sent or not. This procedure is as follows:
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Figure X Authorization for SMS based device triggering
1. SME determines it needs to trigger a UE device and sends a trigger message to SMS-SC.

2. On receiving a message from SME, SeGW determines whether the received SMS message is a trigger based on the content (e.g SMS application port ID reserved for device triggering). If it is a trigger SMS, SeGW sends authorization information request (target UE ID) message to SMS-SC to get the authorized source table of the UE. If it is not a trigger SMS, the SMS is delivered as normal.
3. SeGW sends an authorization information request (target UE ID) message to SMS-SC.

NOTE1: the protocol between SeGW and SMS-SC can be same as that between SME and SeGW.
4. SMS-SC forwards the authorization information request (target UE ID) message received to SMS-GMSC.
5. On receiving the authorization information request, SMS-GMSC sends a Subscriber Information Request to HLR/HSS to get the routing information of the target UE,and anauthorization information indicator is includedin this message.Authorization information indicator is used to request HLR/HSS to provide authorized source table.
6. If trigger indicator is included in Subscriber Information Request message, HLR/HSS returns a Subscriber Information Response (serving node ID, authorized source table) message to SMS-GMSC. Authorized source table is included to provideauthorized source information of the target UE.
7.SMS-GMSC sends authorization information response (serving node ID, authorized source table) message to SMS-SC.
8. SMS-SC forwards the received authorization information response (serving node ID, authorized source table) message to SeGW. 
9. On receiving the response message, SeGWchecks whether the SME is allowed to trigger the target UE based on the authorized source table of the target UE.If the SME is authorized to, SeGW delivers the received SMS trigger as normal. Otherwise, the delivery of SMS trigger shall be rejected.
10. If the SME is authorized to trigger the UE, SeGWsends the SMS trigger message (serving node ID) to SMS-SC. The serving node information retrieved from HLR/HSS is included in the message.
11. SMS-SC sends short message (serving node ID) to SMS-GMSC.
12. Based on the routing information included, SMS-GMSC sends a Forword Message (see MT SMS procedures specified in TS 23.040 [XX])to the serving MSC/SGSN/MME of the UE.
13.MSC/SGSN/MME forwards the short message to the UE.
End of Change
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