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1. Overall Description:

In R3-120933, R3 raised possibility of HeNB impersonating eNB. This contribution provides some analysis of this topic.
2. Analysis 
As stated in R3-120903, 
“In LTE case, when the HeNB directly connects to the MME and the verification is done in the MME, RAN3 would however like to ask a question to SA3 before finalizing the CRs:  

As per RAN3 design principle an MME can distinguish whether it is connected to HeNB or HeNB GW/ Macro eNB by looking at the Global eNB ID (20 bits for eNB ID and 28 bits for HeNB ID) in the S1AP message.

Did SA3 consider the case that the HeNB could impersonate using an eNB ID (20 bits) instead of an HeNB ID (28 bits)?  Considering that according to our understanding of SA3 solution the MME only checks HeNB Identities, MME would then not perform any check in this case and the malicious HeNB could thus get access to the network.”
The current requirement in TS 33.320, 4.4.9 states:
-
The network shall implement a verification that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the network, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, an MME implementing the above verification shall be deployed.

-
The network shall implement a verification that the H(e)NB is allowed to operate in the access mode (i.e. closed, hybrid or open mode) indicated by the H(e)NB. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, , the above verification shall be implemented in the MME.

-
For all H(e)NBs operating in closed access mode, the above verifications should be applied

According to these requirements, the identity of messages sent from HeNB to MME should be verified.  There are two cases to consider:

1. For the case of actual HeNB ID in the message, the verification done in MME will be against the identity that is used for authenticating to the SeGW. “Authenticating to SeGW” is a unique feature applicable to HeNB’s architecture, MME not only knows what entities are connected and knows what entities are used by HeNB in the process of authenticating to the SeGW.

2. For the case of mapped HeNB ID in the message, the verification done in MME will still be against identity used for authenticating to the SeGW. Since MME also has the mapping of the identity used in the message and an identity used for authenticating to the SeGW, the MME would immediately realize if an eNB id is being used instead of HeNB ID.
Therefore, we conclude that the current requirements are sufficient that no additional verification is needed in MME.
3. Conclusion
We propose to reply to R3 LS indicating that current requirements are sufficient that no addition verification is needed in the MME.
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1. Overall Description:

SA3 would like to thank RAN3 for its LS R3-120903 on requirements for verification of HeNB messages. After discussion of the RAN3 LS and analysis of the issue raised by RAN3, SA3 concludes that the current requirements are sufficient to prevent and detect HeNB faking an eNB and that no further requirements are needed in the MME.   
2. Actions:

To: TSG RAN3

ACTION: 
TSG SA3 kindly asks TSG RAN3 to take the above information into account.  
3. Date of Next TSG SA3 Meetings:
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