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*** BEGIN CHANGES ***
8
Conclusions


8.x
General

This clause collects and summarizes the conclusions from the comparison between the different proposals and from the cost vs. complexity analysis clauses.

8.x
Threats

8.x.1
General

This clause only discusses the threats and what security benefits a UTRAN KH may bring.
8.x.2
Privacy

Individual users will benefit from key changes at mobility between RNCs. This is especially true for collapsed RNC/NodeBs. An attacker who has compromised a (collapsed NodeB) RNC will not be able to get access to any significant amount of data from earlier/later RNCs. Depending on how the key change is implemented, the attacker will get more or less data. Some solutions make sure the attacker gets no data at all. These solutions have a bigger signalling load/complexity compared to the ones who only ensures that the attacker gets a small amount of data.

An attacker will of course be able to get access to all data that a user transmits or receives while connected to a RNC/NodeB under the attackers control even if a UTRAN KH is used. The study is made under the assumption that platform security is in place though.

8.x.3
Fraud

An attacker will be able to perform fraud even in the presence of UTRAN KH. The attacker could impersonate any UE connected to the compromised RNC/NodeB. If the user moves away, the attacker may choose another victim connected to the compromised RNC/NodeB. This does not work well for call fraud, but better for packet based services (the attacker may get problems with having to change his IP address when using another victim, but that may not be too annoying).
8.y
Differences between solutions

There are four proposed solutions for introducing a UTRAN KH in the present document. Each of these has parts that can be added or removed for additional or lesser functionality. This is analyzed and compared in exquisite detail in earlier clauses of the present document, and hence this clause will only give a high level comparison of the solutions w.r.t. their differences.
Solution 1 is similar to how the LTE key hierarchy is designed and maintained. One key difference is that key freshness at Idle to Active state transitions is provided using a counter sent from the network node (MSC or SGSN) to the terminal. No synchronization between the counter used in the CS domain and the counter used in PS domain is in place, which implies that the same counter value may be used more than once. This leads to security weaknesses. Should this be fixed, solution 1 still is not as mature as the other proposals. Solution 1 provides both forward and backward security at SRNS relocations.
Solution 2 only ensures fresh keys at Idle to Active state transitions. At SRNS relocations the ciphering and integrity keys remain the same. No forward or backward security is provided. Solution 2 alone has least impact on existing nodes and protocols of all the proposed solutions.
Solution 3 is an addition to Solution 2. That is to say, Solution 3 consists of Solution 2 at its core and adds additional functionality on top of this. Solution 3 provides backward security at SRNS relocations. This requires some further changes to the RNC and RANAP protocols. In comparison to Solution 4 it is more light-weight, but it does not provide forward security.
Solution 4 is also an addition on Solution 2. Solution 4 provides forward and backward security at SRNS relocations. This also requires some further changes to the RNC and RANAP protocols.
Figure 8.y-1 shows what degree of security the different solutions provide in relation to each other. Solution 1 and Solution 4 (attempt to) provide the same degree of security (fresh keys at Idle to Active transitions, backward and forward security). Solution 1 fails to provide fresh keys at Idle to Active state transitions in some cases and is hence shown as a separate box.
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Figure 8.y-1
Security functionality provided by the solutions in comparison to each other.
In addition to showing how much functionality each soltion proposal provides, the sizes of the boxes in Figure 8.y-1 roughly represents the differences in complexity between the proposals.
*** END OF CHANGES ***
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