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Back in August 2011, Karsten Nohl gave a presentation about GPRS security.  Notably, he had reverse engineered GEA1 and GEA2, and demonstrated (although didn’t fully describe) an algebraic attack on GEA1, using a SAT solver.  GPRS security was discussed at some length at the GSMA SG meeting in Cookham in September 2011.
It is clear that GEA3 is stronger than GEA2, and GEA2 is stronger than GEA1.  The set of algorithms supported by different vendors’ SGSNs varies to some extent, in that not all yet support GEA3.  However, it appears that they all support both GEA1 and GEA2.  In particular there are no SGSNs that only support GEA1, and nothing stronger.  (It is a separate matter that some operators have not turned encryption on at all.)
It was therefore discussed at the SG meeting that it made sense to phase GEA1 out of new devices.  As we know, in GSM and GPRS, having a weaker crypto algorithm alongside a stronger one can reduce security; remember the Barkan-Biham-Keller attack, which used the weakness of A5/2 to obtain keys that were also used for A5/1 or A5/3.  GEA1 is nowhere near as weak as A5/2, but it is still clearly less strong than GEA2 or GEA3.
The important observation here is that removing GEA1 will never leave a customer worse protected.  All devices are mandated to support GEA2 and GEA3, and this would remain true; and, where networks have encryption turned on, GEA2 (at least) is always available.  So, as long as the network has encryption turned on, there will always be a better algorithm than GEA1 available at both ends.
ETSI SAGE and GSMA SG propose to 3GPP SA3 that 3GPP TS 43.020 be amended, to mandate that GEA1 is not supported in new mobile devices.  We hope that SA3 can agree to the principle of this change at SA3#66 in February 2012.  Then CRs can be created for approval at SA3#67 in May.

The proposed change to 3GPP TS 43.020 would be as follows.  Where this document currently says

D.4.9      Support of GPRS-A5 Algorithms in MS

It is mandatory for GEA1, GEA2, GEA3 and non encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA4 may be implemented in the mobile stations. No other GPRS encryption algorithms shall be supported in mobile stations.

it would be changed to
D.4.9      Support of GPRS-A5 Algorithms in MS

It is mandatory for GEA2, GEA3 and non encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA4 may be implemented in the mobile stations. It is prohibited to implement GEA1 in mobile stations. No other GPRS encryption algorithms shall be supported in mobile stations.

This exactly parallels the change that was made to mandate removal of A5/2 from mobile devices.  There would be follow-up activity in GCF to specify appropriate testing, which would take a bit of time, but we don’t expect it to be particularly problematic; there was resistance to A5/2 removal from some operators who had A5/2 and nothing better in their networks, but there should be NO operators who have only GEA1 and nothing better.

