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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Profiling security standards referenced by 3GPP is required due to the large number of options. In order to have one place to verify and update the profiles in order to meet the security requirements, it is beneficial to collect these profiles in one place.
This technical specification is the stage 2 specification for IP related security profiles. 



1
Scope

The present document defines the profiles for IP based security, which shall be applied to  3GPP and fixed broadband networks whenever IP security is mandated. The profiles in the present document can be considered the baseline and can be modified by the referring specifications to suit their needs. References to this document shall always specify at a granularity of applicable subsections or finer. 
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.















3.2
Symbols

For the purposes of the present document, the following symbols apply:








3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication Authorization Accounting

AES

Advanced Encryption Standard

AH
Authentication Header

BG
Border Gateway
CS
Circuit Switched

CSCF
Call Session Control Function

DES
Data Encryption Standard

DoI
Domain of Interpretation

ESP
Encapsulating Security Payload

GTP
GPRS Tunnelling Protocols

IESG
Internet Engineering Steering Group

IETF
Internet Engineering Task Force

IKE
Internet Key Exchange

IKEv1
Internet Key Exchange version 1

IKEv2
Internet Key Exchange version 2

IP

Internet Protocol

IPsec
IP security  - a collection of protocols and algorithms for IP security incl. key mngt.

ISAKMP
Internet Security Association Key Management Protocol

IV

Initialisation Vector

MAC
Message Authentication Code

NAT
Network Address Translator

NDS
Network Domain Security

NDS/IP
NDS for IP based protocols

NE
Network Entity

PS
Packet Switched

SA
Security Association

SAD
Security Association Database (sometimes also referred to as SADB)

SEG
Security Gateway

SIP
Session Initiation Protocol

SPD
Security Policy Database (sometimes also referred to as SPDB)

SPI
Security Parameters Index

TISPAN
Telecoms & Internet converged Services & Protocols for Advanced Networks

TrGW
Transition Gateway

4
Profiles for security for IP based protocols

4.1

Profiling of IPsec

4.1.0
General

This section gives an overview of the features of IPsec that are used. The overview given here defines a minimum set of features that must be supported. In particular, this minimum set of features is required for interworking purposes and constitutes a well-defined set of simplifications.

The accumulated effect of the simplifications is quite significant in terms of reduced complexity. This is achieved without sacrificing security in any way. It shall be noted
 explicitly that the simplifications are specified for the profile defined here and that they may not necessarily be valid for other network constellations and usages.

Within their own network, operators are free to use IPsec features not described in this section although there should be no security or functional reason to do so.


4.1.1
Support of ESP

The ESP security protocol shall be used. IPsec ESP shall be supported according to RFC-4303 [31]. For compatibility with earlier3GPP releases, it shall be possible to communicate with nodes supporting only RFC-2406 [17].
NOTE: Annex A describes the main differences between RFC-4303 [31] and RFC-2406 [17] and the features which require RFC-4303 [31] implementation.

4.1.2
Support of tunnel mode

Tunnel mode shall be supported. 

4.1.3
Support of ESP encryption transforms

The implementation conformance requirements for ESP encryption transforms in RFC 4835 [36] shall be followed.

Only the ESP encryption algorithms mentioned in RFC 4835 [36] shall be used. Algorithms marked with "SHOULD NOT" shall not be used.

4.1.4
Support of ESP authentication transforms

The implementation conformance requirements for ESP authentication transforms in RFC 4835 [36] shall be followed. Algorithms marked with "SHOULD" shall be optional to support.

Only the ESP authentication algorithms mentioned in RFC 4835 [36] shall be used. ESP shall always be used to provide integrity, data origin authentication, and anti-replay services, thus the NULL authentication algorithm is explicitly not allowed for use. 

4.1.5
Requirements on the construction of the IV

The following strengthening of the requirements on how to construct the IV shall take precedence over the description given in RFC‑2451 [24] section 3 and all other descriptions that allow for predictable IVs.

-
The IV field shall be the same size as the block size of the cipher algorithm being used. The IV shall be chosen at random, and shall be unpredictable to any party other than the originator.

-
It is explicitly not allowed to construct the IV from the encrypted data of the preceding encryption process.

The common practice of constructing the IV from the encrypted data of the preceding encryption process means that the IV is disclosed before it is used. A predictable IV exposes IPsec to certain attacks irrespective of the strength of the underlying cipher algorithm. The second bullet point forbids this practice.

These requirements imply that the network elements must have a capability to generate random data. RFC‑1750 [27] gives guidelines for hardware and software pseudorandom number generators.

4.2
Profiling of IKE
4.2.0
General

NOTE:
Clause 5.4 contains the general 3GPP IKE profile. Other 3GPP specifications may point to clause 5.4. Thus parts of clause 5.4 may also apply to devices and network nodes as specified in other specifications. New specifications using IKE should refer to this profile with as few exceptions as possible.
4.2.1
Profiling of IKEv1
The Internet Key Exchange protocol IKEv1 may be supported and used for negotiation of IPsec SAs.

NOTE:
For interworking with pre-Release 11 elements, usage of IKEv1 may be required for some time. However, the profiling of IKEv1 is intended to be frozen, and thus it is likely that in a future 3GPP release IKEv1 will no longer be included.



The specification of ISAKMP SAs can be found in RFC-2408 [19].

The following additional requirements apply.

For IKEv1 phase-1 (ISAKMP SA):

-
The use of pre-shared secrets for authentication shall be supported;

-
Only Main Mode shall be used;

-
IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;

-
Support of 3DES in CBC mode shall be mandatory for confidentiality;

-
Support of AES in CBC mode (RFC‑3602 [29]) shall be mandatory for confidentiality;

-
Support of SHA-1 shall be mandatory for integrity/message authentication;

-
Support of Diffie-Hellman group 2 shall be mandatory for Diffie-Hellman exchange.

Phase-1 IKEv1 SAs shall be persistent with respect to the IPsec SAs is derived from it. That is, IKEv1 SAs shall have a lifetime for at least the same duration as does the derived IPsec SAs.

The IPsec SAs should be re-keyed proactively, i.e. a new SA should be established before the old SA expires. The elapsed time between the new SA establishment and the cancellation of the old SA shall be sufficient to avoid losing any data being transmitted within the old SA.

For IKEv1 phase-2 (IPsec SA):

-
Perfect Forward Secrecy is optional;

-
Only IP addresses or subnet identity types shall be mandatory address types;

-
Support of Notifications shall be mandatory;

-
Support of Diffie-Hellman group 2 shall be mandatory for Diffie-Hellman exchange.

Key Length and support of AES transform:

Since the AES‑CBC allows variable key lengths, the Key Length attribute must be specified in both a Phase 1 exchange RFC 2409 [20] and a Phase 2 exchange RFC 2407 [18]. It is noted that the key length for use with the present document shall be 128 bits.

4.2.2
Profiling of IKEv2 

The Internet Key Exchange protocol IKEv2 shall be supported for negotiation of IPsec SAs. The following additional requirements apply.

For IKE_SA_INIT exchange:

The following algorithms are listed with their names according to RFC 4307 [33].

Following algorithms shall be supported:

-
Confidentiality: ENCR_3DES;

-
Confidentiality: ENCR_AES_CBC with 128-bit key length;

-
Pseudo-random function: PRF_HMAC_SHA1;

-
Integrity: AUTH_HMAC_SHA1_96;

-
Diffie-Hellman group 2 (1024-bit MODP);
-
Diffie-Hellman group 14 (2048-bit MODP).
For security reasons, the use of Diffie-Hellman group 2 (1024-bit MODP) is not recommended. If a larger group is available, it should be used.

Following algorithms should be supported:

-
Pseudo-random function: PRF_AES128_CBC;

-
Integrity: AUTH_AES_XCBC_96.
NOTE:
RFC 4307 [33] contains further references for the algorithms listed.

For IKE_AUTH exchange:

-
The use of pre-shared secrets for authentication shall be supported;

-
IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;

-
Re-keying of IPsec SAs and IKE SAs shall be supported as specified in RFC 5996 [37].

For the CREATE_CHILD_SA exchange: 

-
Perfect Forward Secrecy is optional.
4.2.3
IKE interoperability

Although both IKE versions have a lot of features and functionality in common, IKEv1 is not interoperable with IKEv2.    







NOTE:
From Rel-11 onwards all NEs are required to support IKEv2.
 
4.3 Interoperation of IPsec with DiffServ
If the sender of IPsec traffic uses DiffServ Code Points (DSCPs) to distinguish different QoS classes, either by copying DSCP from the inner IP header or directly setting the encapsulating IP header’s DSCP, the resulting traffic may be reordered to the point where the receiving node’s anti-replay check discards the packet.  If different DSCPs are used on the encapsulating IP header, then to avoid packet discard under one IKE SA and with the same set of traffic selectors, distinct Child-SAs should be established for each of the traffic classes (using the DSCPs as classifiers) as is specified in RFC 4301 [34]. 

Annex A (informative):
RFC-4303 compared with RFC-2406

If none of the new features available in RFC-4303[31] are employed, then the format of an ESP packet is identical to the format of those packets which are generated following RFC-2406[17]. RFC-4303[31] provides a detailed description.

The new features of RFC-4303 [31] that affect the format are:

1) Use of combined mode encryption algorithm

However, a peer who implements only RFC-2406 [17] would never negotiate such an algorithm, as they are defined for use only in RFC-4303 [31].

2) ESN (Extended Sequence Numbering)

This feature requires an extension to IKEv1 in order to be able to negotiate it and can be negotiated through IKEv2. This feature is useful for very high bandwidth environments.

3) Better support of traffic flow confidentiality (TFC) in RFC-4303 [31].

NOTE
1: RFC-4303 [31] section 8 describes how an RFC-2406 [17] receiver needs to behave when receiving an ESP packet with the Next Header field set to a value of "59".

NOTE: The implementation of RFC-4303 [31] is functionally required if IPsec multicast needs to be supported on an interface.
Annex F (informative):
Change history
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