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5
Use Cases


5.x
Use cases relating to IMS service access
The service requirement for IMS firewall traversal is specified in TS 22.228 [5] and reads as follows:

 “IM CN should provide support for the users to access IM CN through a Firewall (FW) with configuration restrictions (e.g. only HTTP allowed, port range limitation) deployed outside operators’ domain.”
In this section we explore the use cases relating to this service requirement to help derive and motivate functional requirements and security requirements on potential solutions, which are then documented in a later section of this document.
As seen from section 4, there are multiple types of NATs and firewalls that may exist in IP access networks and that may be configured to block one or more of the IMS protocols when they are natively carried over IP (e.g. SIP, RTP, MSRP, RTSP, ….). In the case that these access networks are deployed outside the IMS operators’ domain of control, there are limited possiblies for the IMS operator to request to open the necessary ports needed to allow IMS services to be transported natively over the access network. Consequently it is necessary to investigate whether acceptable alternative solutions can be found which provide reachability to the IMS core without requiring changes to be made in the IP access network. 
Whilst IP access networks vary considerably with respect to the protocols that are allowed or blocked, an almost universal characteristic is that outbound web traffic (HTTP/HTTPS) is allowed. For this reason any solution to provide IMS core reachability across the widest range of access networks would most naturally tunnel the IMS protocols inside HTTP or HTTPS. A further restriction made by some access networks is that all outbound web traffic must be routed through an HTTP proxy and so a solution that accommodates this would also improve reachability towards the IMS core.
3GPP standards exist for tunnelling IMS protocols over IPsec (e.g. TS 43.318, TS 33.234 and TS 33.402). However, whilst these solutions could be used to traverse some types of firewalls, they would not work over access networks which block IPsec and would very likely provide a lower level of reachability when compared to a solution based on HTTP/HTTPS transport.
Whilst tunnelling IMS protocols over IPsec or HTTP/HTTPS to “traverse” a firewall does not technically break any firewall rules, one may argue that it serves to make those rules less effective in blocking IMS if that is indeed the intention of the firewall operator. However, in many cases an IP access network that is blocking native IMS protocols may not be intending to explicitly block IMS or other IP communication services. Instead the network may be applying a simple “deny by default” policy whereby IMS protocols would be explicitly blocked unless there is an explicit request to unblock them. Furthermore, multiple protocols and communication services are routinely tunnelled over HTTP/HTTPS by applications so it is naïve on the part of any IP access network operator to assume that blocking everything but HTTP/HTTPS would guarantee that only “conventional” web traffic can traverse its network. 
For firewall operators that do intentionally want to block IMS or other IP communication services, it is important to recognize that there would still exist methods to block those services even if HTTP/HTTPS tunnelling is used. For example, access networks may employ traffic analysis, block IP address ranges of servers that provide the IMS or IP communication service, or employ end point security to control which applications connecting devices can use on the network. In addition, any 3GPP standard for IMS firewall traversal can facilitate intentional blocking by including a standardised marker in HTTP/HTTPS tunnel establishment mechanisms that could be recognised by a firewall for blocking purposes. Furthermore, unauthorised use of firewall traversal can be guarded against by employing client authentication and authorisation checking during establishment of firewall traversal mechanisms. Client authentication can also guard against denial of service attacks on the network infrastructure used to support firewall traversal.
An alternative solution to tunnelling IMS over HTTP/HTTPS would be for the IP access  network to open the necessary ports to allow IMS communication. However, this may actually expose the IP access networks to more risks than in the case where only outbound HTTP/HTTPS traffic is allowed and the client devices use an HTTP/HTTPS tunnelling mechanism. For example, opening SIP ports may expose the IP access network’s internal SIP and RTP services to unauthorised access and attack from external networks. So it is incorrect to conclude that introducing HTTP/HTTPS tunnelling undermines the value of an access network firewall that only allows HTTP/HTTPS.
6
Requirements

Editor’s notes: This section covers the requirements for the TR.
The following requirements are derived from the discussion on use cases in section 5.
6.1
Functional Requirements

The solution shall

1. Support traversal of IMS services across access networks and firewalls which only allow outbound HTTP/HTTPS traffic 
2. Support traversal of IMS services across access networks and firewalls which require outbound traffic to be routed through an HTTP proxy 
3. For traversal  not require changes to the access network or firewall 

4. Minimize changes to the UE

5. Support all the existing IMS protocols (SIP, RTP, MSRP, RTSP, HTTP…..). 

6. Support detection of IMS restrictive access networks and firewalls.

7. Be transparent to the existing IMS core
· Editor’s note: The trade-off between transparency and efficiency should be studied further for requirement 7.
8. Be backwards compatible with existing IMS architecture, particularly the separation between the user and control plane.

9. Allow other 3GPP Firewall traversal mechanism to exist in parallel.

10. Allow selective invocation of firewall traversal and/or security functionality introduced through the proposed solutions when needed.

11. Not break the IMS threat model

12. iFire shall not preclude the operation of non-3GPP IP access methods defined in 23.402, GAN/UMA defined in 3GPP TS 43.318 [10], or 3GPP system to Wireless Local Area Network (WLAN) interworking defined in 3GPP TS 23.234 [11].
13. The methods for iFire shall consider whether an existing IP access mechanism, such as non-3GPP IP access, GAN/UMA, or 3GPP system to Wireless Local Area Network (WLAN) interworking will traverse a firewall.
14. Support all kinds of IMS UE, both fixed and mobile.
6.2
Security Requirements

The solution shall

1. Comply with Lawful Intercept and other regional regulatory requirements.  

2. Ensure that mandatory IMS access security for the control plane is preserved
3. Ensure that the optional IMS security for user plane is preserved

4. Introduction of the iFire feature shall not have any negative impacts on the security of the protected security zone(s) behind the NIMSFW and shall not have negative impacts on the security of the terminals
5. Provide client authentication towards the network infrastructure necessary to support firewall traversal. This shall be provided in addition to existing access authentication and security towards the IMS core.
6. Provide a standardised marker in the firewall travesal mechanism that could be recognised by a firewall for blocking purposes.
Editor’s note: 

· The impact on emergency calls is for further study

· 
· 
· Device Impact of iFire should be further studied
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