3GPP TSG SA WG3 (Security) Meeting #66
S3-120166
6-10 February 2012; Vancouver, CANADA
revision of S3-11abcd
Source:
Samsung
Title:
SIMTC way forward for Rel-11 
Document for:
Discussion
Agenda Item:
7.9
Work Item / Release:
SIMTC/Rel-11
Abstract of the contribution: This contribution is to discussion the current status of the Rel-11 MTC Features in SA3 and to decide the way forward. 
1. Introduction:
This contribution presents the current status of the Rel-11 MTC features and proposes possible way forward for discussion and decision.

2. Rel-11 Features and Current Status:
Device Triggering: 
Currently SA2 is considering three delivery mechanisms for online device trigger and discussions are ongoing in SA2 on the normative work. Three trigger delivery mechanisms considered by SA2 are: 
1. NAS based (T5 delivery)

2. SMS based (T4 delivery)

3. UP based

In SA3, TR 33.868 analyzed NAS and SMS based online triggering for security between the MTC device and the Core network and captured the threats and requirements. The candidate solutions under consideration are:   
1. Current NAS security mechanism to be used for the protection in LTE networks

2. Using GBA PUSH

For UP based triggering, contributions submitted to this meeting and in the e-mail discussion, discussed the threats, security requirements and propose to use end to end MTC application protection.
Way Forward: SA3 to evaluate the potential solutions and select a solution. The selected solution need to be aligned with the message flows of SA2. As SA2 is still working on this feature, SA3 need to wait for SA2’s decisions and align the selected solution with the SA2’s normative work.
 
External Interface Security: 
For security between the Core network and the MTC Server (External Interface), TR 33.868 analyzed and captured the threats and requirements. The candidate solutions under consideration are:
1. NDS/IP based mechanism

2. Proprietary mechanism
Way Forward: SA3 to agree on the functionalities of the MTC security GW and mapping of the security functionalities to the network entities. Security aspect of this feature depends on the SA2 decisions on the MTC architecture and functionalities. SA2, almost completed the work and we need some clarifications from SA2 to start the normative work on this feature.   

Restriction of USIM to particular ME/MTC Devices:
TR 33.868 analyzed and captured the threats and requirements. The candidate solutions under consideration are:
1. UE based pairing
2. Network based pairing
Way Forward: SA3 to evaluate the potential solutions and select a solution. Currently there is no dependency identified for this feature from other 3GPP working groups, so normative work on this feature to be started after selecting a solution. 
Secure Connection:
TR 33.868 analyzed and captured the issue and requirement for secure connection. The candidate solutions considered are GBA and GBA push. For further detailed mechanism of this feature, SA3 depends on the SA2 clarification on the External Identity.
Way Forward: As GBA and GBA push are the potential solutions for the Secure Connection based on the security requirement agreed, SA3 to discuss and decide in which specification to capture the normative text for this feature. Currently there is no dependency identified for this feature from other working Groups to start normative work.
Privacy Concern:

As SA3 is till working on the privacy concern issues, if there is no significant progress (solutions to address the issue) is made in this meeting, then it is proposed to defer this feature to later release.
3. Normative work:
Based on the status presented above, some of the Rel-11 features (at-least Online Device Triggering, Restriction the USIM to specific MEs/MTC devices and Secure Connection) are almost completed (TR captured requirements and candidate solutions) the TR stage and ready for normative work. 
SA3 to decide on the solutions and start the normative work for the some of the Rel-11 priorities MTC features. Also SA3 need to decide, in which specifications normative text can be captured for each MTC feature? 
The possible approaches:

1. To specify in the existing specifications: TS 33.102 and TS 33.401 (for Device Triggering), TS 33.220 and TS 33.223 (for Secure Connection)…. 
2. Create new SA3 TS for SIMTC

3. To specify in the SA2 TS 23.682
Regarding the timeline for Rel-11, considering the amount of work left to evaluate and complete the normative work,  SA3 need at-least one more meeting (SA3#67) or need to do the conversion of normative text via e-mail approval after this meeting (if solutions are decided in this meeting). Since SA3 depends on the normative work of SA2 and still work is on progress in SA2 for some of the Rel-11 MTC features, we request SA3 to request SA plenary for one more meeting time to complete the normative work.
4. WID update:
Based on the decision/outcome of the SA3#66 meeting, it is proposed to update the SIMTC WID. The updates will be on the normative specifications affected and list of MTC features considered for Rel-11.

5. Conclusion:
It is proposed to discuss the above mentioned options and to decide the way forward.
