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1. Introduction 
iFire solutions are expected to involve tunnelling mechanisms. We propose a generic class of tunnelling solutions, which is not meant as an alternative to other tunnelling solutions proposed so far, but as complementary. We show how the IMS signalling procedures and the media transport can be carried out in this class of solutions. We further describe possible impacts on the efficiency of the procedures and how to mitigate them.
2. Proposal
We propose to insert a new section into TR 33.8de as follows: 
******************************START OF CHANGES******************************

8.x
Tunneling solutions transparent to the existing IMS core
This section describes a class of solutions rather than one specific, single solution. In this class of solutions traversal of NIMSFWs is achieved by means of tunnels. There is a tunnel endpoint (TEP) on the IMS core side of the last traversed NIMSFW in the direction from UE to IMS core. (There may also be two different TEPs, one for control traffic, the other for media traffic – this is discussed in NOTE 4 below.) The TEP is a function that does not interact with any existing IMS core function. In this way, requirement 6. from clause 6.1 is fulfilled.
Assuming that firewall traversal for IMS services is not restricted by policies of premises or network firewall operators as mentioned in clauses 4.2 or 4.3, access to the IMS proceeds as follows:

(1) The UE checks whether the NIMSFW traversal procedure needs to be invoked. Which method is used for this does not matter, as long as the method eventually returns the result YES or NO. If NO, IMS access proceeds as currently specified. If YES, the traversal proceeds as described in steps (2) – (6).

(2) The UE sets up a tunnel ending at the TEP.
(3) The UE sends IMS control plane traffic (SIP) destined to the P-CSCF through the tunnel. For this, the IP packets transporting the control plane traffic are encapsulated according to the tunnel protocol that is used. The TEP decapsulates the traffic and forwards the original IP packets towards the P-CSCF, based on IP routing information.

(4) Control traffic from the P-CSCF towards the UE is forwarded by the P-CSCF towards the TEP based on IP routing information. 
(5) The UE and the IMS core execute the IMS procedures as defined by current specifications. Note that this may involve a TLS tunnel between UE and P-CSCF, depending on the policies set by the IMS core and the capabilities offered by the UE. In this case, the TLS tunnel would pass through the tunnel between UE and TEP, but otherwise the two tunnels would be unrelated.

(6) When a media session is established, media is also forwarded through the tunnel. At the UE side, the IP packets transporting the media are encapsulated according to the tunnel protocol that is used. The TEP decapsulates the traffic and forwards the original IP packets along the media path, based on IP routing information. As above, media towards the UE also reaches the TEP based on IP routing and forwarding and is forwarded through the tunnel by the TEP.
NOTE 1: The UE needs to know the IP address of the TEP. This address, or a server name from which it may be discovered, may be provisioned at the UE.
NOTE 2: Downlink traffic (traffic to the UE) to reach the TEP may be facilitated as follows: There is a pool of IP addresses from which the TEP allocates one to the UE. This address is used as source IP address for IP packets from the UE that are forwarded by the TEP towards the IMS core. The routing information on the IP layer of the network comprises the information that traffic to these IP addresses from the TEP’s pool has to be routed to the TEP. (For example, the TEP may advertise these addresses using an IP routing protocol run in the network.)
NOTE 3: Using a different tunnel at the same TEP for media is possible. To facilitate this, different IP addresses may be assigned to the UE for control and for media traffic. It may also be possible to use the same address, but then forwarding at the UE and the TEP must not be purely based on the destination address but must also take into account an additional criterion like a DiffServ code point, a flow label or the layer 4 port information.

NOTE 4: Using two different TEPs (one for control and one for media) is possible. The UE has to establish a tunnel to the media TEP at the beginning of step (6) in this case. One IP address for control traffic destined to the UE and another IP address for media traffic destined to the UE is used in this case, which facilitates IP forwarding through each of the different tunnels.
Remarks on the efficiency of the proposed solution: 

While the existing IMS core functions do not know about the firewall traversal method, the UE does. If the UE uses the firewall traversal, and the applied tunnel already provides the desired protection features, the UE may – within the limits of the security policies enforced by the network – avoid to use similar IMS protection mechanisms between UE and core in order to avoid the effort of double protection. Namely, the UE may not request e2ae media plane protection as specified in TS 33.328, thus avoiding double protection of the media traffic.

With respect to control traffic, the P-CSCF may enforce the usage of a protection mechanism, like a TLS tunnel between UE and P-CSCF, leading to double protection between the UE and the TEP if a protected tunnel is used for firewall traversal. This may be considered not an issue at all when the UE is fully capable to perform the required processing (note that the volume of control traffic is mostly small as compared to media traffic).

In other cases, it may be desirable to avoid the additional protection inside the protected tunnel. This may be achievable still without the P-CSCF being aware of the traversal mechanism. E.g. if the P-CSCF supports protection policies depending on IP address ranges, the P-CSCF may be configured not to require protection if the UE IP address is in a certain IP range, this IP range being the pool of IP addresses assigned to UEs by the TEP terminating the protected tunnel, as described in NOTE 2 above.
Editor’s note: It is ffs which protection features, encryption, integrity, or none, are required for the tunnel between UE and TEP so that the purpose of NIMSFW traversal can be fulfilled. Note that IMS already specifies protection methods for both signalling and media. 

Editor’s note: It is ffs which of the tunneling methods proposed to SA3 can be used as the generic tunneling method described in our proposal. 

*******************************END OF CHANGES*******************************
