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1. Introduction
We propose to add the following changes to the Technical Report TR 33.914, v0.6.0: 
Reason for change: 

The current text in clause 7.2.4 on man-in-the-middle (mitm) attacks actually contains the description of countermeasures against two different forms of mitm attacks, but explicitly mentions only the mitm attack in tunnelled authentication protocols. The other form of mitm attack, the one by BSF impersonation, should also be explicitly mentioned. 
Furthermore, two minor corrections in the existing text on compatibility with other GBA-related specs were made. 

--------------------------------------------------------------------------

START OF CHANGE
7.2.4 
Evaluation
Compatibility with other GBA-related specifications:

GBA_Digest can be used with TSs 33.221 [16] and 33.222 [6] because GBA_Digest provides as output a key Ks_NAF (cf. clause 7.2.3) and an identifier B-TID (cf. clause 7.2.2) as well as information in the BSF about the underlying security quality, i.e. SIP digest authentication, (cf. clause 7.2.2). This is the input required for TSs 33.221 and 33.222 to become applicable. 
Single sign-on to an AS over the Ut reference point can, hence, also be provided using GBA_Digest, as TS 33.141 [4] defines the security for the Ut reference point by referring back to TS 33.222 [6]. 

Advantages of solution 1: 
The non-UICC based GBA solution has the following advantages:

· Re-use of the SIP Digest subscriber credentials stored in HSS. 

· Re-use of Ua interface and Zn interface (with adding one field for indicating GBA_Digest) as specified in TS 33.220 [2].

· Support for the existing GBA based applications.
· Enhanced security over plain SIP Digest (without TLS)

· Seamless evolution and migration to GBA variants using a SIM, USIM, or ISIM possible on the network side when clients are upgraded to contain a UICC
Security considerations on solution 1: 

The role of TLS: 

The use of TLS in GBA_Digest provides the following advantages: 


· Parameters derived from the SIP Digest password and exchanged between UE and BSF can be observed by an attacker when the TLS connection is not encrypted. In order to make it much more difficult for the attacker to infer (e.g. by codebook attacks) the SIP Digest password from the observed parameters GBA_Digest was constructed such that the computation of these parameters additionally requires the knowledge of the TLS master key. 


It is true that the attacker could just as well attempt to infer the SIP Digest password from parameters exchanged during a SIP Digest run in IMS, as defined in TS 33.203, Annex N. However, this is not possible in IMS when these parameters are sent over an encrypted TLS connection, as defined in TS 33.203, Annex O. In order to achieve at least the same the level of protection against password cracking in GBA_Digest as that afforded in IMS by TS 33.203, Annex O, the TLS master key is used in the construction of the GBA_Digest parameters. 


But it should be noted that the use of TLS differs between IMS and GBA_Digest: it is not required in GBA_Digest to use TLS with encryption, cf. clause 7.2.2, step 0. Mandating TLS encryption was avoided as it might conflict with national regulation. 


· TLS provides ‘perfect forward secrecy’. This property means that, when a compromise of a permanent secret has occurred, session keys agreed prior to the time of the compromise cannot be reconstructed by the attacker knowing the permanent secret. As the TLS master key is input to the computation of the key Ks resulting from a GBA_Digest run this property is inherited by GBA_Digest. This property is especially desirable for a password-based scheme as passwords are more prone to compromise than UICC-based credentials.

· The role of TLS in protecting against man-in-the-middle attacks is described below. 
Protection against man-in-the-middle attacks: 

Two types of man-in-the-middle attacks need to be considered:
Man-in-the-middle attacks through BSF impersonation
· An attacker could set up a server and trick a terminal into believing that it was talking to a genuine BSF and sending the authentication response to the attacker’s server. The attacker could then use this response to impersonate the user towards the genuine BSF. 
· This can be prevented by requiring the use of TLS between UE and BSF and ensuring that the UE authenticates the TLS server before sending anything over the TLS connection. This authentication is provided by TLS server certificates and the fact that the UE checks as part of the authentication process that the name in the certificate coincides with the BSF name configured in the UE.
· It should be noted, though, that even a successful BSF impersonation attack would be of limited value to the attacker as he could still not obtain the key Ks. However, the attack would not be detected during the GBA_Digest run, but only later when the key Ks would be used. 
Man-in-the-middle attacks in tunnelled authentication protocols
· When authenticating the client end point of a TLS session by means of a shared key protocol the so-called ‘man-in-the-middle-attacks in tunnelled authentication protocols’ [17] need to be considered. The man-in-the-middle-attacks exploit a situation where the same authentication protocol and credentials are used by the client in two different contexts, and the authentication responses may be sent both inside and outside the TLS connection. In the context of GBA_Digest, the shared key protocol used for client authentication is HTTP Digest. An attacker could establish a TLS connection with the BSF and at the same time trick the UE into running HTTP Digest with him outside the TLS connection, thus obtaining the desired authentication response. The attacker would then send the obtained response over the TLS connection to the BSF. In this way, the attacker could impersonate the UE towards the BSF without knowing the user’s password. 

· In GBA_Digest, this attack is thwarted by making the authentication response different from any parameter used outside the context of the GBA_Digest protocol through the use of different input parameters that, in particular, bind the authentication response to the TLS master secret.

· It should be noted, though, that even a successful man-in-the-middle-attack would be of limited value to the attacker as he could still not obtain the key Ks. However, the attack would not be detected during the GBA_Digest run, but only later when the key Ks would be used.
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