3GPP TSG SA WG3 (Security) Meeting #66
S3-120154
6-10 February 2012; Vancouver, Canada
revision of S3-12abcd
Source:
<Samsung>

Title:
<Public Key Distribution in EPS for PWS>

Document for:
< Discussion and Approval >

Agenda Item:
7.10 Security Aspects of Public Warning System
Work Item / Release:
PWS_Sec / Rel-11 
Abstract of the contribution: 
1
Introduction

In current security solutions of PWS consider the the disital signature verification to identify the message sender. However, the solution does not fully consider the architecture of public warning system in the view point of CBC (Central Broadcast Center) and CBE (Central Broadcast Entity) architecture. The interface of CBC and CBE is out of scope of 3GPP. Therefore, the key distribution and verification has to be done in the 3GPP workscope.   

2 
Proposal

The following text is proposed for inclusion in the TR as PWS security solution for EPS. 
3
PCR 
5.4 Solution 3 

5.4.1 Public Key distribution in EPS 
To accomplish the security mechanism using public key, the following solution describes the distribution of the public key in EPS architecture. 
1. CBC and CBE have secure connection before their communication. The detail of this procedure is out of scope of 3GPP. 

2. CBC stores it’s public key, key index, CBE identifier, area information, area level, and the signature algorithm. The area level is the distirubtion area scope based on TA, CELL, or PLMN level. 
3. CBC distributes CBC’s public key and key index to MME. 

4. MME forwards CBC’s public key  and key index pairs to eNB. To conduct this process MME can use S1-AP message, ATTACH/ TAU ACCEPT, or EMM information message. 

5. eNB distributes CBC’s public key and key index pairs to UE using SIB cell broadcast, ATTACH/TAU ACCEPT, or EMM information message. 

6. When UE receives the CBC’s public key and key index information, it sotres them for further usage.  
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Figure 5-x : Distribution of Public key information
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