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This document analyzed PWS specific cases requirement and tried to solve the editor’s note.
1. Introduction 

In current PWS living document, there is an editor’s note about requirement of PWS specific cases in section 2:

‘Editor’s Note: It needs FFS about security requirements of radio interface, roaming, national users that camp in de-registered and clear messages (only PWS warning notification or other messages) of PWS.’

This contribution aims to give an analysis to these cases and try to solve the editor’s note.                                                                                                                                                                                                                 
2. Analysis

The following clauses analyse three specific cases separately.

2.1 Radio interface

PWS Warning Notifications are broadcasted to UE on radio interface. In the current mechanism, neither integrity protection nor confidentiality protection is provided to broadcast messages. However, the digital signature mechanism in PWS Warning Notification can ensure that the source of the notification is authentic and the content of the notification is not tampered by the attacker. Thus the only security concern is that the notification can not be confidentiality protected. But the notification does not contain any sensitive information and the content of notification is public to all people. The attackers can not get any gains by intercepting the PWS Warning Notifications. So even the notification is not encrypted, there is no security issue. The digital signature mechanism can provide enough security level and no new security requirement of radio interface is needed.
2.2 National users that camp in de-registered

With regard to national users that camp in de-registered, the problem of this case is that when the user has a subscription from operator A and is located somewhere in the countryside. Now there is only coverage of operator B (where the user doesn’t have a subscription from). Now operator B is sending PWS warning message. Obviously the user would be very interested in getting the message. The problem is that the user is not registered with operator B, so the user’s device camps in the operator B network but is not registered there. Unfortunately the user still would like to get the message. 

According to the description of PLMN selection and cell selection in TS36.304, UE will scan all RF channels in the E-UTRA bands and search for a registered PLMN or a list of equivalent PLMN according to the information in USIM and then select the suitable cell. So in the case above, if there is an equivalent PLMN and UE can select the cell in it, UE will receive the PWS warning notification in the broadcast message.  If UE cannot search a registered PLMN or an equivalent PLMN, it cannot receive PWS warning notification. After UE receives the PWS warning message, whether UE can verify the signature and indicates to the user about the alert should be processed according to stage 2 CBS procedure. So in this case, it depends on operator configuration and network coverage in the area where UE stays to decide whether UE can receive PWS warning notification or not. This issue has no new security requirement. 
2.3 Clear messages of PWS

There are two PWS Warning Notifications defined in the PWS system, i.e. Primary Notification and Secondary Notification. The primary notification only contains the most urgent information such as warning type (e.g. Earthquake). The Secondary Notification contains more detailed textual information such as seismic intensity, epicentre, etc. It is enough to use Primary Notification and Secondary Notification to transfer warning information. And also from security aspect, other messages of PWS are not needed.
3. Conclusion

No new security requirements of radio interface, national users that camp in de-registered and clear messages (only PWS warning notification or other messages) of PWS are needed.

4. Proposal

It is kindly proposed SA3 to agree the following PCR into the living document.. 

*********************************start first change **********************************

2. Security Requirements of PWS

Editor’s Note: This section aims to add the updated security requirements of PWS, including roaming case.

Security requirements for PWS identified by SA1 in section 4.8 of TS22.268 [1] are as follows:

-PWS shall only broadcast Warning Notifications that come from an authenticated and authorized source.

-The integrity of the Warning Notification shall be ensured.

-The PWS protect against false Warning Notification messages.

Note:
These requirements are subject to regulatory policies.

-The authentication of the Warning Notification Providers is outside the scope of 3GPP Specifications.

Additional requirements identified by SA3 are as follows:

-For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above.

- The authentication solution should be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.

- A serving network should periodically send test warning messages on the broadcast channel.

- If the UE has not been configured for PWS message security, PWS warning messages shall always be displayed to the receiving end user.

- Whether the PWS message has been properly authenticated or not should be invisible to the receiving end user except in the case when an authentication failure in a primary notification implies that an already displayed paging notification shall be rejected.

- It shall be possible to configure whether or not primary notifications are displayed.

Additional SA3 working assumptions are as follows:

- The working assumption is that the signing entity is on a national level.

Editor's Note: It needs to consider the impact of network sharing in case of PWS security.

Editor's Note: It needs FFS about security requirements of roaming.

*********************************end first change **********************************

