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Abstract of the contribution:

This contribution gives an analysis of signature verification for editor’s note in clause 4.1.2.3.
1 Introduction
In the current PWS living document, there is an editor’s note in clause 4.1.2.3, it said that “Editor’s Note: The feasibility of mandating signature verification in the UE needs to be FFS.” This contribution aims to solving this editor’s note.
2 Analysis

In LS SP-110890, SA plenary decides that in bullet 4” A USIM data file with two settings needs to be added to disable the PWS functionality (this only applies from Rel-11 and onwards).” One setting is unsecured PWS disable field. This field mandates the UE to ignore all PWS warning messages that are received without security protection. It means this field mandates the UE must process all PWS warning messages which must have security protection from Rel-11 and onwards. So for the editor’s note in clause 4.1.2.3 can be solved as Rel-11 and onwards UE with unsecured PWS disable field mandates signature verification. There is no mandatory requirement for UE before Rel-11. 
3 Proposal

We kindly propose SA3 to endorse the following PCR.
*********************************************Begin of Change*******************************************************

4.1.2.3 Verification of PWS Warning Notification message 
The UE with USIM data file- unsecured PWS disable field shall support the verification of the signature from Rel-11 and onwards. And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.
Editor's Note: It is for FFS how the Network Sharing impacts security aspects of PWS.

Editor’s Note: It is for FFS when UE is in roaming case and when false network sends malicious notifications.


Editor’s Note: The impacts of sending more than one signature to the UE and if this solves the overload problem is FFS.
*********************************************End of Change*********************************************************

