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1.  Introduction
We wish to discuss whether a specific hardening requirement can form part of the specifications on backhaul platform security in 3GPP Technical specifications. Namely that each instance of a 3GPP network element must be protected by a local firewall.
2.  Argumentation for local firewalls in backhaul elements
Usage of dedicated separate firewalls naturally form the basis for defining operator’s so-called internal networks. These can be made secure at different levels depending on applied polices. The external firewalls can be used to protect subnetworks, groups of network elements, etc. Yet it is always a balance between security needs, efficiency, and ease and flexibility of IP-design.
While standalonel firewalls sometimes cannot be avoided, they always carry a substantial operation cost for the operator. This is especially with regards to the operation and maintenance surrounding them and due to their slowdown of development of new services – the procurement lead times. For an industry who wishes to see new services tried out as easily as possible, the mesh of standalone firewalls in operator’s internal networks is always a concern. This is the time and cost side.
On the security side, the nowadays greater “openness” of operator’s networks, their closeness to the bare Internet, new distributed system architectures calls for new understanding in this area. So-called platform security have been addressed in LTE and H(e)NB specifications. (Platform security is even used as argument against enhanced key hierarchy in UTRAN.) We argue that there is need for greater attention to consistent “hardening”, of also deep backhaul network elements in 3GPP specifications. There is less validity of the comfort-belief that operator’s internal networks are (enough) closed and secure. There is a greater need of defense-in-depth - mistakes in network operation do happen, by the human factor. We argue for, as we see a very basic hardening requirement: that any instance of a network element should possess a local firewall (or a well defined filtering capability).
NDS/IP has been defined that may solve some of the security concerns. However the needs of flexibility in IP design, or cost, may also call for also other or complementing protection measures.
6.  Summary
We have argued for the need that efficiency of operation and security calls for consistent improved hardening measures for backhaul network elements as part of 3GPP specifications. A basic requirement, for such consistency, is that of local firewall protection of each instance of any backhaul network element.
6.  Proposal
We propose some SA3 discussion on the above topic, seeking feedback whether the above proposal is wanted by other companies and if realistic for future work.
