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1. Overall Description:

SA3 has again discussed MDT and the measures for privacy protection with respect to the collection of user location traces. Operator(s) who are active in adjacent countries have raised concern with the so-called ‘home country’ restriction, i.e. that MDT trace collection is not allowed for a mobile user when moving about in “another country” different from “home country”. 
SA3’s main concern for MDT trace collection has been that of unambiguous user consent. Therefore, only the operator who is in direct control of the user-consent agreement can execute trace collections. With that ambition, a restriction with respect to also ‘country’ was included in previous communication from SA3 [1]: ‘… operator and country - i.e. the data controllers to which consent was given’. 
Restriction regarding ‘country’ by itself is not completely without privacy justification. For example, the risks of data exposure may increase in practice when over country borders, and for some cases there may be legislation aspects that prevent. SA3 therefore find it beneficial than also “country awareness” is built-into MDT specifications from the early stage. SA3 has however concluded that the restriction is too severe in the general case; in the case of one operator operating in adjacent countries where there are no privacy legislation aspects to consider. Data protection measures should as usual be the responsibility of the user-consent owning operator, who operates over the county-border in question.
In conclusion, SA3 sees that any restriction with respect to ‘country’ can be relaxed in MDT specifications, Rel-11 and onwards. Any techniques that impose a ‘country’ restriction should be optional and not mandatory for the operator to use.
[1] LS in S3-110844, SA3 July 2011
2. Actions:

To RAN2 and SA5 groups.

ACTION: 
SA3 asks RAN2, RAN3, and SA5 to understand that restriction with respect to ‘country’ is no longer a requirement from SA3, and that any such restriction can be partially or fully relaxed in MDT specifications.
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