3GPP TSG SA WG3 (Security) Meeting #66
S3-120088
6-10 February 2012; Vancouver, Canada
revision of S3-12abcd
Source:
Qualcomm Incorporated
Title:
Evaluation for enhanced AKA for USIM restriction to specific devices
Document for:
Approval 
Agenda Item:
7.9
Work Item / Release:
Rel-11
Abstract of the contribution: This contribution provides some evaluation of the enhanced AKA solution for USIM restriction to specific devices
Discussion 

The below pCR proposes some evaluation of enhanced AKA for USIM restriction to specific devices. It is proposed that SA3 approve the pCR for inclusion in the specification.
 Proposed pCR
7.7.2.2.X 
Enhanced AKA
· The network operator is able to directly detect if unauthorised combination of IMSI/IMEI is taken into use, and may then take any appropriate action in the network.
· If there is a need to change authorised combinations of IMSI/IMEI (e.g. due to billing plan change), only the authorised combinations in the HSS/HLR  need to be updated, 
· The operator can use their current UICCs
· Changes to the current signalling are required between the core network and UE and between core network nodes in order to provide the solution
· The IMEI is authenticated in a secure manner and the keys used to protect traffic are bound to this authentication which provides a high level of security for the solution
Conclusion:

· The SA1 requirements are fulfilled as the network operator is able to detect and reject unauthorized combinations of IMSI/IMEI in the HSS.
· The solution is easy to manage as there is only a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change) in the HSS/HLR 
· The solution provides a high level of security at the cost of some signalling changes. 
