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Abstract of the contribution: This document provides proposed text for the Control Message Structure subsection of Tunnelled Service Control Function sub section of the Technical report for the iFire SID.
******************************START OF CHANGES******************************

8.2.7
Control Message Structure

8.2.7.1 Introduction

The Control Packets/Messages, denoted as CM in this document, is used to exchange configuration information between TSE and TSCF. Control Messages (CMs) are of type REQUEST/RESPONSE. The CM RESPONSE to a REQUEST MUST include either a corresponding REPLY or an error code indicating why the request could not be honored. 

Control Messages will utilize a simple TLV (Type Length Value) encoding with the packet format as described below
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	TLV Type
	TLV Length (8 bits)
	TLV Value …
	Octet 1-4

	TLV Value              [until Length is reached]...       
	


A TLV is defined as the variable length concatenation of a unique Type (represented by an integer) and a Value containing the actual value identified by the Type.
8.2.7.2 General Message Structure and Encoding rules
Integer/binary values must be encoded in network byte order. ASCII strings must be Null terminated except where explicitly specified. All Control Messages must include Control Message Header (CM_header) at the beginning of every Control Message (CM_header is explained in the next section).
Control Message header MAYBE followed by TLVs.
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Figure XXXX Control Message Structure 

8.2.7.3 Control Message Header
All Control Messages will include Control Message Header (CM_header) at the beginning of the Control Message. The format of the CM_header is as given below:
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	CM_ Version
	CM_Indication
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	CM_Type
	TLV_Count
	Octet 1-4

	Tunnel Session ID
	Octet 5-8

	Tunnel Session ID
	Octet 9-12

	Sequence
	Octet 13-16

	Optional TLVs
	


The following table describes various fields of the CM_header
Table XXXX Control Message Header Fields

	Field Name 
	Semantics 
	Value Type 
	Length 
	Notes

	CM_Version 
	Identifies version of this Header.   1 is Currently supported
	Unsigned integer 
	4 bits 
	It is the firts nibble (4bits) of the first byte.

Current version = 1 
Versions 4 and 6 reserved for IP payload differentiation.

(The first nibble of the first byte of IP header is the IP header version which is 4 for IPv4 and 6 for IPv6).  

	CM_Indication
	Identifies whether the message is a control message or not
	bits
	2 bits
	Must be set as 0 to indicate this is a CM message

	Reserved 
	Must be set with 0
	bits
	2 bits
	Must be set as 0

	CM_Type  
	Identifies the type of Control Message. Refer to table below for a listing of Control Message Types
	Unsigned integer 
	1 byte
	See table below for a list of supported types.

	TLV_Count  
	Indicates the number of TLVs that follow (or are appended to) this header in the current Control Message. 
	Unsigned integer
	2 bytes 
	Please note that CM_header itself is not a TLV.

	Tunnel Session ID
	It is assigned by TSCF and uniquely  identifies the TLS Tunnel
	Unsigned integer 
	8 bytes 
	This is the session id to uniquely identify a tunnel session.

	Sequence 
	An ever incrementing transaction counter.
	Unsigned integer 
	4 bytes 
	Each outstanding REQUSET will contain a unique value


8.2.7.4 Tunnel Session ID (TSID)

Tunnel Session ID It is assigned by TSCF to uniquely identify a TLS/DTLS Tunnels.

The first [Tunnel] Configuration message will have Tunnel Session ID (TSID) header field bits set to 1s (FFFF…).

The first response will contain TSCF assigned TSID. After that, all following messages must contain the assigned TSID in their header. Messages that do not have the expected TSID must be dropped and the TLS Tunnel should be terminated.
*******************************END OF CHANGES*******************************
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