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********************** start of 1st change **************************
4.4.5
Requirements on Backhaul Link

The requirements on the backhaul link are:

-
The establishment of the secure backhaul link shall be based on IKEv2 as specified in TS 33.310 [7] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of the present document.

-
The backhaul link shall provide integrity, confidentiality and replay protection of the transmitted data.

-
IPsec use for the backhaul link is mandatory to implement but optional to use based on an operator policy. To allow for such operator policy, the H(e)NB may be configurable to IPsec or non-IPsec usage option. If this configuration is supported, the default configuration set in the factory shall be the usage of IPsec. Based on operator policy, the H(e)MS may securely configure the H(e)NB, whether or not to use IPsec for subsequent connections. If the operator chooses not to use IPsec, mutual authentication between the H(e)NB device and the SeGW shall be performed and the interface between the H(e)NB and SeGW shall be secured with a mechanism that provides layer 2 security for confidentiality and integrity protection of communications. This mechanism then shall also bind this secure communications to device authentication between H(e)NB and SeGW and optional HPM authentication.

-
The security solution for the backhaul link shall be based on IPsec ESP tunnel mode as specified in TS 33.210 [9]. If the H(e)NB is configurable not to use IPsec, in addition a suitable layer 2 protection mechanism shall be mandatory to support. If the H(e)NB is configured not to use IPsec, this layer 2 mechanism shall be used for the backhaul link protection.
NOTE:
For the non-IPsec usage option the details of the authentication mechanism, the layer 2 security mechanism and the binding are out of scope of the present document.
-
Any connection between the H(e)NB/L-GW and the H(e)NB-GW or core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall be compatible with common network address and port translation variations and support firewall traversal.
********************** start of next change **************************
5.3
Hosting Party Mutual Authentication
The hosting party mutual authentication is optionally performed by the operator’s network following successful device mutual authentication between H(e)NB and SeGW.

An EAP-AKA based method [3] shall be used for hosting party authentication. When Hosting Party Authentication is used, both device and hosting party authentication must be completed successfully before a secure tunnel to the operator network can be established.
The authentication of the hosting party is based on credentials contained in a separate Hosting Party Module (HPM) in H(e)NB, and in the MNO HLR/HSS.

The EAP-AKA based hosting party authentication shall have the following parts:

-
An AKA credential shall be stored in HPM enabling to use EAP-AKA. The SeGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server to retrieve an authentication vector from AuC via HSS/HLR. 

-
A globally unique identifier in the format of an IMSI shall be used for EAP-AKA based authentication. These IMSIs shall be marked in HLR/HSS as used for H(e)NBs, e.g. by allocating dedicated ranges or by adding specific attributes to avoid misuse of these IMSIs for ordinary UEs.

NOTE: 
The implementation of the related HLR/HSS entry is out of scope of the present document.
********************** start of next change **************************
7.3
Hosting Party Authentication

Device Authentication between H(e)NB and SeGW may optionally be followed with an EAP-AKA-based hosting party authentication exchange.  The IKEv2 certificate-based mutual authentication is executed according to clause 7.2 of the present document, extended by IKEv2’s multiple authentication procedure defined in IETF RFC 4739 [6].

The IKEv2 EAP-AKA authentication shall follow the TS 33.234 [10] specification.

The H(e)NB’s HPM shall be used to provide critical security functions supporting the EAP-AKA authentication processes.

-
The secret key (K) used for HP authentication shall be stored in the HPM.

-
The HPM is responsible for computing the RES and AUTN parameters for the EAP-AKA based hosting party authentication.
********************** start of next change **************************
8.3.2.2
Device Validation

The H(e)NB shall support a device validation method whereby the device implicitly indicates its validity to the H(e)MS by successful execution of device authentication between H(e)NB and H(e)MS. To achieve this, the following requirement applies:

-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the H(e)MS.
-
The CA issuing the H(e)NB device certificate need to be trusted by the manufacturer or vendor of the H(e)NB, whoever of both is responsible for the device integrity of the H(e)NB.

NOTE 1:
This trust in the CA issuing the device certificate is in addition to the requirements given in clause 5.2.

NOTE 2:
If the H(e)NB is enrolled to an operator PKI, and thus the operator device certificate is used during authentication, then also such successful authentication towards SeGW or other network elements includes the indication of successful device validation. This transitive trust is possible, as the enrolment takes place based on the vendor device certificate. This transition of trust must be considered by the operator.
********************** start of next change **************************
A.1
Device Authentication Call-flow Example

Certificate based mutual authentication between the H(e)NB and the core network is specified in clause 7.2. As example the call flow between the H(e)NB and the SeGW is shown in Figure A.1. This example illustrates an autonomous device integrity check followed by initiation of device authentication between H(e)NB and SeGW. Also this example illustrates H(e)NB and L-GW IP address assignments via the IKEv2 CFG payload.
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Figure A.1: Certificate-based authentication with device integrity

1.
TrE brings H(e)NB to secure boot and performs device integrity check of H(e)NB.

NOTE   1:
If the device integrity check fails the following procedure is not executed.

2.
Following successful device integrity check, the H(e)NB sends an IKE_SA_INIT request to the SeGW.

3.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

4.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. Optionally a user profile may be selected based on the H(e)NB’s identity presented in the IDi payload and the authentication type indication in the user profile may be used to enforce the choice of authentication (device only or combined device and HP).  The H(e)NB sends the AUTH payload and its own certificate, and also requests a certificate from the SeGW. Configuration payload is carried in this message if the H(e)NB’s and/or L-GW’s remote IP address(es) should be configured dynamically. H(e)NB optionally includes a Notify Payload containing integrity information of H(e)NB with a Notification Type of INTEGRITY_INFO in the IKE_AUTH request. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. If configured to check the validity of the SeGW certificate the H(e)NB retrieves SeGW certificate status information from the OCSP responder. Alternatively the H(e)NB may add an OCSP request to the IKE message.
NOTE 2: 
Inclusion of the Notify Payload and further usage of data transferred in this payload is not part of autonomous validation.

5.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB. The SeGW may check the validity of the certificates using CRL or OCSP.  If the H(e)NB request contained an OCSP request, or if the SeGW is configured to provide its certification revocation status to the H(e)NB, the SeGW retrieves SeGW certificate status information from the OCSP server, or uses a valid cached response if one  is available
6.
The SeGW processes the N payload of the IKE_AUTH request based on local policy of the operator.  

NOTE 3:
 SeGW may choose to retain the information carried in the N payload for statistical analysis, send the information to a FIGS (Fraud Information Gathering System) for fraud detection, or send the information to a validation entity for validation.

7.
The SeGW sends its identity in the IDr payload, the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address(es) is (are) assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for H(e)NB’s and/or L-GW’s Remote IP address(es) through the CFG_REQUEST. If the SeGW allocates different remote IP addresses to the H(e)NB and the L-GW, then the SeGW can include information to differentiate the IP address assigned to the H(e)NB and the L-GW, in order to avoid any misconfiguration. A possible mechanism to inform which IP address is to be used for H(e)NB or L-GW is implementation specific and out of scope of the present document.If the SeGW has SeGW certificate status information available, this information is added to the IKE response to H(e)NB.
8.
The H(e)NB verifies the SeGW certificate with its stored root certificate. The root certificate for the SeGW certificate shall be stored in the TrE. The H(e)NB checks that the SeGW identity as contained in the SeGW certificate equals the SeGW identity as provided to H(e)NB by initial configuration or by H(e)MS. The H(e)NB checks the validity of the SeGW certificates using the OCSP response if configured to do so.
9.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.

NOTE 4: If the Notify Payload is used to convey integrity information, then an available values in the Private Use Status Types range of Notification Type values in IKEv2 may be used. In case the integrity information payload carries security information, security mechanisms have to be used. The detailed security mechanisms are out of scope of present document.
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