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1. Overall Description:

RAN2 thanks SA3 for their LS and their questions on security for PWS. RAN2 would like to provide some preliminary comments to the questions posed
Question A: “Confirm SA3s understanding on working assumptions, understandings and decisions” 
RAN2 would like to note that CMAS warning messages and ETWS secondary notifications are delivered to the UE without security information and that ETWS primary notification can be delivered with or without warning security information (i.e. optional) in the current (Rel-8/9/10) RAN2 specifications. RAN2 acknowledges that Rel-8/9/10 ETWS security information cannot be utilized since a standardized digital signature verification algorithm is not provided by SA3. 

However, from RAN2 perspective it is possible to deliver warning messages of all the PWS systems with or without (i.e. optional) security information.
Question B: “Guidance on bandwidth consumption”
RAN2 refers CT1 to address the questions B1-B4 in detail. RAN2 did not have sufficient time in RAN2#76 meeting to analyse the impact of periodic updates on the bandwidth consumption with a NAS message expansion as much as 405 bytes and as frequent as 30 minutes as described in the LS from SA3. Moreover, RAN2 would like to wait for feedback from CT1 on the feasibility to support sending public keys in NAS messages and expansion of the NAS message by as much as 405 bytes before performing a more detailed analysis on the bandwidth consumption issue. 

However, RAN2 would like SA3 to note that more frequent updates and larger message size increase the signalling load on the RAN and battery consumption of the UE. Therefore RAN2 prefers that frequency of key updates and its size should be kept to minimum necessary.
Question C: “Backwards compatibility & extending PWS Security Information from 50 bytes to 75 bytes”
From RAN2 points of view, extension of security information from 50 byte to 75 byte can be achieved without affecting existing ETWS and CMAS systems. With regard to inclusion of the security information in PWS warning messages RAN2 would think that higher layers should handle the information.
Question D: “Digital Signature size for LTE”

RAN2 confirms that extension of warning security information to 75 bytes is possible in LTE.

2. Actions:

To SA3 groups:
RAN2 kindly asks SA3 to consider RAN2 response in their further work.
3. Date of next TSG RAN2 Meetings:

TSG RAN2 Meeting #77
6 - 10 Feb
Dresden     Germany
TSG RAN2 Meeting #77bis 
26 – 30 Mar

     South-Korea
