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1. Introduction
This document contains information about the TSG SA #54 outcome on SA3 submissions, and information on SA discussions and issues relevant for SA3 work.

The SA #54 documents can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_54/Docs/
The draft SA #54 meeting report can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_54/Report/
The SA3 status report to SA #54 (SP-110684) is attached. 

2. SA #54 Outcome on SA3 Submissions

All our CRs were approved without modifications. 
The CR on “H(e)NB identity verification requirements for UE access control enforcement” was discussed and the following action point was given to SA3:
“SA WG3 were asked to review the changes made in 33.320 CR0072R2 (TD SP 110848) with respect to the impacts on RAN WG3 work and create any further corrective CRs needed.”
The reason for the discussion in SA was that RAN3 has sent an LS to us that we have not yet handled, and we need to take the RAN3 feedback into account when completing work on H(e)NB identify verification. The RAN3 LS can be found as:
http://www.3gpp.org/ftp/tsg_ran/WG3_Iu/TSGR3_74/docs/R3-113147.zip
Contributions on how to handle the RAN3 feedback on H(e)NB identify verification are invited to SA3 #66, so that we can finish this within Rel-11 time frame.

The WI proposal on “GBA extensions for re-use of SIP Digest credentials” was approved. Intel was added as a supporting company. The approved WID with can be found in SP-110884.

TR 35.924, “Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 4: Design and Evaluation Report”, was approved in SP-110689.
TR 33.859, “UTRAN key management enhancements”, was approved in SP-110688.
TR 33.838, “Study on Protection against Unsolicited Communication for IMS”, which we sent for information to SA, was noted. No comments were provided by SA.
The update to the SA3 terms of reference were approved in SP-110862.
3. M2M
SA2 and SA5 proposed updates to the SIMTC WID. The updated WID was approved in SP-110877.

4. BBF

A joint 3GPP- BBF workshop was held in November. The Chairmen's Summary of the workshop can be found in SP-110665, and the draft report from the workshop in SP-110664. Security aspects were also discussed in the workshop.
5. PWS

SA discussed about the warning system default settings. After we sent our LS on this issue from SA3 #65, there were further discussions in other WGs, and a joint session on the issue was held at the mega-meeting in San Francisco. However, no conclusion could be made at that joint session, and consequently this issue was discussed at SA #54. After quite extensive off-line discussions, SA agreed on a way forward. The result is communicated to WGs in the LS in SP-110890. The LS indicates explicit actions for SA3. Contributions on how to handle these actions are invited to SA3 #66. 

The SA2 CRs related to this in SP-110764 were approved, with the understanding that further work is needed based on the decisions made in SA.

Furthermore, SA agreed that the broadcast mechanism for support of public warning system shall be specified in one specification, TS 23.041. This TS is under the responsibility of CT1. The decision agreement means that both stage 2 and stage 3 for the broadcast mechanism will be specified in TS 23.041. The LS in SP-110891 informs WGs about the SA decision.
6. Firewall Traversal

SA1 provided a CR on Service and Media Reachability for Users over Restrictive Firewalls (SMURFs). There was discussion about the CR, and it was modified based on the discussion. The modified CR was approved in SP-110883. The SA1 work was indicated as 20% complete, so at least some further work is expected in SA1.
7. Approved WIDs with Security Aspects

SA1 submitted a new SID proposal on “Study on RAN Sharing Enhancements”. The security aspects section states that the following:

“RAN Sharing Enhancements shall not negatively affect security or privacy of sharing networks or subscribers.

For the case of multiple operators sharing radio network resources the study needs take care of requirements and scenarios for:

•
maintaining end-to-end security for each operator

•
providing and allowing appropriate levels of visibility of the shared radio network resources to the sharing network operators according to each operator’s role in the sharing arrangement.

Involvement of SA3 for evaluation of potential scenarios is envisaged.”
The SID was approved in SP-110820.

SA2 submitted a new WID proposal on “roaming architecture for voice over IMS with Local Breakout (RAVEL)”. The security aspects section states: “To be determined by SA3”. The new WID was approved in SP-110753.
SA2 submitted an updated WID proposal on “LOcation-Based Selection of gaTEways foR WLAN (LOBSTER)”. The revision indicates what part of the work has been completed in Rel-11. The updated WID was approved in SP-110752.

SA5 submitted a new WID proposal on “Charging aspects for Roaming Architecture for Voice over IMS with Local Breakout”. The security aspects section states:

“As part of the Charging Aspects, a secure interchange of carrier identities (e.g. Inter Operator Identifiers) must be granted. Potential security gaps need to be analysed and solved together with SA3” 

The new WID was approved in SP-110866.
8. Other Issues of Interest
SA2 is still overloaded, and the SA2 chairman’s report indicates (SP-110827) that SA2 is likely to ask for exceptions for SIMTC and BBAI. As you might remember, the earlier agreement made in SA is that if even one exception is approved at SA #55, then the stage 3 deadline for Rel-11 will be extended with 3 months.
SA1 submitted a CR on MTC terms and definitions. The CR was approved in SP-110825, but based on the discussion at SA, it is likely that further corrections and refinements will be made to the terms and definitions.
SA5 has made corrections related to MDT privacy, taking into account input from other groups. The CRs are included in the CR pack approved in SP-110715.
SA5 submitted some CRs related to CN performance measurements enhancement:

· Addition of credit re-authorization procedure related measurements
· Addition of authentication by S6a related measurements
They were approved in SP-110713.

The GERAN report in SP-110777 provides the following information on SACCH security (slide 19):
“For ‘Usage of L2 UL/DL random bits’ GERAN3 agreed:

· 1 TC drafted

· Test verifies the usage of the fill bits throughout a scenario including Switch on—Location Update – MO SMS MT Call (including ciphering and authentication)

· The SS simulates the behaviour described in Rel-9

· The UL data is collected and verified at the end of the TC for ramndomness”
SP-110782 provides information about a MSF VoLTE Interoperability Event. Security aspects were included in some test scenarios.
