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1. Proposal
This contribution proposes a pCR on evaluation of solutions proposed to restrict the USIM to specific MTC MEs. 

2. Pseudo-CR

--------------------------------------Start of Change----------------------------------------------

7.5.2
Evaluation




Editor’s Note: Denial of Service and resource exhaust attacks needs to be taken in to account.

7.5.2.1 
User Equipment-based pairings

· Secure Channel pairing

· The Secure Channel pairing prevents the connection of not-authorized User Equipment to the network. When the UICC detects its presence in a not-authorized User Equipment (not-authorized MTC ME or a non-MTC ME), the User Equipment stops working. The network operator or MTC application user has no information why the MTC device has stopped working.
· The exchanges to perform the secure channel pairing are only between the UICC and the the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not- authorized User Equipment, the network resources are not consumed  since the User Equipments does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the User Equipment and the network), no authentication vector consumption. 

· To establish the secure channel, a mutual authentication is performed between the USIM and the MTC ME. 
· 
· After the secure channel establishment, all the data exchanged between the USIM and the MTC ME are protected.

· A secure environment is required in the terminal part of the MTC Device/UE for the secure channel establishment. 

· This solution create extra cost per MTC ME and per UICC and the UICC should support secure channel or TLS
· Secure channel pairing is the mechanism already selected and specified for Rel-10 Relay Node security to guaranty one-to-one binding between a USIM and a RN. 

· 
· 
· 
· Fulfills the SA1 requirement on restrict the use of a USIM to specific MEs/MTC Devices and fulfils the requirement that operator shall be able to enforce the restriction.

· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 
· The information stored in the file EFpairing provides a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons. 

· 
· In case of operator change, i.e. when a new UICC from a new operator is inserted to a MTC device on the field, this solution does not provide a mechanism how to install the new shared secret or certificate in the MTC device needed for the secure channel.

· In case the UICC needs to be moved from an MTC device to a new MTC device which is on the field, the IMEI and shared secret or certificate need to be updated on the UICC when the UICC is still hosted by the old MTC device.. If the old MTC device is no longer allowed to be associated to the UICC, then the old IMEI value should be removed from the UICCC when the UICC is hosted by the new MTC device.
· In case of certificate based secure channel, the certificate in the MTC device cannot in the general case be operator certificate since the operator is not always known at manufacturing time of MTC ME. In this case the UICC needs to be updated with the root certificate of the ME vendor when the MTC device is taken into use.
· USAT application pairing

· The USAT application pairing prevents the connection of not-authorized User Equipment to the network. When the UICC detects its presence in a not-authorized User Equipment (not-authorized MTC ME or a non-MTC ME), the User Equipment stops working. The network operator or MTC application user has no information why the MTC device has stopped working.
· The data exchange to perform the USAT application pairing is performed only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not authorized User Equipment, the network resources are not consumed  since the User Equipments does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the User Equipment and the network), no authentication vector consumption. 

· The security of the pairing depends on how secure the MTC ME is. The security requirements that it should not be possible to modify the IMEI already exist today (see [12] and [13]). There is no mechanism available to verify the integrity of the IMEI whether it is modified or not by the entity which enforce the paring.
· There are existing methods today with which the IMEI may be modified in the storage and also during transmissions.
· Exchange of IMEI value between the ME and the UICC is not integrity protected and encrypted.
· Fulfills the SA1 requirement on restrict the use of a USIM to specific MEs/MTC Devices and fulfils the requirement that operator shall be able to enforce the restriction.
· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 
· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 

· The information stored in the file EFpairing provides a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.
· The MTC ME should support the USAT functionality

· In case the UICC needs to be moved from an MTC device to a new MTC device which is on the field, the IMEI needs to be updated on the UICC when the UICC is still hosted by the old MTC device. If the old MTC device is no longer allowed to be associated to the UICC, then the old IMEI value should be removed from the UICCC when the UICC is hosted by the new MTC device. 
· PIN verification pairing

· The PIN verification pairing prevents the connection of not-authorized User Equipment to the network. When the UICC detects its presence in a not-authorized User Equipment (not-authorized MTC ME or a non-MTC ME), the User Equipment stops working. The network operator or MTC application user has no information why the MTC device has stopped working.
· The exchanges to perform the PIN verification pairing are only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not authorized User Equipment, the network resources are not consumed  since the User Equipments does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the User Equipment and the network), no authentication vector consumption. 

· PIN verification pairing could rely on existing PIN verification command already available on User Equipment. But the PIN value should be stored in the MTC ME.

· The storage of PIN value in the MTC ME for pairing purpose is a new feature since the existing PIN verification is a user authentication without storage of PIN value in the ME. A secure environment is required in MTC ME for the storage of PIN value.
· The storage of PIN value in the MTC ME for pairing purpose requires a method to provision or personalize the PIN value in the MTC ME, which can be realized via off-line provisioning or remotely, e.g. sending PIN to UICC though OTA and to device via OMA DM.. 

· The entropy of the PIN secret is low, thus is subject to brute force attacks

· The security of the pairing depends on how secure the MTC ME is.

· PIN value is sent in clear on the interface between the MTC ME and the UICC, which makes it possible for an attacker to wire-tap on the interface and find out the PIN. This risk can partially be mitigated by the operator, e.g. the operator can change the PIN frequently. 
· Fulfills the SA1 requirement on restrict the use of a USIM to specific MEs/MTC Devices and fulfils the requirement that operator shall be able to enforce the restriction.

· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 

· The information stored in the file EFpairing provides a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.

· In case of operator change, i.e. when a new UICC from a new operator is inserted to a MTC device on the field, this solution does not provide a mechanism how to install the PIN in the MTC device. 
· In case the UICC needs to be moved from an MTC device to a new MTC device which is on the field, the PIN need to be updated on the UICC when the UICC is still hosted by the old MTC device..
· Revocation of  the PIN. The solution does not provide details of how revocation works, e.g. what happens if an  MTC device that holds several PINs needs to revoked.
 Editors Note: Revocation of PIN is FFS
· The solution does not provide any details on how to manage the solution if an MTC device that holds the PIN for several UICCs is considered compromised, i.e. the operator believes all the PINs are known to an attacker
Conclusion

· Pairing methods using Secure Channel , USAT mechanisms are based on existing 3GPP and ETSI standards, 
· All UE-based pairing methods prevent MTC UE with not-authorized binding association from connection to the network and, as consequence, from consumption of signalling and network resources. 

· Among the User Equipment-based pairings, the Secure Channel pairing offers the highest level of security and reliability to restrict the use of a USIM to specific MEs/MTC Devices
· The PIN verification pairing mechanism can be used to restrict the USIM to specific MEs/MTC Devices. It has comparatively simple implementation, and reliability to restrict the use of a USIM to specific MEs/MTC Devices although there are some risks (e.g. only the USIM authenticates the MEs/MTC Devices, PIN is low-entropy secret and sent in the clear), but they can partially be avoided by the operator.
7.7.2.2 
Network based pairings

7.7.2.2.1 
IMSI-IMEI binding in HSS
· Fulfills the SA1 requirement on restrict the use of a USIM to specific MEs/MTC Devices and fulfils the requirement that operator shall be able to enforce the restriction.
· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 
· The network operator is able to directly detect if unauthorized combination of IMSI/IMEI is taken into use, and may then take any appropriate action in the network as e.g. trigger an alarm in the HSS.

· Signalling procedures for the network request of IMEI or IMEISV from the MTC UE are already in place in 3GPP specifications for GERAN, UTRAN and E-UTRAN. But the current HSS/HLR does not support this new pairing function.
· This solution requires the ADD (Automatic Device Detection) feature to be supported and enabled in the SGSN/MME/MSC. Using ADD for requesting IMEI(SV) from the UE is commonly used in networks today to detect when a user has purchased a new UE so that e.g. appropriate MMS and internet access settings can be sent to user’s new UE. Therefore in many cases the solution does not add signaling load in the network.
· As ADD is already defined and in use in many networks, the cost and complexity has been largely covered in those networks. Additionally the HSS/HLR needs to do IMSI/IMEI pair checking which is considered to be reasonably low effort and simple task comparing to what the HSS is already doing at an Attach.

· For the reasons above, the solution is not regarded to add DoS or resource exhaustion attack possibilities. 

· The solution requires no new functionality on the UE.
· The operator can use their current UICCs

· According to existing security requirements in E-UTRAN (since Rel-8), the UE shall provide its equipment identifier IMEI or IMEISV to the network, only if the network asks for it in an integrity-protected request.

· According to existing security requirements in E-UTRAN (since Rel-8), the UE shall integrity protect the IMEI or IMEISV on the air interface to the network.

· The security of the IMEI/IMEISV in the MTC ME depends on how secure the MTC ME is. Already today there exist security requirements that it should not be possible to modify the IMEI (see [12] and [13]). 

· This binding mechanism needs to be implemented in the network even though it is not be used for all MTC devices.

· All MTC UEs, including the ones with not-authorized binding, need to be authenticated by the network and consume HSS capacity. 

· This solution enables network operator to remotely detect the binding.

· There are some network signalling impacts,.
· If there is a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change), only the information in the HSS/HLR needs to be updated, There is no need to update any other entities. 

· Therefore there is neither need for additional signalling nor need for developing solutions for updating the authorized combinations of IMSI/IMEI in UE-based pairings. 

Editors Note: Implementation details of this solution are FFS.

Conclusion:


· The network operator is able to detect and reject unauthorized combinations of IMSI/IMEI in the HSS and take appropriate action thereby fulfilling the SA1 requirements.

· The needed functionally for the network to request IMEI or IMEISV from the MTC UE as part of ADD is already in place in 3GPP specifications and commonly used in networks. Additionally the HSS/HLR needs to do IMSI/IMEI pair checking which is considered to be reasonably low effort and simple task comparing to what the HSS is already doing at an Attach. 

· 
· Most of the functionalities needed is already available, new mechanism is needed in HSS for binding method.

· MTC UEs with not-authorized binding combination equally consume signalling and network resources. 
· Dynamic management of allowed IMSI/IMEI pairs in concentrated on one point, the HSS/HLR. If there is a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change), only information in the HSS/HLR needs to be updated, There is no need to update any other entities. 

· This does not prevent the usage of IMEI in the tampered UE where the IMEI can be modified.

7.7.2.2.2 
Enhanced AKA
· The network operator is able to directly detect if unauthorised combination of IMSI/IMEI is taken into use, and may then take any appropriate action in the network.

· If there is a need to change authorised combinations of IMSI/IMEI (e.g. due to billing plan change), only the authorised combinations in the HSS/HLR  need to be updated, 

· The operator can use their current UICCs

· Changes to the current signalling that need to be standardised are required between the core network and UE and between core network nodes for this solution Adrian: change to include text from below 
· Adrian: proposed to delete as merged with text 2 lines below
· Adrian: Merged with text two line above
· The security of the IMEI/IMEISV in the MTC ME is ensured by additional authentication executed after AKA authentication that also provides keys to protect the traffic sent between MTC device and network. 

· This binding mechanism shall be implemented in the network even though it is not be used for all MTC devices.

· All MTC UEs, including the ones with not-authorized binding, shall be authenticated by the network and consume HSS capacity. 

· These also enables network operator to detect the binding.
Conclusion:


· The SA1 requirements are fulfilled as the network operator is able to detect in the core network entity and reject unauthorized combinations of IMSI/IMEI in the HSS.
· Fulfills the SA1 requirement on restrict the use of a USIM to specific MEs/MTC Devices and fulfils the requirement that operator shall be able to enforce the restriction.

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 
· The solution only needs to change authorized combinations of IMSI/IMEI in the HSS/HLR 

· The solution introduces some signalling changes between network entities and the MTC device for the AKA enhancement that are not yet standardised.Adrian: merged with last line
· New mechanism is needed in HSS for binding method.

· MTC UEs with not-authorized binding combination equally consume signalling and network resources. 

· This method prevents usage of IMEI in the tampered UE where the IMEI can be modified.

·  Deleted as merged above

--------------------------------------End of Change----------------------------------------------
