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7.1
Solution 1 - Triggering
7.1.1
General Description

Editor's Note: This section is intended to describe solutions which fulfil the security requirements for the key issue. 

The 3GPP network should keep a list of MTC servers authorized to send trigger to a given MTC Device/UE and the type of trigger the MTC server is authorized to send. The list should contain MTC Device/UE identity, MTC server identity and the related allowed triggerring. This way, for each trigger, the 3GPP network can verify if the MTC server is allowed to send trigger and whether the trigger is authorized.
Editor's note: 
Mapping of the above solution to the architectural entities in section 4 needs to be done.This includes mapping of device to the device classes.
7.1.2
For offline MTC Device/UE
Note:
The security of offline MTC Device/UE triggering is deferred to later release and not considered for Release 11.
Solution 1, If the MTC Device/UE is in detached state, the MTC Device/UE should be able to validate the network identity when it receives a trigger indication.

The MTC Device/UE should store a temporary identifier of the network it has last attached. The identifier is known to the network side. The network sends the identifier it knows as part of the trigger indication to the MTC Device/UE. When the MTC Device/UE receives a trigger indication, it should compare the network identity from the received indication and the identity it has stored. 

If the two network identities match, the MTC Device/UE accepts the trigger indication. Otherwise, the trigger indication is abandoned. When the MTC Device/UE has been successfully triggered, the temporary identifier should be discarded and replaced by a new temporary network identifier which is also known to the network. 

Editor's note: How to securely bind the temporary identity to the trigger message is FFS. 
Editor’s note: There is no valid temporary identifier in the initial state, i.e. when the MTC Device/UE first time attach to the network, this situation needs to be considered.
Solution 2, If the MTC Device/UE is in detached state, the network should protect the trigger indication message by using the last security context stored in the network and the MTC Device/UE.


The MTC Device/UE should store the last security context shared with the attached network. The trigger indication should be protected, at least for integrity (and may be for confidentiality too), by the last shared security context. Only a network that has a valid stored shared security context could generate a valid trigger indication message, and only the MTC Device/UE which has storeds a valid security context would be able to validate (i.e., verify integrity and/or decrypt) the trigger indication from the trigger indication message protected by the same security context. If validation of the trigger indication is successful, the network is considered valid by the MTC Device/UE, and the device would accept the indication. Otherwise, the network is considered invalid, and the trigger indication is abandoned. After the MTC Device/UE has been successfully triggered, a new security context is established and stored at both the MTC Device/UE and the network, to be used to protect (on the network side) and validate (on the device side) a new trigger indication the next time.

Editor's Note: There may be multiple solutions. It is FFS if a new security context is needed.
7.1.2.1
Impacts on existing nodes or functionality

For solution 1, a MTC Device/UE should store the last attached network identity. When it receives a triggering indication, it should compare the network identity from the present indication and the stored identity.

For solution 2, a MTC Device/UE and network entities should store the last security context used when the MTC Device/UE was attached in the network.
7.1.3
For online MTC Device/UE
For SA2 MTC Device/UE trigger solutions (TR 23.888 v1.3.0), the current security mechanism (after the security mechanism is activated) can ensure trigger indication securely transferred over the radio interface.
Editor's Note: For any new SA2 solution on device triggering, SA3 need to do security analysis.
Solution 1: Triggering via NAS signalling 
The main MTC Device/UE triggering mechanisms currently being considered in SA2 TR 23.888 [10] are triggering via NAS signalling (e.g. a new information element in an existing NAS message or a new NAS message) and triggering via SMS. The SMS trigger may possibly also be sent from the network to the MTC Device/UE using NAS as a transport. In this case, current NAS security mechanisms can be used to solve the security issue. After NAS SMC, NAS security is activated. All NAS signaling messages should be integrity-protected according to TS 33.401 [13], and therefore current LTE security mechanisms ensure that the trigger indication is not tampered with. In this case the SMS trigger will also benefit from the integrity protection of NAS signalling in LTE.
Source verification needs to be considered which in this context is understood to mean that the MTC Device/UE can verify that the source of the trigger is a valid MTC server. This could be achieved in the following way 

MTC Device/UE trusts the 3GPP network sending the NAS integrity protected trigger. In this case the MTC Device/UE could be configured with identities of trusted 3GPP networks. (Somewhat analogically as trusted non3GPP access networks can be configured in the UE in TS 33.402.) In this context trusted 3GPP network would mean networks which have a secured interface from the MTC server to the 3GPP network, and which are trusted to ensure that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Device/UEs “belonging” to that MTC server. 

When the MTC Device/UE then receives a NAS integrity protected trigger, it can, after verifying NAS integrity protection, check whether the 3GPP network is trusted in the sense as described above. If it is, the trigger can be accepted. If there is no NAS integrity protection of the trigger or if the 3GPP network is not trusted, the MTC Device/UE could discard the trigger or alternatively look deeper into the trigger if end-to-end protection was applied.

Editor's Note: It is FFS how the network elements can distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs

Editor's Note: The applicability of this solution in roaming cases is FFS. 

Editor's Note: It is FFS if both of the following cases or only one of them are possible, i.e. that the device trusts the home network always to have the external interface in place or whether the device cannot always trust the home network to have the external interface in place.  
Editor's Note: The above solution is intended for LTE, it is FFS how to protect trigger indication in GSM/UMTS. 
Editor's note: The benefits of the proposed solution should be weighed against the cost of increased battery consumption.

An alternative approach is that the MTC server could trigger the MTC Device/UE through a GBA-push process via NAS signalling. 
Solution 2: Solutions protecting SMS triggering 
Network based SMS payload filtering

Protection against SMS spoofing can be provided if the HPLMN implements home network routing for SMS (TR 23.840) and implements filters in the home network SMS infrastructure to ensure that MTC trigger SMSs can only be sent from an authorised whitelist of senders. This approach requires that the SMS infrastructure can filter based on payload contents for all SMS from untrusted sources.
MTC device based SMSC whitelisting
In the absence of SMS home routing, an MTC device could be configured to only accept MTC triggers from whitelisted HPLMN SMSCs.  Assuming SMS filtering at these whitelisted HPLMN SMSCs then this  could protect against the most basic form of SMS spoofing. Challenges with this solution are how to provision and maintain the SMSC whitelist on the MTC device and the SMS filtering at the whitelisted HPLMN SMSCs . 
Source authentication

Even home network routed SMS combined with SMS payload filtering is vulnerable to attacks where network internal nodes or network signalling links are compromised. If such attacks need to be mitigated, or if home network routing is not provided, then some form of cryptographic protection of MTC triggers is needed between the MTC server and the MTC device. Two possible approaches are listed below:

· (U)SIM application toolkit security: In this approach the trigger message is protected at the MTC server and sent directly to a (U)SIM application toolkit on the (U)SIM according to TS 23.048. If the message is authenticated by the (U)SIM (based on a pre-shared symmetric key), then the (U)SIM can forward the message to the UE for processing. With this method, MTC devices would need to be pre-provisioned to only act on triggering messages that have been verified by the (U)SIM application toolkit security mechanism.
Editor’s Note: It is for further study whether USIM application toolkit security can be used when the MTC server is outside the operator’s domain.
· GBA push (either GBA_ME or GBA_U based): In this approach GBA_Push, as specified in TS 33.223, is used to secure the trigger message between the MTC server and the MTC device. Compared to the (U)SIM application toolkit approach, a new pre-shared symmetric key is not needed – instead the MTC device can establish the GBA_Push keys by leveraging the existing AKA credentials that are used for network access security. With this method, MTC devices would need to be pre-provisioned to only act on triggering messages that have been verified using GBA push.
7.1.3.1 
Impacts on existing nodes or functionality



7.1.4
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 
*** End of changes ****
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