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Abstract of the contribution: This contribution provides summary of the e-mail discussion on SIMTC and lists that potential questions to be discussed in the joint session with SA2. 
Introduction:
SIMTC e-mail discussion held in two parts: 1. Security aspects of Online Device Triggering and 2. Questions to SA2 on Rel-11 SIMTC Features for the co-located meeting in February. Objective of the Part-1 e-mail discussion was to try to get progress on the requirements and also potential solutions for Online Device Triggering and Part-2 e-mail discussion objective was to identify potential questions for SA2 (which can be for the whole Rel-11 scope). 

Interested companies participated in the e-mail discussions are: Samsung, ALU, NSN, China Mobile, Telesonera, Huawei, Ericsson, ZTE, Interdigital, Qualcomm, Juniper, RIM, TNO, NEC, Morpho.
Summary of the e-mail discussions: 

Online Device Triggering:
Three contributions were distributed for the discussion:

1. Solution of external interface security (China Mobile)
2. Security aspects of UP based triggering (Samsung)
3. MTC Security GW details (Samsung)
No major comment or agreement reached on these contributions during the e-mail discussion. There is no significant progress made on this topic in the e-mail discussion.

Potential questions for SA2-SA3 joint session:
Potential questions captured in the e-mail discussion are listed below:
 

MTC Architecture:
 

1. TS 23.682 v0.1.0 mention the security related functionalities of the MTC-IWF as "may authenticate the MTC Server before communication establishment with the 3GPP network; may authorize control plane requests from an MTC Server and may support secure communications between the 3GPP network and the MTC server", SA3 would like to get clarified whether the "may" indicates ; functionality in MTC-IWF is optional (some other entity in the network will takecare of this functionality) or the security functionality itself is optional to support. From SA3 perspective, network should support these security functionalities.
 

2. Does SA2 foresee or has any requirement for direct communication/interface between the MTC IWF and the MTC device?. SA3 currently considers the need for secure protection between the MTC device and the MTC-IWF as FFS, SA2 views will be helpful to decide the way forward.   
 

Device Triggering:
 

3. SA3 would like to know the SA2's current status on Device Triggering feature? Also will all the three trigger delivery mechanisms (T4, T5 and UP) are considered or SA2 will choose one or two finally?   
 

4. Does SA2 have any solution to distinguish ordinary short messages from short messages for triggering MTC devices received over MTCsms interface?. As currently SA3 has requirement to distinguish and filter out the ordinary short messages.
 

5. Whether triggering via non-3GPP access is considered for Rel-11 or is it deferred to later release?
 

External Interface Security:

 

6. Whether MTC device will be aware of the External Identity? or only HSS maintains the IMSI to External identity and vice versa mapping (so that the MTC device is unaware of its external identity)?. 
 

7. What are the specific MTC device identifier in the external interface? SA3 would like to know the format of the External Identifier.
 
Privacy Concern:

 

8.  SA3 would like to ask whether SA2 is considering "location information" for Rel-11. If it is considered, then SA3 would like to know the details/format of "location information" for analysis on privacy related issues (for example using the "location information" whether it is possible to track the MTC device by an attacker).
Proposal:
Request SA3 to discuss the list of questions captured during the e-mail discussion in the joint session with SA2.
