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1
Introduction
3GPP currently specifies the use of STUN, TURN and ICE for NAT and FW traversal in IMS networks. The current solutions do not work in some scenarios with NIMSFW in networks not controlled by the IMS operator. But before introducing new nodes or functionality, we should study if the current mechanisms can be extended to support traversal of most or all types of restrictive firewalls.
The candidate solution below shows that this is possible with minimal changes and impact. 

2
Proposal
The following text is proposed for inclusion in the TR.
3
PCR

8.X
Reuse of Existing Solutions

Before introducing new nodes or functionality, we should study if the current mechanisms can be extended to support traversal of most or all types of restrictive firewalls. This candidate solution achieves firewall traversal by reusing existing solutions without introducing any new network elements. Existing nodes are required to support TLS on port 443 (the default port of HTTPS). This is already allowed by existing standards.
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Figure 8.2.1: Architectural overview
The solution relies on the use of two existing TLS connections; one for the control plane (SIP) and one for the media plane (RTP, RTCP, MSRP, etc.). The requirements on the UE, P-CSCF and TURN server is as follows.

1) UE to support the option to transport SIP over TLS, and for P-CSCF to support SIP over TLS on port 443 instead of the default SIP TLS port.

Note: This is in full accordance with RFC 3261, TS 24.229, and TS 33.203.

2) UE to support ICE with TURN over TLS, and for TURN server to support TURN over TLS on port 443 instead of the default TURN TLS port.

Note: This is in full accordance with RFC 5245 and RFC 5766.
3) UE to support normal web proxy procedures (HTTP CONNECT) to set up a TLS connection on port 443 to the P-CSCF and TURN servers.

While RFC 5766 only allows UDP allocations, RFC 6062 defines TCP allocations for TURN. The solution can therefore be used for both UDP and TCP based IMS media plane protocols.

The solution supports both encrypted and unencrypted connections.

· If confidentiality is desired, a cipher suite with encryption (e.g. TLS_RSA_WITH_AES_128_CBC_SHA) is negotiated. This achieves traversal for all NIMSFW types (1-9).

· If confidentiality is not needed, a cipher suite with NULL encryption (e.g. TLS_RSA_WITH_NULL_SHA) is negotiated. ). This achieves traversal of NIMSFW types 1-8.

As the solution just requires the P-CSCF and TURN server to support TLS on port 443, the solution has none or very little impact. Existing IMS authentication mechanisms can be reused.

If an owner of an NIMSFW wants to explicitly block IMS Services, this can be achieved by blocking the IP address (or range of IP addresses) of the P-CSCF.
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