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1. Introduction

In SA1 SSO  study of TR 22.895, it is described in section 11.2 that 

“REQ_SSO_008:
The SSO Service shall support interworking with 3rd party SSO Services in a user-transparent way.  User authentication using a 3rd party SSO identity shall result in the same user experience as using the 3GPP SSO identity. The user shall be able to configure which 3rd party SSO identities are used with the 3GPP SSO identity.”
This contribution proposes to study the security for this SSO service requirement when user has more than one Identity providers in SA3 TR 33.sso.

2. Discussion
In practice, users have SSO service from Identity providers which are not located in network operator, such as. Google, Facebook, etc. User will not like suspending their current SSO service if they also want to use the SSO service provided by network operator. Based on scenario given below we explain our proposal on study to be done in SA3.
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Figure 1 – Multiple Identity Providers
The scenario example is depicted in Figure 1, in which it is assumed that a user has two Identity providers. The first Identity provider is located at the network operator. The second Identity provider is an Attribute provider that has relevant user's information for a given service that she/he wants to access. The second Identity provider is out of network operator domain. Both Identity providers have different type of user information. One can be responsible for user authorization and retrieving the attributes and the other can be responsible for delivering the attributes to the user according to certain policies defined at the first Identity provider. 

When the user wants to consume any service, the Service provider contacts the user's operator Identity provider for getting user information that is relevant for this transaction. However, this relevant information might not be available at the operator's Identity provider, but in another provider. 

One can think of that a user has a credit card. The information about this credit card is stored at the Credit card company automatically, at the time the user applied for it. This information does not have to be disclosed to a central Identity provider that might not have any relationship with the credit card business. Therefore, it can be stored at the Credit card company (the Attribute provider). If the user wants to access a Service provider’s service and needs to use his credit card, the Service provider redirects him to his associated Identity provider. The Identity provider contacts the Credit card company for retrieving the information. We assume here that there is a circle of trust between the Identity provider and the Credit card company (Attribute provider). 

Therefore, a network operator which provides SSO service as an Identity provider should consider the practical problem they will be facing so as to provision better experience for users. Thus we propose to study SSO aspects based on scenario presented here. As given in introduction, SA1 has similar requirement.
