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1. Introduction

This document provides the solution for privacy issue in MTC system according to the threats and security requirements in S3-120140. It also proposes a solution for preventing location information tracking.
*****************  1st CHANGE  *************** 

7.6 
Solution 6 - Privacy Concern

7.6.1
General Description
MTC Devices may be detached from the network when not communicating to prevent unnecessary collection of location information by the network. The detach procedure is most likely initiated by the MTC Device, but could also be initiated by the network based on a particular MTC application profile.
When the MTC device needs to connect with the network, it should be able to switch-off the functionality of provisioning location information, such that it still can communicate with the network.

A field should be added in a given message to indicate whether the message contains privacy sensitive information, such that the network can verify.
The network may need to be able to configure location tracking of a MTC device. The MTC Device may need to provide an ability that allows its user to set the transmission privacy configuration. The MTC Device may need to provide an ability to transmit location tracking information in emergency case. 
7.6.2
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 
Editors Note:  Additional security for privacy configuration and security for overriding of user-set privacy configuration, for emergency transmission is FFS.

******************  END  ********************
