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1
Introduction
The description of the network based pairing solution “IMSI-IMEI binding in HSS” in current TS 33.868v060 is fairly compact and an editor’s note in clause 7.7.2.2.1 calls for more details.

“Editors Note: Implementation details of this solution are FFS.”

This paper proposes some enhanced description to the network based solution on IMSI-IMEI binding in HSS.

2
Proposal
It is proposed to incorporate the pCR below into TR 33.868.

3
PCR

*************************** pCR to 33.868 ***********************

7.5.1.2 
Network based pairings

7.5.1.2.1 
IMSI-IMEI binding in HSS
7.5.1.2.1.1 
General
In order to secure that only authorized combinations of USIMs and MEs are used, the HSS holds a list of authorized combinations of IMEI(SV)s per IMSI. 
If an authorized IMSI/IMEI combination is detected by the HSS, the HSS shall accept the registration from the UE. If an unauthorized IMSI/IMEI combination is detected by the HSS, the operator should be notified and should then be able to take any further appropriate action, e.g. automatically denying access to the network by rejecting the Location Update procedure.

7.5.1.2.1.2 
Procedure
Figure 7.5.1.2.1.2-1 shows how the HSS can check if the IMSI/IMEI pair is authorised. 

In GERAN/UTRAN, the ADD (Automatic Device Detection) feature is optional to support in SGSN/MSC. If this feature is supported and enabled in the SGSN/MSC, the SGSN/MSC shall request the IMEI(SV) from the UE and provide the IMSI-IMEI(SV) pair to the HSS when the SGSN/MSC has detected that the IMEI(SV) has changed in the SGSN/MSC or the IMEI(SV) is new for the IMSI.

In LTE, the ADD feature is mandatory to support in the MME. When this feature is enabled in the MME, the MME shall request the IMEI(SV) from the UE and provide the IMSI-IMEI(SV) pair to the HSS when the MME has detected that the IMEI(SV) has changed in the MME or the IMEI(SV) is new for the IMSI.
This solution requires the ADD feature to be supported and enabled in SGSN/MME/MSC. Additionally the HSS/HLR needs to verify if an IMSI/IMEI pair is allowed.
Using ADD for requesting IMEI(SV) from the UE is commonly used in networks today to detect when a user has purchased a new UE so that e.g. appropriate MMS and internet access settings can be sent to user’s new UE.
Using this legacy feature also enables the HSS/HLR in the home network to check if the IMSI-IMEI(SV) pair received from the SGSN/MME/MSC is authorized. 

If there is a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change), only the HSS/HLR needs to be updated, There is no need to update other entities.
It should be noted that the list of authorized IMEI(SV)/IMSI pairs can be stored and the checking can also be performed in another node than HSS/HLR, e.g. a server connected to the HSS/HLR, It is however believed that HSS/HLR is the natural place to do the checking. 
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Figure 7.5.1.2.1.2-1: Solution for IMSI/IMEI in HSS
The following is a description of the steps in figure 7.5.1.2.1.2-1. 
Step 1: The authorized IMEI(SV) lists per IMSI are pre-configured in the HSS/HLR 

Step 2: ADD function is supported and enabled in MME/SGSN/MSC.
Step 3: This is the normal Attach procedure as described in TS 24.008 and TS 24.301.

Step 4: This is the normal UMTS/EPS AKA procedure as described in TS 24.008 and TS 24.301. 
In PS GERAN/PS UTRAN only: the IMEI request from the network can take place in this procedure. 

In PS UTRAN, the security may not be enabled when AKA procedure is initiated, and the network can also request the IMEI from the UE after integrity protection and encryption has been enabled e.g. in step 6. 

In PS GERAN, integrity protection is not supported, and encryption may not be enabled when AKA procedure is initiated.  The network can request the IMEI from the UE after encryption is enabled e.g. in step 6.

Step 5: In LTE only: This is the normal NAS Security Mode Command procedure as described in TS 24.301. The IMEI request/response can take place in this procedure in an integrity protected way. 

Step 6: In GERAN/UTRAN/LTE: This is the normal Identification procedure where the IMEI request/response can take place as described in TS 24.008 and TS 24.301.
In LTE: according to TS 33.401 the UE shall provide its IMEI(SV) to the network if the network asks for it in an integrity protected request. According TS 33.401 the IMEI(SV) should be encrypted.

In UTRAN: The network can request the IMEI(SV) from the UE in this procedure once the integrity protection and encryption is enabled. 

In GERAN integrity protection is not supported. The GERAN network can request the IMEI(SV) from the UE in this procedure once the encryption is enabled.

Step 7. This is the normal Update Location procedure as described in TS 23.012. The SGSN/MME/MSC includes the IMEI(SV) and IMSI in the Update Location message to the HSS/HLR. 

Step 8: The HSS/HLR checks whether the IMSI/IMEI(SV) pair is authorized according to the preconfigured lists. If the pair is not authorized in the HSS/HLR, the network operator is notified and may then take any appropriate action, e.g. the HSS/HLR may reject the Location Update procedure.

********** Next change *******************

7.7.2.2.1 
IMSI-IMEI binding in HSS
· The network operator is able to directly detect if unauthorized combination of IMSI/IMEI is taken into use, and may then take any appropriate action in the network as e.g. trigger an alarm in the HSS.

· Signalling procedures for the network request of IMEI or IMEISV from the MTC UE are already in place in 3GPP standard.

· According to legacy security requirements in UMTS (since Rel-99) and E-UTRAN (since Rel-8), the UE shall provide its equipment identifier IMEI or IMEISV to the network, only if the network asks for it in an integrity-protected request.

· According to legacy security requirements in UMTS (since Rel-99) and E-UTRAN (since Rel-8), the UE shall integrity protect the IMEI or IMEISV on the air interface to the network.

· The security of the IMEI/IMEISV in the MTC ME depends on how secure the MTC ME is. Already today there exist security requirements that it should not be possible to modify the IMEI (see [12] and [13]). 

· If there is a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change), only the network nodes need to be updated, There is no need to update the USIMs or MEs. 

· Therefore there is neither need for additional signalling nor need for developing solutions for updating the authorized combinations of IMSI/IMEI in UE-based pairings. 


Conclusion:


· The network operator is able to detect and reject unauthorized combinations of IMSI/IMEI in the HSS and take appropriate action thereby fulfilling the SA1 requirements.

· Signalling procedures for the network request of IMEI or IMEISV from the MTC UE are already in place in 3GPP standard.

· If there is a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change), only the network nodes need to be updated, There is no need to update the USIMs or MEs. 

· This does not prevent the usage of IMEI in the tampered UE where the IMEI can be modified.

********** End of changes *******************




2. Legacy ADD function is supported /enabled





8. Check if IMSI – IMEI(SV) pair from MME/SGSN/MSC is authorized.





1. Authorized combinations of IMEI(SV) lists per IMSI are preconfigured.
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3. Attach Request (IMSI)





4. AKA procedure (Option in PS GERAN/PS UTRAN only: IMEI request)





5. LTE only: NAS Security Mode Command procedure  (Option in LTE only: IMEI request)





6. Identification procedure (Option in GERAN/UTRAN/LTE: IMEI request)
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