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1
Introduction
A MIKEY-IBAKE solution has been proposed in TR 33.829 [3] for IMS media plane security for users with high security requirements. The solution is based on an extended version of the MIKEY RFC 3830 [4]. This contribution highlights a security vulnerability introduced by the suggested pseudo-random number generator (PRG) solution for performing LI with MIKEY-IBAKE (see section 5.2 of SA3-LI’s “Living Document” on MIKEY-IBAKE [2]).
2
Overview of MIKEY-IBAKE

A detailed description of MIKEY-IBAKE is provided in RFC 6267 [1]. Below is a brief overview highlighting the information of relevance for this contribution.

MIKEY-IBAKE uses a pairing-based infrastructure. A KMS is used to provide each user a private key to decrypt messages encrypted with their public key. Public keys are known by all implicitly.

The standard MIKEY-IBAKE signaling is used to establish mutual authentication and session keys between two parties as follows:

When the Initiator wants to establish a secure media session with the Responder the Initiator generates a secret ephemeral x and sends a ‘I_MESSAGE_1’ message consisting of:

HDR, T1, RAND, IDRi, IDRr, EncPub_R ( IDRi || xP || IDRr ) 

The Responder generates a secret ephemeral y and recovers xP by decrypting the previous packet. At this point it can generate the session secret xyP. It provides a message ‘R_MESSAGE_1’ to the Initiator:

HDR, T1, RAND, IDRi, IDRr, EncPub_I ( IDRi || xP || IDRr || yP ) 

The Initiator decrypts this packet, obtains yP and is also able to generate the traffic keys from the session secret xyP. To authenticate itself to the Responder it provides:

HDR, T2, RAND, IDRi, IDRr, EncPub_R ( IDRi || IDRr || yP ) 

The responder then confirms receipt with message ‘R_MESSAGE_2’. Note that for I_MESSAGE_1 and R_MESSAGE_1, the timestamp, T1, is the same (see [1] Section 4.2.2.3).
3
PRG LI solution for MIKEY-IBAKE 
A suggested Lawful Interception (LI) solution for MIKEY-IBAKE is provided in section 5.2 of [2]. The following is a brief overview of this suggested LI solution. 

To provide a clear copy of intercepted communication, the session keys used for actual traffic protection have to be available. 

The MIKEY-IBAKE session key is generated from ‘xyP’, a value derived from the Initiator’s secret ephemeral ‘x’ and the Responder’s secret ephemeral ‘y’. To recover the session key, knowledge is required of one of:

1. The secret ephemeral x and the Diffie-Hellman component yP

2. The secret ephemeral y and the Diffie-Hellman component xP

3. The secret ephemerals x and y.
The PRG LI solution for MIKEY-IBAKE uses a pseudo-random number generator to generate the secret ephemeral from a timestamp T (provided in each message above) along with a per-subscriber secret seed S:

x = PRG ( SI , T )

y = PRG ( SR , T )

Each user’s secret seeds, S, are known to the Provider Database. Each user’s private keys are also known to the KMS. Hence when LI has been activated for a target subscriber, the LI system can request the session key from the KMS by providing it with the target identity, the identity of the other party in the communication, and the timestamp T.

3
Security vulnerability resulting from the proposal 
The solution allows any malicious user, or Exploiter, to break the mutual authentication provided by MIKEY-IBAKE. Any Exploiter may easily imitate another user. A description of the attack follows.

The Exploiter initiates a standard connection to a target user B using a Timestamp TE. As a result of this connection the Exploiter receives R_MESSAGE_1:

HDR, TE, RAND, IDRe, IDRb, EncPub_E ( IDRe || xP || IDRb || yP ) 

From this message the Exploiter extracts the Diffie-Hellman component ‘yP’. Note that y will be derived as:

y = PRG ( SR , TE )

The Exploiter may now initiate a connection with B as any other user, e.g. user A. The Exploiter sends the I_MESSAGE_1 using a secret ephemeral ‘e’, repeating the timestamp T_E and using the identity of user A.

HDR, TE, RAND, IDRa, IDRb, EncPub_B ( IDRa || eP || IDRb) 

The response from user B will be:

HDR, TE, RAND, IDRa, IDRb, EncPub_A ( IDRa || eP || IDRb || yP )
Note that the Exploiter will not be able to read the encrypted contents of the message. However as y will be generated using the timestamp TE, the Exploiter knows the encrypted packet contains yP. As a result, the Exploiter may return I_MESSAGE_2:

HDR, T, RAND, IDRa, IDRb, EncPub_B ( IDRa || IDRb || yP )

The Exploiter is now authenticated to user B as user A.

4
Man-in-the-middle attack against MIKEY-IBAKE

As the proposal breaks mutual authentication, it is straightforward to extend this attack to a man-in-the-middle attack against MIKEY-IBAKE. By performing the above steps with a pair of users, an Exploiter may initiate communications between users A and B with a session key known only to the Exploiter.
5
Possible countermeasure
One may argue that this attack will be prevented by an appropriate check of the timestamp. However, as it is may not be possible to perform time-synchronization of UEs, UEs must accept timestamps which appear to be in the past. This requires a time windowing and replay cache solution to be implemented which adds to the complexity of the solution. Furthermore, since the time window and replay cache have to be finite sizes, a solution is needed when the time window is exceeded due to loss of time synchronization or when the replay cache is full. This could involve rejecting call attempts or displaying warning messages, both of which have obvious difficulties. A further disadvantage is that users with high security requirements may not be prepared to rely on the time reported by the phone.
6
Conclusion
The MIKEY-IBAKE PRG LI solution is not suitable for use due to complexities with respect to verifying timestamps needed to mitigate against man-in-the-middle attacks. 
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