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Abstract of the contribution:

This contribution aims to further detail the evaluation of pairing solutions to restrict the USIM to specific MTC MEs. 
1. Proposal
This contribution proposes a pCR completing the evaluation of solutions proposed to restrict the USIM to specific MTC MEs. The evaluation takes into account the more detailed descriptions of UE-based pairings provided in contribution S3-120119. 

2. Pseudo-CR

START of CHANGE

7.5.2
Evaluation

Editor’s Note: The complexity of the solutions for evaluation is FFS.
Editor’s Note: The cost for an operator deploying the binding mechanism has to be taken in to account.

Editor’s Note: Denial of Service and resource exhaust attacks needs to be taken in to account.
7.5.2.1 
User Equipment-based pairings
· Secure Channel pairing

· The Secure Channel pairing prevents the connection of not-authorized User Equipment to the network. When the UICC detects its presence in a not-authorized User Equipment (not-authorized MTC ME or a non-MTC ME), the User Equipment stops working.

· The exchanges to perform the secure channel pairing are only between the UICC and the the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not-authorized User Equipment, the network resources are not consumed  since the User Equipments does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the User Equipment and the network), no authentication vector consumption. 

· To establish the secure channel, a mutual authentication is performed between the USIM and the MTC ME. 

· After the secure channel establishment, all the data exchanged between the USIM and the MTC ME are protected.

· A secure environment is present in the terminal part of the MTC Device/UE for the secure channel establishment. 

· Secure channel pairing is the mechanism already selected and specified for Rel-10 Relay Node security to guaranty one-to-one binding between a USIM and a RN. 
· 
· The information stored in the file EFpairing provides a mechanism to detect change of association between between a USIM and a MTC ME. 

· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 


· USAT application pairing
· The USAT application pairing prevents the connection of not-authorized User Equipment to the network. When the UICC detects its presence in a not-authorized User Equipment (not-authorized MTC ME or a non-MTC ME), the User Equipment stops working.

· The data exchange to perform the USAT application pairing is performed only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not authorized User Equipment, the network resources are not consumed  since the User Equipments does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the User Equipment and the network), no authentication vector consumption. 

· The security of the pairing depends on how secure the MTC ME is. The security requirements that it should not be possible to modify the IMEI already exist today (see [12] and [13]).
· IMEI value is sent in clear on the interface between the ME and the UICC
· 
· The information stored in the file EFpairing provides a mechanism to detect change of association between between a USIM and a MTC ME. 

· PIN verification pairing

· The PIN verification pairing prevents the connection of not-authorized User Equipment to the network. When the UICC detects its presence in a not-authorized User Equipment (not-authorized MTC ME or a non-MTC ME), the User Equipment stops working.

· The exchanges to perform the PIN verification pairing are only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not authorized User Equipment, the network resources are not consumed  since the User Equipments does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the User Equipment and the network), no authentication vector consumption. 

· PIN verification pairing could rely on existing PIN verification command already available on User Equipment. But the PIN value should be stored in the MTC ME.

· The storage of PIN value in the MTC ME for pairing purpose is a new feature since the existing PIN verification is a user authentication without storage of PIN value in the ME. 

· The storage of PIN value in the MTC ME for pairing purpose requires a method to provision or personalize the PIN value in the MTC ME, which does not exist. 

· The security of the pairing depends on how secure the MTC ME is. The security requirements that it should not be possible to modify the IMEI already exist today (see [12] and [13]).
· PIN value is sent in clear on the interface between the MTC ME and the UICC.
· 
· The information stored in the file EFpairing  provides a mechanism to detect change of association between between a USIM and a MTC ME
Conclusion

· Pairing methods using Secure Channel or USAT mechanisms are based on existing 3GPP and ETSI standards. 

· All UE-based pairing methods prevent MTC UE with not-authorized binding association from connection to the network and, as consequence, from consumption of signalling and network resources. 
· Among the User Equipment-based pairings, the Secure Channel pairing offers the highest level of security and reliability to restrict the use of a USIM to specific MEs/MTC Devices
7.7.2.2 
Network based pairings
7.7.2.2.1 
IMSI-IMEI binding in HSS
· The network operator is able to directly detect if unauthorized combination of IMSI/IMEI is taken into use, and may then take any appropriate action in the network as e.g. trigger an alarm in the HSS.
· Signalling procedures for the network request of IMEI or IMEISV from the MTC UE are already in place in 3GPP standard.

· According to legacy security requirements in UMTS (since Rel-99) and E-UTRAN (since Rel-8), the UE shall provide its equipment identifier IMEI or IMEISV to the network, only if the network asks for it in an integrity-protected request.

· According to legacy security requirements in UMTS (since Rel-99) and E-UTRAN (since Rel-8), the UE shall integrity protect the IMEI or IMEISV on the air interface to the network.

· The security of the IMEI/IMEISV in the MTC ME depends on how secure the MTC ME is. Already today there exist security requirements that it should not be possible to modify the IMEI (see [12] and [13]). 

· This binding mechanism shall be implemented in the network even if binding is required for a specific niche application and/or for limited number of MTC UEs. 
· All MTC UEs, including the ones with not-authorized binding, shall be authenticated by the network and consume HSS capacity. 
· MTC UEs with not-authorized binding consume network signalling. 
· If there is a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change), only the network nodes need to be updated, There is no need to update the USIMs or MEs. 

· Therefore there is neither need for additional signalling nor need for developing solutions for updating the authorized combinations of IMSI/IMEI in UE-based pairings. 

Editors Note: Implementation details of this solution are FFS.

Conclusion:

· The network operator is able to detect and reject unauthorized combinations of IMSI/IMEI in the HSS and take appropriate action thereby fulfilling the SA1 requirements.
· Signalling procedures for the network request of IMEI or IMEISV from the MTC UE are already in place in 3GPP standard.

· New mechanism in the core network shall be introduced and made available equally to all MTC UEs in order to comply with this binding method. 

· MTC UEs with not-authorized binding combination equally consume signalling and network resourses. 
· If there is a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change), only the network nodes need to be updated, there is no need to update the USIMs or MEs. 
· This does not prevent the usage of IMEI in the tampered UE where the IMEI can be modified.
7.7.2.2.2 
Enhanced AKA authentication 
· The network operator is able to directly detect if unauthorized combination of IMSI/IMEI is taken into use, and may then take any appropriate action in the network as e.g. trigger an alarm in the HSS.
· This method requires implementation of additional, not yet standardized security mechanisms on ME and HSS side. 
· The security of the IMEI/IMEISV in the MTC ME is ensured by additional mechanisms executed after AKA authentication. 
· This binding mechanism shall be implemented in the network even if binding is required for a specific niche application and/or for limited number of MTC UEs. 
· All MTC UEs, including the ones with not-authorized binding, shall be authenticated by the network and consume HSS capacity. 
· MTC UEs with not-authorized binding consume network signalling. 

Conclusion:

· The network operator is able to detect and reject unauthorized combinations of IMSI/IMEI in the HSS and take appropriate action thereby fulfilling the SA1 requirements.
· New mechanism in the core network shall be introduced and made available equally to all MTC UEs in order to comply with this binding method. 

· MTC UEs with not-authorized binding combination equally consume signalling and network resoursses. 

· This method prevens usage of IMEI in the tampered UE where the IMEI can be modified.
· If there is a need to change authorized combinations of IMSI/IMEI (e.g. due to billing plan change), both the network nodes and MEs need to be updated. 

· AKA enhancement is not standard feature yet and requires further standardization work both in the network and MTC ME. 
END of CHANGE

