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This contribution gives an analysis of network sharing for PWS.

1 Introduction
In the current PWS living document, there is one open issue which needs to be carefully considered, i.e. network sharing. This contribution aims to give an analysis of network sharing. 
2 Analysis
There are two types of network sharing, i.e. GWCN (Gateway Core Network configuration) and MOCN (Multi-Operator Core Network configuration).  GWCN means that both radio access network and core network are shared. MOCN means that only radio access network is shared.  With regard to its impact to PWS security, it needs to be considered both these two types and three systems, i.e. GSM, UMTS and EPS. 
In TS23.251v11.0.0 clause 4.5 Support of Cell Broadcast Services and Warning System, it said that “In shared networks Cell Broadcast and Warning System services are provided via a single common CBC, which connects to GERAN/UTRAN as described in TS 23.041 [20] and connects to E-UTRAN as described in TS 23.401 [9]. The deployment and configuration of the common CBC is per agreement between the sharing operators. The sharing operators need to coordinate the broadcast services between each other, e.g. how to provide Warning System services.”  So in this contribution, the pre-condition of analysis is that there is only one CBC in a network that is shared. 
NOTE: This contribution discusses the impact of network sharing to PWS. To simplify the discussion, the non- supporting network sharing UE case for pre-rel-6 will not be discussed in this doc. The term “a supporting UE” in this contribution means a UE which supports network sharing. 
2.1 GWCN
GWCN applies for EPS and UMTS, not for GSM according to TS23.251 v11.0.0 Network Sharing.  In EPS and UMTS sharing network, a supporting UE decodes the shared network information and supplies the available core network operator PLMN-ids as candidates to the PLMN selection procedure. The UE performs network selection among available PLMNs. The UE sends an ATTACH REQUEST message to the network entity indicating the chosen core network operator. Then the shared MME/SGSN determines whether the UE is allowed to attach or not and sends the appropriate ACCEPT/REJECT message back to the UE. If successful, a supporting UE has attached to the selected shared network. 
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Figure 1 An example of Network selection in GWCN configuration for a supporting UE in a shared EPS network for PWS public key distribution
Figure 1 shows that network selection procedure in GWCN configuration for network sharing has no impact to public key distribution in NAS SMC for PWS. Moreover, network sharing is an agreement between operators and shall be transparent to the user. This implies that a supporting UE needs to be able to discriminate between core network operators available in a shared radio access network and that these operators can be handled in the same way as operators in non-shared networks.  This also means that there is no impact for PWS public key distribution, provided there is no operator-specific material for PWS keys that differentiate the sharing operators.
With regard to PWS signature distribution procedure for GWCN configuration, since the pre-condition defined for network sharing in CBS is using only one single common CBC, CBE always contacts this CBC to broadcast warning messages including signature etc security information. This single common CBC will use “impacted area” information received from CBE to know which core network entity (EPS) or radio network entity (UMTS) to contact.  The following preocedure is the same as the normal one in non-shared network. So there is no impact for PWS signature distribution in GWCN configuration, provided there is no operator specific material in the signature. 
For GWCN configuration, GSM and UMTS have the same situation like EPS does. So there is also no impact of network sharing for GSM and UMTS PWS services
2.2 MOCN

MOCN applies for all the system, i.e. GSM, UMTS and EPS. In sharing network, a supporting UE decodes the shared network information and supplies the available core network operator PLMN-ids as candidates to the PLMN selection procedure. The UE performs network selection among available PLMNs. The UE sends an ATTACH REQUEST message to the network. It also indicates to the radio access node the chosen core network operator. The eNB/RNC/BSC uses the routing information to determine which core network operator the message should be routed to and the ATTACH REQUEST message is sent to the core network operator chosen by the UE. The core network determines whether the UE is allowed to attach to the network. The shared core network node sends the appropriate ACCEPT/REJECT message back to the UE. If successful, a supporting UE has attached to the selected shared network. 
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Figure 2 An example of Network selection in MOCN configuration for a supporting UE in a shared EPS network for PWS public key distribution

Figure 2 shows that network selection procedure in MOCN configuarion for network sharing has no impact to public key distribution in NAS SMC for PWS. Similar like the analysis for GWCN case, there is also no impact for PWS public key distribution in MOCN case as long as keying material is not specific to any of the sharing operators. 
With regard to PWS signature distribution procedure for MOCN configuration, since the pre-condition defined for network sharing in CBS is using only one single common CBC, CBE always contacts this CBC to broadcast warning messages including its signature which is out of operator control. This single common CBC will use “impacted area” information received from CBE to know which core network entity (EPS) or radio network entity (GSM and UMTS) to contact.  The following preocedure is the same as the normal one in non-shared network. So there is no impact for PWS signature distribution in MOCN configuration, provided there is no operator specific material in the signature.
For MOCN configuration, GSM and UMTS have the same situation like EPS does. So there is also no impact of network sharing for GSM and UMTS PWS services.
3 Conclusion
From the above analysis, we can see that in both GWCN and MOCN configuration for network sharing types, as long as there is no keying material specific to any of the sharing operators in the public or private keys, there is no impact to PWS public key distribution and signature distribution in GSM, UMTS and EPS when using the current solution. That is, to use NAS messages to distribute public key and use CBC to distribute the signature (created outside CBC), to be described in the living document.
4 Proposal
We kindly propose SA3 to discuss this contribution and agree the following proposals in the living document or a new TS spec. 
1. To agree the guideline defined in In TS23.251v11.0.0, i.e. in shared networks PWS services are provided via a single common CBC.
2. To agree the conclusion and capture the conclusion that in both GWCN and MOCN configuration for network sharing types, there is no impact to PWS security in GSM, UMTS and EPS when using the current solutions, i.e. NAS messages to distribute public key and CBC to distribute the signature as long as public key and signature are not operator specific
3. To agree the following PCR. 

****************************************Begin of First Change************************************************
. 2. Security Requirements of PWS

Editor’s Note: This section aims to add the updated security requirements of PWS, including roaming case.

Security requirements for PWS identified by SA1 in section 4.8 of TS22.268 [1] are as follows:

-PWS shall only broadcast Warning Notifications that come from an authenticated and authorized source.

-The integrity of the Warning Notification shall be ensured.

-The PWS protect against false Warning Notification messages.
Note:
These requirements are subject to regulatory policies.
-The authentication of the Warning Notification Providers is outside the scope of 3GPP Specifications.

Additional requirements identified by SA3 are as follows:
-For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above.
- The authentication solution should be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.
- A serving network should periodically send test warning messages on the broadcast channel.
- If the UE has not been configured for PWS message security, PWS warning messages shall always be displayed to the receiving end user.

- Whether the PWS message has been properly authenticated or not should be invisible to the receiving end user except in the case when an authentication failure in a primary notification implies that an already displayed paging notification shall be rejected.

- It shall be possible to configure whether or not primary notifications are displayed.
Additional SA3 working assumptions are as follows:
- The working assumption is that the signing entity is on a national level.

Editor's Note: It needs FFS about security requirements of radio interface, roaming, national users that camp in de-registered and clear messages (only PWS warning notification or other messages) of PWS.
3. System and Security Architecture of PWS

Editor’s Note: This section aims to give an overall description of security aspects of PWS.


[image: image3]
Figure 3-1: PWS system architecture overview
Figure 3-1 gives an overview of the complete security architecture.
· Air interface between UE and access network needs security protection as PWS Warning notification messages are broadcast to UE via SYSTEM INFORMATION. 
· CBC is part of the core network and connects to the network node. For GERAN, CBC connects with the access network entity BSC; For UTRAN, CBC connects with the access network entity RNC; For E-UTRAN, CBC connects with the core network entity MME. The protocols between the CBC and these network nodes are defined in 3GPP TS 48.049, TS 25.419 and TS 23.401.
· CBE is outside of the scope of the 3GPP network. It is assumed that the CBE is responsible for all aspects of formatting CBS, including the splitting of a CBS message into a number of pages.

Editor's Note: It needs to add security architecture of PWS.

Editor's Note: The security solution should minimize the impact to the current mechanism
Editor’s Note: Further study on de-registered UEs is needed.
****************************************End of First Change************************************************

****************************************Begin of Second Change************************************************

4.1.2.3 Verification of PWS Warning Notification message 
The UE shall support the verification of the signature. And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.

Editor’s Note: It is for FFS when UE is in roaming case and when false network sends malicious notifications.

Editor’s Note: The feasibility of mandating signature verification in the UE needs to be FFS
Editor’s Note: The impacts of sending more than one signature to the UE and if this solves the overload problem is FFS.
****************************************End of Second Change************************************************

****************************************Begin of third Change************************************************

5.6 Network Sharing Impact to PWS security
In both GWCN and MOCN configuration for network sharing types, there is no impact to PWS security in GSM, UMTS and EPS when using the current solutions, i.e. NAS messages to distribute public key and CBC to distribute the signature as long as there is no material in the signature specific to any of the operators.
5.6.1 GWCN configuration
GWCN applies for EPS and UMTS, not for GSM according to TS23.251 v11.0.0 Network Sharing.  In EPS and UMTS sharing network, a supporting UE decodes the shared network information and supplies the available core network operator PLMN-ids as candidates to the PLMN selection procedure. The UE performs network selection among available PLMNs. The UE sends an ATTACH REQUEST message to the network entity indicating the chosen core network operator. Then the shared MME/SGSN determines whether the UE is allowed to attach or not and sends the appropriate ACCEPT/REJECT message back to the UE. If successful, a supporting UE has attached to the selected shared network. 
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Figure X An example of Network selection in GWCN configuration for a supporting UE in a shared EPS network for PWS public key distribution

Figure X shows that network selection procedure in GWCN configuration for network sharing has no impact to public key distribution in NAS SMC for PWS. Moreover, network sharing is an agreement between operators and shall be transparent to the user. This implies that a supporting UE needs to be able to discriminate between core network operators available in a shared radio access network and that these operators can be handled in the same way as operators in non-shared networks.  This also means that there is no impact for PWS public key distribution, provided there is no operator-specific material for PWS keys that differentiate the sharing operators.
With regard to PWS signature distribution procedure for GWCN configuration, since the pre-condition defined for network sharing in CBS is using only one single common CBC, CBE always contacts this CBC to broadcast warning messages including signature etc security information. This single common CBC will use “impacted area” information received from CBE to know which core network entity (EPS) or radio network entity (UMTS) to contact.  The following preocedure is the same as the normal one in non-shared network. So there is no impact for PWS signature distribution in GWCN configuration, provided there is no operator specific material in the signature.
For GWCN configuration, GSM and UMTS have the same situation like EPS does. So there is also no impact of network sharing for GSM and UMTS PWS services.
5.6.2 MOCN configuration
MOCN applies for all the system, i.e. GSM, UMTS and EPS. In sharing network, a supporting UE decodes the shared network information and supplies the available core network operator PLMN-ids as candidates to the PLMN selection procedure. The UE performs network selection among available PLMNs. The UE sends an ATTACH REQUEST message to the network. It also indicates to the radio access node the chosen core network operator. The eNB/RNC/BSC uses the routing information to determine which core network operator the message should be routed to and the ATTACH REQUEST message is sent to the core network operator chosen by the UE. The core network determines whether the UE is allowed to attach to the network. The shared core network node sends the appropriate ACCEPT/REJECT message back to the UE. If successful, a supporting UE has attached to the selected shared network. 
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Figure Y An example of Network selection in MOCN configuration for a supporting UE in a shared EPS network for PWS public key distribution

Figure Y shows that network selection procedure in MOCN configuarion for network sharing has no impact to public key distribution in NAS SMC for PWS. Similar like the analysis for GWCN case, there is also no impact for PWS public key distribution in MOCN case as long as keying material is not specific to any of the sharing operators.

With regard to PWS signature distribution procedure for MOCN configuration, since the pre-condition defined for network sharing in CBS is using only one single common CBC, CBE always contacts this CBC to broadcast warning messages including its signature which is out of operator control. This single common CBC will use “impacted area” information received from CBE to know which core network entity (EPS) or radio network entity (GSM and UMTS) to contact.  The following preocedure is the same as the normal one in non-shared network. So there is no impact for PWS signature distribution in MOCN configuration, provided there is no operator specific material in the signature.
For MOCN configuration, GSM and UMTS have the same situation like EPS does. So there is also no impact of network sharing for GSM and UMTS PWS services.
****************************************End of third Change************************************************
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