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This document analyzed and proposed solutions for fake SMS attack from normal UE.
1. Introduction 

There are two security requirements related to MTC device triggering in TR33.868 in section 5.1.3:

‘It has to be ensured that an MTC Device/UE responds only to genuine trigger messages. ’
‘The system should ensure that only authentic triggers will be conveyed to the UEs used for MTC Device/UE.’
As referred in S3-111071 from last SA3 meeting, the attacker can use a normal UE to send fake triggering SMS to the MTC device if the attacker obtains the MSISDN/identifier of the MTC device. In this case, the attacker can initiate fake SMS attack more easily because the attacker can use a normal UE to realize this attack. If the attacker sends plenty of fake trigger indications to a high number of MTC devices, congestion in the signalling network will occur as a result of a huge number of MTC Devices trying to access to the network almost simultaneously. It will also cause unnecessary waste of teminal power consumption and this is a serious problem for a MTC device. 
In order to avoid the above attack and fulfil the two security requirments, the following section analyzes the scenario and proposes candidate solutions.
2. Analysis and solutions 

The fake triggering SMS can be blocked on the network side. As instructed in the following figure, the SMS-SC can receive short message from MTC Server via Tsms interface (as shown by the green line) or T4 interface (as shown by the blue line) or from SMS-IWMSC (as shown by the red line). 
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                                                      Figure 1 Triggering short message delivery

When SMS-SC receives short message from MTC Server via Tsms, the SMS-SC can check whether the MTC Server is authorized to trigger the MTC device. If it is, the SMS-SC continues to send the short message. When SMS-SC receives short message which is forwarded by MTC-IWF via T4 interface, the SMS-SC considered T4 interface is trusted and continues to send the short message. Because the MTC-IWF can authenticate with MTC server and ensure that only the authorized MTC Server  triggers the MTC device according functionality of MTC-IWF defined in TR23.888 and external interface security solution defined in TR33.868. When the SMS-SC receives short message from SMS-IWMSC, it forwards the short message to SMS-GMSC following normal SMS procedure but with a check indication. Then SMS-GMSC forwards the target UE’s identifier in the short message to HLR/HSS and obtains serving MSC/SGSN routing information for the target UE from HLR/HSS. After HLR/HSS receives the target UE’s identifier, it inquries the corresponding subscription data and checks whether the target UE is MTC device based on the target UE’s indentifier and inqury result. If the target UE is MTC device, HLR/HSS sends inqury result or reject indication to the SMS-GMSC/IP-SM-GW and SMS procedure teminates. If the target UE is not MTC device, HLR/HSS sends inqury result or confirm indication to the SMS-GMSC/IP-SM-GW and SMS procedure continues.
The fake triggering SMS can also be blocked on the UE side. MTC device is preconfigured an authorized identifier list. The entity corresponding to the identity in the list is authorized to trigger this device. When MTC device receives short message, it checks whether the sender’s identifier in the short message is in the authorized identifier list. If it is, MTC device accepts the triggering short message and establishes PDN connection/PDP context with network. If it is not, MTC device ignores the triggering short message. 

3. Proposal

It is kindly proposed SA3 to agree the following PCR into TR33.868. 

*********************************start first change **********************************
5.1
Key Issue 1 - MTC Device/UE triggering
5.1.1
Issue Details

Editor's Note: This clause is intended to provide details of the security issues with the MTC features specified in the SA1/SA2 TS/TR, explanation of the assumptions and potential impact to the network and devices.

MTC Device/UE triggering issues are defined in TR 23.888 [10], clause 5.8. Several use cases should be considered in this TR as follows:

-
A MTC Device/UE receives a trigger indication when it is in detached state.
Note:
The security of offline MTC Device/UE triggering is deferred to later release and not considered for Release 11.
-
A MTC Device/UE receives a trigger indication when it is in attached state and the MTC Device/UE has no PDP context/PDN connection.

-
A MTC Device/UE receives a trigger indication when it is in attached state and the MTC Device/UE has a PDP context/PDN connection.

Note:
 The security of MTC Device/UE triggering is covered in key issue-MTC Device/UE triggering and key issue-external interface security. In MTC Device/UE triggering key issue, only the security of trigger indication transferred from PLMN to MTC Device/UE is considered. The security of trigger indication transferred form MTC server to the PLMN is considered in the key issue-external interface security.

5.1.2
Threats

Editor's Note: This clause is intended to capture the relevant threats and impacts of the issue detailed above.

False network attack: When a MTC Device/UE is in detached state, the attacker can impersonate a network to send a trigger indication to the MTC Device/UE. 

Although there are existing mechanisms in the current network to prevent a MTC Device/UE to connect to a false network, there is still an issue. MTC Device/UEs are different from UEs such that they may need to operate for a long time by using a single battery supply without recharging. False network triggering can awaken a MTC Device/UE and waste its power. So the false network attack is more serious for MTC Device/UEs compared to non-MTC communications and therefore we need to improve the network to deal with this security threat. 

By means of sending fake triggering messages, an attacker can also obtain information on whether a particular MTC Device is at that particular location at that point in time. If the MTC Device can be linked to an individual, this may have privacy implications.
Tamper attack: The trigger indication may contain the IP@ (or FQDN) and/or TCP (or UDP) port of the application server that the MTC Device/UE has to contact. If the IP@ (or FQDN) and/or TCP (or UDP) port of the application server is tampered by the attacker, the MTC Device/UE may establish the PDN connection to the wrong MTC server or be rejected by the MTC server. It will cause that MTC Device/UE is unable to communicate with the correct MTC server and it will also waste the MTC Device/UE's power consumption.
When the SMS is used to trigger MTC Device/UEs, SMS spam could be exploited by the attackers to send fake trigger indication. Although the human holding a normal UE can make his own judgment, the fake trigger indication sent in SMS spam could be a serious attack  on the unattended MTC Device/UEs and will lead to battery draining (particularly for the devices with limited power supply). Moreover the fake trigger indication sent in SMS will cause MTC Device/UEs trying to access the network and lead to the waste of network resources. 

Tracking MTC Devices: The 3GPP network has to keep track of the location of the MTC Device in order to sent the MTC Device trigger to it. Some types of MTC Devices can be linked to an individual. Contrary to UE, these MTC devices are often not under the control of the particular individual (i.e. can not turn it off). As such, the individual has no control over their privacy with respect to location information tracking by the network.
 Fake SMS triggering from normal UE attack: the attacker can use a normal UE to send a fake triggering SMS to the MTC device if the attacker obtains the MSISDN/identifier of the MTC device. In this case, the attacker can initiate fake SMS attack more easily because the attacker can use a normal UE to realize this attack. If the attacker sends plenty of fake trigger indications to a high number of MTC devices, congestion in the signalling network will occur as a result of a huge number of MTC Devices trying to access to the network almost simultaneously. It will also cause unnecessary waste of teminal power consumption and this is a serious problem for a MTC device. 
5.1.3
Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.

It may not be possible to totally prevent an MTC Device/UE from receiving a trigger indication from a fake network. Therefore it should be studied further whether the MTC trigger could be protected so that the impact of fake MTC triggers to the battery lifetime and unauthorized tracking of the MTC Device/UE would be minimized.

The system should provide a mechanism such that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Device/UEs.

Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network should be able to provide the details of the source (e.g. address) to the MTC User. 

The system should provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).

It has to be ensured that an MTC Device/UE responds only to genuine trigger messages.
The system should ensure that only authentic triggers will be conveyed to the UEs used for MTC Device/UE. For 3G/LTE system, trigger indication should be integrity protected.
The system should also provide a mechanism that doesn't require continues tracking of location information of the MTC Device by the network. This prevents privacy implications for those MTC Devices that can be linked to an individual and are not under the direct control of the particular individual.
5.1.3.1
SMS based triggering

When the trigger indication is sent in SMS via MTCsms, the SMS-SC/IP-SM-GW) may verify the source of the triggering SMS targeting on unattended MTC Device/UEs to ensure the SMS is from an authorized source. 
When the trigger indication is received via MTCsp and sent as MT-SMS to SMS-SC/IP-SM-GW and T4, MTC-IWF should verify the source of trigger request and ensure the integrity of the received trigger request, if it’s sent from outside the 3GPP network. When SMS-SC/IP-SM-GW receives MT-SMS from MTC-IWF over T4 interface, it knows the short message is for MTC purpose and can be trusted.
SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs and act accordingly (e.g selectively block).
Editor’s Note : It is FFS how the SMS-SC/IP-SM-GW can distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs received over MTCsms interface. 

Editor’s Note : other suitable network elements for source authorization checking are FFS.

Editor’s Note : The system should provide a mechanism to ensure that only intended trigger indications will be conveyed to the MTC Device/UEs. 
5.1.3.2
NAS Signalling based triggering

When the trigger indication is sent in NAS signalling to SGSN/MME via MTCsp and T5a/T5b, MTC-IWF should verify the source of trigger request and ensure the integrity of the received trigger request, if it’s sent from outside the 3GPP network.

*********************************end first change **********************************
*********************************start second change **********************************
7.1
Solution 1 - Triggering
7.1.1
General Description

Editor's Note: This section is intended to describe solutions which fulfil the security requirements for the key issue. 

The 3GPP network should keep a list of MTC servers authorized to send trigger to a given MTC Device/UE and the type of trigger the MTC server is authorized to send. The list should contain MTC Device/UE identity, MTC server identity and the related allowed triggerring. This way, for each trigger, the 3GPP network can verify if the MTC server is allowed to send trigger and whether the trigger is authorized.
Editor's note: 
Mapping of the above solution to the architectural entities in section 4 needs to be done.This includes mapping of device to the device classes.
For offline MTC Device/UE:
Note:
The security of offline MTC Device/UE triggering is deferred to later release and not considered for Release 11.
Solution 1, If the MTC Device/UE is in detached state, the MTC Device/UE should be able to validate the network identity when it receives a trigger indication.

The MTC Device/UE should store a temporary identifier of the network it has last attached. The identifier is known to the network side. The network sends the identifier it knows as part of the trigger indication to the MTC Device/UE. When the MTC Device/UE receives a trigger indication, it should compare the network identity from the received indication and the identity it has stored. 


If the two network identities match, the MTC Device/UE accepts the trigger indication. Otherwise, the trigger indication is abandoned. When the MTC Device/UE has been successfully triggered, the temporary identifier should be discarded and replaced by a new temporary network identifier which is also known to the network. 

Editor's note: How to securely bind the temporary identity to the trigger message is FFS. 
Editor’s note: There is no valid temporary identifier in the initial state, i.e. when the MTC Device/UE first time attach to the network, this situation needs to be considered.
Solution 2, If the MTC Device/UE is in detached state, the network should protect the trigger indication message by using the last security context stored in the network and the MTC Device/UE.


The MTC Device/UE should store the last security context shared with the attached network. The trigger indication should be protected, at least for integrity (and may be for confidentiality too), by the last shared security context. Only a network that has a valid stored shared security context could generate a valid trigger indication message, and only the MTC Device/UE which has storeds a valid security context would be able to validate (i.e., verify integrity and/or decrypt) the trigger indication from the trigger indication message protected by the same security context. If validation of the trigger indication is successful, the network is considered valid by the MTC Device/UE, and the device would accept the indication. Otherwise, the network is considered invalid, and the trigger indication is abandoned. After the MTC Device/UE has been successfully triggered, a new security context is established and stored at both the MTC Device/UE and the network, to be used to protect (on the network side) and validate (on the device side) a new trigger indication the next time.

Editor's Note: There may be multiple solutions. It is FFS if a new security context is needed.

For online MTC Device/UE:
For SA2 MTC Device/UE trigger solutions (TR 23.888 v1.3.0), the current security mechanism (after the security mechanism is activated) can ensure trigger indication securely transferred.
Editor's Note: For any new SA2 solution on device triggering, SA3 need to do security analysis.
Solution 1: Triggering via NAS signalling 
The main MTC Device/UE triggering mechanisms currently being considered in SA2 TR 23.888 [10] are triggering via NAS signalling (e.g. a new information element in an existing NAS message or a new NAS message) and triggering via SMS. The SMS trigger may possibly also be sent from the network to the MTC Device/UE using NAS as a transport. In this case, current NAS security mechanisms can be used to solve the security issue. After NAS SMC, NAS security is activated. All NAS signaling messages should be integrity-protected according to TS 33.401 [13], and therefore current LTE security mechanisms ensure that the trigger indication is not tampered with. In this case the SMS trigger will also benefit from the integrity protection of NAS signalling in LTE.
Source verification needs to be considered which in this context is understood to mean that the MTC Device/UE can verify that the source of the trigger is a valid MTC server. This could be achieved in the following way 

MTC Device/UE trusts the 3GPP network sending the NAS integrity protected trigger. In this case the MTC Device/UE could be configured with identities of trusted 3GPP networks. (Somewhat analogically as trusted non3GPP access networks can be configured in the UE in TS 33.402.) In this context trusted 3GPP network would mean networks which have a secured interface from the MTC server to the 3GPP network, and which are trusted to ensure that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Device/UEs “belonging” to that MTC server. 

When the MTC Device/UE then receives a NAS integrity protected trigger, it can, after verifying NAS integrity protection, check whether the 3GPP network is trusted in the sense as described above. If it is, the trigger can be accepted. If there is no NAS integrity protection of the trigger or if the 3GPP network is not trusted, the MTC Device/UE could discard the trigger or alternatively look deeper into the trigger if end-to-end protection was applied.

Editor's Note: It is FFS how the network elements can distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs

Editor's Note: The applicability of this solution in roaming cases is FFS. 

Editor's Note: It is FFS if both of the following cases or only one of them are possible, i.e. that the device trusts the home network always to have the external interface in place or whether the device cannot always trust the home network to have the external interface in place.  
Editor's Note: The above solution is intended for LTE, it is FFS how to protect trigger indication in GSM/UMTS. 
Editor's note: The benefits of the proposed solution should be weighed against the cost of increased battery consumption.
Solution  2: Triggering via GBA push: 

When the MTC Device/UE is in online state, the MTC server should be able to trigger MTC Device/UE through GBA-push process. 
Solution 3:  Solution for fake SMS triggering from normal UE
The fake triggering SMS can be blocked on the network side. As instructed in the following figure, the SMS-SC can receive short message from MTC Server via Tsms interface (as shown by the green line) or T4 interface (as shown by the blue line) or from SMS-IWMSC (as shown by the red line). 
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                                                         Figure 7.1.1-X Triggering short message delivery

When SMS-SC receives short message from MTC Server via Tsms, the SMS-SC can check whether the MTC Server is authorized to trigger the MTC device. If it is, the SMS-SC continues to send the short message. When SMS-SC receives short message which is forwarded by MTC-IWF via T4 interface, the SMS-SC considered T4 interface is trusted and continues to send the short message. Because the MTC-IWF can authenticate with MTC server and ensure that only the authorized MTC Server  triggers the MTC device according functionality of MTC-IWF defined in TR23.888 and external interface security solution defined in TR33.868. When the SMS-SC receives short message from SMS-IWMSC, it forwards the short message to SMS-GMSC following normal SMS procedure but with a check indication. Then SMS-GMSC forwards the target UE’s identifier in the short message to HLR/HSS and obtains serving MSC/SGSN routing information for the target UE from HLR/HSS. After HLR/HSS receives the target UE’s identifier, it inquries the corresponding subscription data and checks whether the target UE is MTC device based on the target UE’s indentifier and inqury result. If the target UE is MTC device, HLR/HSS sends inqury result or reject indication to the SMS-GMSC/IP-SM-GW and SMS procedure teminates. If the target UE is not MTC device, HLR/HSS sends inqury result or confirm indication to the SMS-GMSC/IP-SM-GW and SMS procedure continues.
The fake triggering SMS can also be blocked on the UE side. MTC device is preconfigured an authorized identifier list. The entity corresponding to the identity in the list is authorized to trigger this device. When MTC device receives short message, it checks whether the sender’s identifier in the short message is in the authorized identifier list. If it is, MTC device accepts the triggering short message and establishes PDN connection/PDP context with network. If it is not, MTC device ignores the triggering short message. 

*********************************end second change **********************************
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