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Abstract of the contribution:

This document proposed to update the security architecture in TR 33.868.
1. Introduction 

In SA2 TS23.682 v0.1.0, 3GPP architecture for Machine-Type Communicaiton is further refined. The “T5c” interface between MTC-IWF and MSC is added into the architecture. S-GW is separated from P-GW. The “MTCsp” and “MTCsms” interface were changed to “Tsp” and “Tsms” interface. It is proposed to update the corresponding security architecture for MTC in SA3 to align with the updated architecture from SA2. In SA2 TS23.682 scope, it mentions that both roaming and non-roaming scenarios are now covered. The architecture section provides high-level non-roaming and roaming architecture of MTC.

2. Proposal

It is kindly proposed SA3 to agree the following PCR to include the updated security architectrure into TR33.868. 

*********************************start first change **********************************
4
Overview of Security Architecture

Editor's note:
This section is intended to provide the high-level SIMTC security architecture to support the objectives of the WID 

The MTC security architecture described in Figure 1 is based on the system architecture (Non-Roaming Architecture) given in TR 23.888 [10] and is given here for helping to analyse the threats in the following clause.
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Figure 1: Potential high level security architecture for MTC Architecture for 3GPP Architecture for Machine-Type Communication
Editor’s Note: The termination point of security in the terminal side is FFS, i.e. whether it will be in the UE or in the MTC application.
The following defines one potential high level security architecture for MTC Non-Roaming Architecture. Three different areas are defined. When analysing the security aspects of the key issues it should be considered to which area(s) the key issues is impacting. It should also be noted that the analysed key issues could be related to more than one area, e.g. A and B.

Editor's note: It is FFS whether single architecture can meet the requirements of all key issues. 

Editor's note: The security architecture needs further refinement. 

A) 
Security for MTC communication between the MTC Device/UE and 3GPP network can be further divided to:

A1)   Security for MTC communication between the MTC Device/UE and RAN.

A2)   Security for MTC communication between the MTC Device/UE and NAS.

A3)   Security for MTC communication between the MTC Device/UE and ePDG (for non-3GPP access).

Editor’s Note: A3 is currently FFS. Security for MTC communication between the MTC IWF and MTC Device/UE is FFS.
B) 
Security for MTC communication between the 3GPP network and an entity outside the 3GPP network can be further divided to: 
B1) 
Security for MTC communication between the MTC server and 3GPP network in indirect deployment model. This can be further divided into security aspects when the MTC server is within the 3GPP network and when it is outside the 3GPP network.

B2) 
Security for MTC communication between the MTC application and 3GPP network in direct deployment model. 
Editor’s Note: B2 is currently FFS.

The communication between MTC server and MTC application is out of 3GPP scope.
C) 
Security for MTC communication between the an entity outside the 3GPP network and MTC Device/UE can be further divided to:. 

C1) 
Security for MTC communication between the MTC server and MTC Device/UE in indirect deployment model. 

C2) 
Security for MTC communication between the MTC application and MTC Device/UE in direct deployment model. 
Editor’s Note: C2 is currently FFS.
*********************************end first change **********************************
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