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Abstract of the contribution:

This document analyzed key distribution for shared RAN network deployment and proposed draft reply LS to CT1.
1. Introduction 

In CT1 reply LS (C1-115323), CT1 asked a question:

‘CT1  would like to understand the key distribution in a shared RAN network deployment (i.e. where a single RAN connects to multiple operator core networks).Would all of the core networks have to be coordinated in order to provide the same public key to their subscribers?’
2. Analysis
In PWS system, MME/SGSN obtains the public key from the responsible entity and distributes the public key to the subscribers via NAS message.  No matter whether the MME/SGSN obtains public key from CBE or CBC, it is the interaction within one PLMN and the shared core networks do not need to coordinate such procedure. In RAN sharing network, i.e. MOCN configuration, a supporting UE decodes the shared network information and performs network selection among available PLMNs. The UE sends an ATTACH REQUEST message to the network and also indicates to the radio access node the chosen core network operator. The eNB/RNC uses the routing information to determine which core network operator the message should be routed to and the ATTACH REQUEST message is sent to the core network operator chosen by the UE. The core network determines whether the UE is allowed to attach to the network. If it is allowed, the public key is distributed via Security Mode Command in the attach procedure to the subscribers. Based on the above analysis, the core networks do not need to coordinate in order to provide same public key to their subscribers.
3. Proposal

It is kindly proposed SA3 to agree and sent the draft reply LS to CT. 
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1. Overall Description:
SA3 thanks CT1 for their reply liaison on PWS security for release 11.
CT1 question: CT1 would like to understand the key distribution in a shared RAN network deployment (i.e. where a single RAN connects to multiple operator core networks). Would all of the core networks have to be coordinated in order to provide the same public key to their subscribers?
From SA3 point of view, core networks do not need to coordinate to provide the same public key to their subscribers. 
In PWS system, MME/SGSN obtains public key from the responsible entity and distributes public key to the subscribers via NAS message. Irregardless of whether the MME/SGSN obtains public key from CBE or CBC, it is the interaction within one PLMN and the core networks do not need to coordinate such procedure. In RAN sharing network, i.e. MOCN configuration, a supporting UE decodes the shared network information and performs network selection among available PLMNs. The UE sends an ATTACH REQUEST message to the network and also indicates to the radio access node the chosen core network operator. The eNB/RNC uses the routing information to determine which core network operator the message should be routed to and the ATTACH REQUEST message is sent to the core network operator chosen by the UE. The core network determines whether the UE is allowed to attach to the network. If it is allowed, the public key is distributed via Security Mode Command in the attach procedure to the subscribers. Thus the core networks do not need to coordinate in order to provide same public key to their subscribers.
2. Actions:

To CT1 group:

ACTION: 
SA3 kindly asks CT1 to take above information regarding the key distribution for shared RAN network deployment into account.
3. Date of next TSG SA3 Meetings:
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