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1.

Introduction

Previous meetings have discussed requirements for and entities needed for PWS security. Although contributions have focused on methods and parameters related to public key distribution, critical aspects such as the source of public key trust and description of the signing entity remain to be clarified. 
This contribution seeks to further define these entities and to more fully describe their, operators and UEs roles within the contect of PWS security through proposed requirements.
2.
Proposed Requirements
Much of the focus in previous meetings has been on public key distribution needed for digital signature security information in PWS emergency messages [1]. However the trust source and signing entities central to digital signature security and requiring such public key distribution remain to be fully defined. These entities are governed by current requirements/working assumptions listed in [2] and which include the following:
- PWS shall only broadcast Warning Notifications that come from an authenticated and authorized source.
- The working assumption is that the signing entity is on a national level.
The source of trust or root entitiy is a key element in a digital signature process as it provides the basis for authentication or certification of the digital signature signer. A clear assumption is if the signer is a national level entitiy, the root must at least be of the national level also leading to the following proposals:
Proposal 1:  A root entity exists at the national level or higher and its keys are long lived
Proposal 2: A root entity certifies the keys of a National Warning Message Signer (NWMS)
Implicit in these proposals is the assumption that while the keys of a root entitiy itself are well guarded and of long life, keys of the National Warning Message Signer are short-lived. In greater detail, while it is assumed keys of a root entity are persistent and can be trusted, those of a National Warning Message Signer should exist long enough to encompass a disaster recovery cycle but short enough to reduce the risk of replay attacks, reduce the risk of a key compromise of the NWMS private key, and reduce the reliance on certificate revocation.
As noted in [3], the National Warning Message Signer could be located in the CBE. An advantage of such an approach is the authenticity of a Warning Message could be verified by an operator. This would allow authentication of Warning Notifications per the previously listed requirement above enabling operator to broadcast fully verified PWS warning notifications. 
Proposal 3: The working assumption is Natonal Warning Message Signer will sign and properly format PWS warning message before communicating the PWS warning message to an operator’s network.
In addition to verification of the PWS message by operators, verification of the Warning Message can additionally be performed by the UEs not only to ensure integrity of PWS messages but also to protect against false Warning Notifications both also listed as requirements in [2]. To enable this second phase of digital signature verification UEs must receive not only root information in order to certify the National Warning Message Signer’s keys but also the keys themselves in advance of the Warning Message [2][4].
Proposal 4: UE’s shall receive root information

Proposal 5: UE’s shall receive National Warning Message Signers keys

Proposal 6: UE’s shall have both the root information and National Warning Message Signers keys on reception of the PWS message.

4.
Conclusion
This contribution highlights the following proposals with the goal of clarifying the roles and implicit assumptions of root, National Warning Message Signer and UE entities in PWS security:
Proposal 1:  A root entity exists at the national level or higher and its keys are long lived

Proposal 2: A root entity certifies the keys of a National Warning Message Signer (NWMS)
Proposal 3: The working assumption is Natonal Warning Message Signer will sign and properly format PWS warning message before communicating the PWS warning message to an operator’s network.
Proposal 4: UE’s shall receive root information

Proposal 5: UE’s shall receive National Warning Message Signers keys

Proposal 6: UE’s shall have both the root information and National Warning Message Signers keys on reception of the PWS message.
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