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*** NEXT CHANGE ***
6.8.10
SRVCC  – between HSPA and UTRAN/GERAN

6.8.10.x
SRVCC from HSPA to circuit switched UTRAN/GERAN
HSPA SRVCC to UTRAN/GERAN is described in TS 23.216 [x].

Case 1: UMTS subscribers:

Case 1.1: HO to UTRAN 

When the SRNC decides to start a SRVCC from HSPA to UTRAN, it shall initiate the SRVCC Preparation procedure described in TS 25.413 [31]. The source SGSN shall generate a NONCE and derive CK'CS||IK'CS from the NONCE and the CKPS||IKPS generated during the latest UMTS AKA procedure.  

In case the current UMTS security context is mapped from an EPS security context and there has been no UMTS AKA run since the current UMTS security context was mapped, the CKPS, IKPS and GPRS Kc belonging to the mapped UMTS security context shall be considered to be the keys from the latest UMTS AKA. 

The source SGSN shall transfer CK’CS, IK’CS, KSI’CS (=KSIPS) and the NONCE to the SRNC and transfer CK’CS, IK’CS and KSI’CS (=KSIPS) to the MSC server enhanced for SRVCC. The SRNC shall transfer the NONCE to the target RNC. The target RNC shall include the NONCE in the handover command to be sent to the UE. The SRNC shall also transfer the security context, including CK’CS, IK’CS, KSI’CS and START CS (which is received by the SRNC during RRC connection establishment), to the target RNC.  

Upon reception of the handover command, the ME shall derive CK'CS||IK'CS from CKPS||IKPS and the NONCE, and set KSI’CS to KSIPS. The ME shall convert GSM ciphering key Kc’ from CK’CS||IK’CS, and set GSM CKSN’ CS equal to KSI’CS.
For the definition of the Key Derivation Function and its inputs see Annex B.3.

NOTE 1:
Due to replacing all the UTRAN CS key parameters CK, IK, KSI with CK'CS, IK'CS and KSI’CS on USIM and in ME, a new GSM ciphering key Kc’ needs to be derived from the new UTRAN CS key parameters CK and IK (i.e. CK’CS and IK’CS), which is part of the new UMTS security context as well, as any old GSM ciphering key Kc stored on USIM and in ME, belongs to an old UMTS security context and can no longer be taken into use.
Case 1.2: HO to GERAN 

When the SRVCC is from HSPA to GERAN, the source SGSN shall generate a NONCE and derive CK’CS, and IK’CS from the NONCE and the CKPS||IKPS generated during the latest UMTS AKA procedure.  

In case the current UMTS security context is mapped from an EPS security context and there has been no UMTS AKA run since the current UMTS security context was mapped, the CKPS, IKPS and GPRS Kc belonging to the mapped UMTS security context shall be considered to be the keys from the latest UMTS AKA. 

The source SGSN shall append the NONCE to the GSM HO command, received from the target BSS, when forwarding the command to the SRNC. The SRNC shall forward the NONCE together with the GSM HO command to the UE. 
The source SGSN shall transfer the security context, including CK’CS, IK’CS and KSI’CS (=KSIPS) to the MSC server enhanced for SRVCC. The MSC server enhanced for SRVCC and the ME shall convert CK’CS||IK’CS to GSM ciphering key Kc’, and set GSM CKSN’ CS to KSI’CS. 
Upon reception of the handover command, the ME shall derive CK’CS, and IK’CS from CKPS||IKPS and the NONCE, convert GSM ciphering key Kc’ from CK’CS||IK’CS, and set GSM CKSN’ CS to KSI’CS. 

For the definition of the Key Derivation Function and its inputs see Annex B.3.

NOTE 2:
See note 1.
If a 128-bit GSM ciphering algorithm is taken into use, the target MSC server enhanced for SRVCC and UE shall derive the GSM ciphering key Kc128 key derived from CK'CS||IK'CS as described in annex B.5.

For both cases 1.1 and 1.2:

The MSC server enhanced for SRVCC shall overwrite the stored parameters CKCS, IKCS and KSICS if any, with the parameters CK’CS, IK’CS and KSI’CS received from the source SGSN when the SRVCC handover has been completed successfully. The ME shall overwrite the stored parameters CKCS, IKCS , KSICS , GSM ciphering key Kc and GSM CKSN CS if any, with the derived parameters CK’CS, IK’CS, KSI’CS, GSM ciphering key Kc’ and GSM CKSN’ CS in both ME and USIM when the SRVCC handover has been completed successfully.  If the SRVCC handover isn’t completed successfully, the MSC server enhanced for SRVCC and the UE shall discard CK’CS, IK’CS and KSI’CS. 
NOTE 1: The new derived security context overwritingthe stored values in the USIM is for allowing reusing the derived security context without invoking the authentication procedure in the subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.

NOTE 2: An operator concerned about the security of keys received from an UTRAN of another operator may want to enforce a policy in the MSC server to run an AKA as soon as possible after the handover. One example of ensuring this is the deletion of the derived security context in the MSC server after the UE has left active state. 
The MSC server enhanced for SRVCC shall delete the stored parameters CKCS and IKCS if the SRVCC handover is not completed successfully.

Case 2: GSM subscribers

Case 2.1: HO to UTRAN 

When the SRNC decides to start a SRVCC from HSPA to UTRAN, it shall initiate the SRVCC Preparation procedure (see TS 25.413). The source SGSN shall generate a NONCE and derive GSM ciphering key Kc’ from the NONCE and the GPRS Kc generated in the latest successful GSM AKA.    

The source SGSN shall set GSM CKSN’CS and KSI’CS to GPRS CKSNPS. . The source SGSN shall compute CK’CS, IK’CS from GSM ciphering key Kc’, using the conversion functions c4 and c5, and transfer CK’CS, IK’CS and KSI’CS to the SRNC. The SRNC shall transfer the NONCE to the target RNC. The target RNC shall include the NONCE in the handover command to be sent to the UE. The SRNC shall transfer the security context, including CK’CS, IK’CS, KSI’CS and START CS (which is received by the SRNC during RRC connection establishment), to the target RNC.  

The source SGSN shall also transfer GSM ciphering key Kc’ and GSM CKSN’ CS to the MSC server enhanced for SRVCC.

Upon reception of the handover command, the UE shall derive GSM ciphering key Kc’ from the GPRS Kc generated in the latest successful GSM AKA and the NONCE. The UE shall set GSM CKSN’CS and KSI’CS to GPRS CKSNPS. The UE shall compute CK’CS, IK’CS from GSM ciphering key Kc’, using the conversion functions c4 and c5.

For the definition of the Key Derivation Functions see Annex B.4. 
Case 2.2: HO to GERAN 

When the SRVCC is from HSPA to GERAN, the source SGSN shall generate a NONCE and derive GSM ciphering key Kc’ from the NONCE and the 64-bit GPRS Kc generated in the latest successful GSM AKA. 

The source SGSN shall append the NONCE to the GSM HO command, received from the target BSS, when forwarding the command to the SRNC. The SRNC shall forward the NONCE together with the GSM HO command to the UE.

The source SGSN shall set GSM CKSN’CS to GPRS CKSNPS and transfer GSM ciphering key Kc’ and GSM CKSN’CS  to the MSC server enhanced for SRVCC. 

Upon reception of the handover command, the UE shall derive GSM ciphering key Kc’ from the GPRS Kc generated in the latest successful GSM AKA and the NONCE, and set GSM CKSN’CS to GPRS CKSNPS. 

For the definition of the Key Derivation Functions see Annex B.4. 
For both cases 2.1 and 2.2: 

The MSC server enhanced for SRVCC shall overwrite the stored parameters 64-bit GSM ciphering key Kc and GSM CKSNCS, if any, with the parameters GSM ciphering key Kc’ and GSM CKSN’CS  received from the source SGSN when the SRVCC handover has been completed successfully. The UE shall overwrite the stored parameters 64-bit GSM ciphering key Kc and GSM CKSNCS, if any, with the derived parameters GSM ciphering key Kc’ and GSM CKSN’CS in both ME and SIM when the SRVCC handover has been completed successfully. If the SRVCC handover isn’t completed successfully, the MSC server enhanced for SRVCC and the UE shall discard GSM ciphering key Kc’ and GSM CKSN’CS.
NOTE 3: The new derived security context overwriting the stored values in the SIM is for allowing reusing the derived security context without invoking the authentication procedure in the subsequent connection set-ups, and also for avoiding that one CKSN value indicates to two different key sets and consequently leads to security context desynchronization.

If the SRVCC is for an emergency call and the session in HSPA complies with clause 6.4.9.1, the security procedure in this subclause shall be applied.

If the SRVCC is for an emergency call and the session in HSPA complies with clause 6.4.9.2, the security procedure in this subclause shall not be applied, i.e., no key derivation is needed.
The MSC server enhanced for SRVCC shall delete the stored parameters CKCS and IKCS if the SRVCC handover isn’t completed successfully, so for any subsequent CS connection a new CS key-set is generated.
6.8.10.y
SRVCC from circuit switched UTRAN/GERAN to HSPA

SRVCC handover from circuit switched UTRAN/GERAN to HSPA is defined in TS 23.216 [x].
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Figure 6.8.10.y-1: SRVCC handover from UTRAN/GERAN to HSPA
The numbering in the following clauses refers to the signalling numbering in Figure 14.x.1-1.  
In the following, the term "latest" keys refer to the keys from the latest UMTS AKA or GSM AKA run respectively. If the current UMTS or GSM security context is mapped from an EPS security context and no AKA has been run in the current CS access, the term "latest" keys refer to the keys from the currently active UMTS or GSM security context
3.
For UMTS subscribers, the source MSC server enhanced for SRVCC shall generate a NONCE and derive CK'PS and IK'PS from this NONCE and the latest CKCS and IKCS. The derivation shall be according to annex B.x. For The source MSC server enhanced for SRVCC shall furter set the KSI'PS equal to the KSICS associated with the latest key set for UMTS subscribers, 
For GSM susbscribers, the source MSC server enhanced for SRVCC shall derive GPRS Kc' from the generated NONCE and the latest GSM Kc. The derivation shall be according to annex B.y. The MSC server enhanced for SRVCC shall further set the CKSN'PS equal to CKSNCS associated with the latest key set for GSM subscribers.
The term SRVCC security context will be used to mean the security context mapped either from a GSM security context or from a UMTS security context.
The MSC server enhanced for SRVCC shall transfer the NONCE, the MS security capabilities, the MM context (which includes the SRVCC security context) to the target SGSN. The SRVCC security context will be a mapped from a GSM security context or a mapped from a UMTS security context depending on which was derived above.
If the target SGSN received any authentication vectors from the MSC enhanced for SRVCC, the target SGSN shall discard these authentication vectors.

4 and 5.
If the target SGSN retrieved context information from an old SGSN, the target SGSN shall ignore any security context information received. If the target SGSN received any authentication vectors from the old SGSN, the target SGSN shall process these authentication vectors according to clause 6.3.4 of the present document.
If the target SGSN received a SRVCC security context mapped from a GSM security context, the target SGSN shall compute CK' PS and IK'PS from the Kc' using functions c4 and c5 of the present specification. The target SGSN shall associate the CK' PS and IK'PS with KSI'PS, which shall be set equal to CKSN'CS received from the source MSC server enhanced for SRVCC
6.
SGSN shall send the NONCE, CK'PS, IK'PS to the target RNC. 
6a.
The target RNC shall include the NONCE in the transparent container (RRCConnectionReconfiguration message) sent to the source BSC/RNC via the core network. 
7.
The target SGSN shall include the transparent container received from the target RNC in the CS to PS HO Response message sent to source MSC server enhanced for SRVCC.

8a.
Source MSC server enhanced for SRVCC shall include the transparent container sent to the source BSC/RNC in the CS to PS HO command.

8b.
The source BSC/RNC shall include the transparent container in the CS to PS HO command sent to the ME. 

NOTE z: This CS to PS HO command is integrity protected for UTRAN and optionally ciphered for both UTRAN and GERAN.

8c.
For UMTS subscribers, the ME shall derive CK'PS and IK'PS. The derivation shall be done according to annex B.x, using the NONCE received in the CS to PS HO command, the latest CKCS and IKCS. The ME shall set KSI'PS equal to KSICS and associate the newly derived keys with KSI'PS. The ME shall write CK'PS and IK'PS and KSI'PS to the USIM. If the USIM supports storage of GPRS Kc, the ME shall derive GPRS Kc' from CK'PS and IK'CS using the function c3 of the present specification. The ME shall associate the GPRS Kc' with CKSN'PS which shall be set equal to KSI’PS. The ME shall store GPRS Kc' and CKSN'PS on the USIM.
Editor's note: It is FFS whether STARTPS shall be set to zero in the USIM and whether the ME shall set COUNT‑I/‑C to zero or not.
For GSM subscribers, the ME shall derive GPRS Kc' according to annex B.y, using the NONCE received in the CS to PS HO command and the latest GSM Kc. The ME shall set CKSN'PS equal to CKSNCS associated with the latest GSM security context and associate it with the GPRS Kc'. The ME shall in this case also derive CK'PS and IK'PS from the GPRS Kc' using the c4 and c5 functions of the present specification. The ME shall associate the CK'PS and IK'PS with KSI'PS which shall be set equal to CKSN'PS. The ME shall store GPRS Kc' and CKSN'PS on the USIM.
10.
The CK'PS and IK'PS shall become the active key set both in the ME and in the RNC.
If the SRVCC handover is successfully completed, the ME shall write the GPRS Kc' and CKSN'PSto the SIM (for GSM subscribers) and the CK'PS, IK'PS and KSI'PS to the USIM (for UMTS subscribers). 
If the SRVCC handover fails, the ME and the network shall discard all changes of state as specified above.
*** NEXT CHANGE ***
B.4
Derivation of Kc’ from Kc for HSPA to UTRAN/GERAN SRVCC handover
This input string is used for GSM subscribers when there is a need to derive Kc’ from the 64-bit Kc during mapping the security contexts from HSPA to UTRAN/GERAN. The Key is the concatenation of Kc || Kc || Kc || Kc || (which are 64 bits each), and the output Kc’ is the 64 most significant bits of the KDF output.

· FC = 0x31
· P0 = NONCE

· L0 = length of NONCE (i.e. 0x00 0x10)

The Kc’ used in GERAN directly. When the access is over UTRAN, CK’CS||IK’CS shall be further derived from Kc’ using the key conversion functions c4 and c5 defined in this specification.
B.x
Derivation of CK'PS || IK'PS from CKCS || IKCS
This input string is used for UMTS subscribers when there is a need to derive CK'PS || IK'PS from CKCS || IKCS during mapping the security contexts from UTRAN/GERAN to HSPA. The input parameter Key is the concatenation of CKCS || IKCS (which are 128 bits each), and the output is CK'PS ||IK'PS (which are 128 bits each).

· FC = 0x33
· P0 = NONCE

· L0 = length of NONCE (i.e. 0x00 0x10)

Further, the GPRS Kc' used in GERAN shall be derived from CK'PS||IK'PS using the key conversion function c3 defined in this specification. 

B.y
Derivation of Kc' from Kc for UTRAN/GERAN to HSPA SRVCC handover

This input string is used for GSM subscribers when there is a need to derive GPRSKc' from the 64-bit Kc during mapping the security contexts from UTRAN/GERAN to HSPA. The input parameter Key is the concatenation of Kc || Kc || Kc || Kc || (which are 64 bits each), and the output Kc' is the 64 most significant bits of the KDF output.

· FC = 0x34
· P0 = NONCE

· L0 = length of NONCE (i.e. 0x00 0x10)

CK'PS || IK'PS shall be derived from GPRS Kc' using the key conversion functions c4 and c5 defined in this specification.

*** END OF CHANGES ***

�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected and the CRs which are linked. This is particularly important where the affected specs belong to a different working group than that which will agree the present CR.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





_1389160645.doc


HO Complete







6a







a







11







Context Request ACK







Allocate resources (RRCConnectionReconfiguration in TS 25.331)







13







UE Initiated Session transfer procedure







8c. CK'PS ||  IK'PS = KDF (CKCS, IKCS, NONCE)







14











Bearer setup











15







Modify bearers











12







Confirmation( equals RRCConnectionReconfiguration complete in TS 25.331)







CS to PS HO 











10











CS to PS HO Command (RRCConnectionReconfiguration)











a







8







CS to PS HO response (RRCConnectionReconfiguration)







. 







7







Context Response











5.







Context Request











4.







Session Transfer Notification







. 







2







Session Transfer Preparation request







. 







9







IMS







SGSN















Target 







Command (RRCConnectionReconfiguration)







CS to PS HO











b.







8







Handover Notify











11







Allocate resources(NONCE, CK'PS, IK'PS)







CK'PS ||  IK'PS = KDF (CKCS, IKCS, NONCE)







6















Target RNC







CS to PS HO request (security context from source, MM context)











3.







HO required







. 







1







PCRF







MSC Server







RNC







/







BSC







PGW







/







SGW







SGSN















Source 







1







-







UE
















