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1
Introduction
3GPP SA1 and SA2 have been working with requirements and architecture for introduction of SRVCC HO from CS GERAN/UTRAN to PS E-UTRAN in Rel-11 in TS 23.216. Tdoc S2-115354 was agreed in SA2#88.
This paper proposes a handling of security that closely follows the structure used at IRAT PS HO from GERAN/UTRAN to E-UTRAN. The main idea is as follows:

· MSC server enhanced for SRVCC forwards the CK/IK and UE security capabilities to the MME in the CS to PS HO request. The MME discards any CS authentication vectors that may have been provided by the MSC server enhanced for SRVCC.
· The MME derives the keys the same way as in the case of a PS IRAT HO to E-UTRAN (note: only FC value differs for key separation reasons).
· If the MME fetches the PS security context from the old SGSN, the MME ignores any keys there, but makes use of the EPS security capabilities and may store authentication vectors.

· MME informs the eNB about the keys and UE security capabilities (and the transparent NAS container) just as in the PS IRAT HO to E-UTRAN. This is done in the resource allocation message.

2
Analysis
2.1
SRVCC HO from GERAN/UTRAN to E-UTRAN/HSPA
In order for the UE to successfully perform a SRVCC HO from an established CS call in GERAN/UTRAN to a PS call in E-UTRAN: 

· A USIM must be in use (emergency calls are out of scope for this type of SRVCC);

· In addition to having an established CS call in GERAN/UTRAN, the UE must be IMS registered in the PS domain in GERAN/UTRAN. 
SA3 needs to define the handling of mapping the security contexts for SRVCC HO from GERAN/UTRAN to E-UTRAN in TS 33.401 (called rSRVCC below). 
2.1.1
Mapping of keys for KASME derivation
The following figure is copied from clause 6.4 in the agreed CR to TS 23.216 in Tdoc S2-115354. The Figure is included in TS 23.216 v11.3.0. In addition to the original figure, additions related to security has been added (see yellow marking).
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Figure 2.1.1-1: SRVCC to E-UTRAN/UTRAN (HSPA) from UTRAN/GERAN without DTM / PS HO
It is proposed that the security context handling for SRVCC is modeled on the IRAT PS handover from GERAN/UTRAN to E-UTRAN, because of the big similarities between the two.

On an abstract level the IRAT handover from GERAN/UTRAN to E-UTRAN works as follows:

1. Source SGSN transfers UE security context to the target MME, which includes CK/IK.

2. Target MME selects a 32-bit NONCEMME and calculates KASME' = KDF(CK/IK, NONCEMME)

3. Target MME forwards NONCEMME to UE via a series of hops in the network. The nonce finally arrives at the UE in the handover command.

4. The UE uses the received NONCEMME and the CK/IK to calculate the new KASME' like the target MME did.

Trying to map this on the rSRVCC flow, it can be noted that there are now two possible UE security contexts in the source network: a CS security context in the MSC and a PS security context in the SGSN. Since it is possible that the MME only optionally request the PS context from the source SGSN it cannot be assumed that the target MME will be able to get hold of a PS security context. However, the MSC will always have a CS security context, from which the EPS security context can be derived. Therefore, it is proposed that the mapping is based on the CS security context. 

Note that there is no architectural difference between GERAN and UTRAN as source access types: the MSC will hold the CS security context in both access types. Further, since a USIM is required to access LTE, the MSC in GERAN will have a CK/IK derived from a USIM and not only a Kc or Kc128 or the MME will reject the SRVCC HO just as it would a IRAT PS HO.
Mapping the abstraction of the IRAT handover from GERAN/UTRAN to E-UTRAN given above onto the messages in the GERAN/UTRAN to E-UTRAN SRVCC signalling looks as follows (message names and numbers refer to Figure 2.1.1-1):
In step 3 at CS to PS HO request, the CS UMTS security context in use in UTRAN/GERAN, shall be forwarded by the source MSC in GERAN/UTRAN to the target MME in LTE. When the target MME receives the CS to PS HO request, the target MME allocates a 32-bit random value, i.e., a NONCEMME value.

Next, the MME derives a K'ASME from the concatenation of CK and IK (i.e. the keys from the CS UMTS security context received from source MSC in GERAN/UTRAN) and the NONCEMME . 
The input string to the KDF shall be as follows:

K'ASME  = KDF( (CK || IK), FC = 0x1C, length of NONCEMME, NONCEMME)
A new value for the FC should be allocated for this function. E.g FC = 0x1C is the smallest FC value currently not in use in TS 33.401 Rel-8 specs and onwards. This ensures uniqueness of the input.
The target MME calculates a new KeNB based on K'ASME and forward the KeNB together with the NONCEMME in Allocate resources to the Target eNB in step 6. 
Target eNB creates the container RRCConnectionReconfiguration and forward the container to target MME in step 6a. The target MME forwards the container RRCConnectionReconfiguration to the source MSC in CS to PS HO response in step 7. The source MSC server forwards the container to the source RNC in CS to PS HO command in step 8a. The source RNC forwards the container RRCConnectionReconfiguration to the UE in CS to PS HO command in step 8b. 
The UE uses the same input to the KDF as the target MME (as described above) to derive K'ASME and further keys as needed for access to LTE.
If the MME receives any authentication vectors from the MSC, the MME shall ignore these. The reason is that the authentication vectors come from a different domain than authentication vectors coming from a SGSN. An operator may have chosen to implement domain separation in the SQN handling for the authentication vectors or in the AMF field. To avoid mixing the authentication vectors from the CS and the PS domain, the simple approach of discarding the ones from the CS domain is proposed.
2.1.2
UE security capability handling
UE security capabilities can also be handled in very much the same way as for the PS IRAT handover from GERAN/UTRAN to E-UTRAN.

However, due to that the maximal size limit of the LAU request message is reached, it is difficult to include the UE network capability IE there. Therefore it is proposed that the MME takes the EPS security capability information from the old SGSN (if that one can deal with the this Rel-8 IE). See next clause for a discussion on fetching security context from the old SGSN.

If the target MME does not receive any LTE security capabilities from the old MSC, the target MME shall assume that the UE supports the default set of LTE security algorithms. This handling is the same as for the PS IRAT handover from GERAN/UTRAN to E-UTRAN.

2.1.3
Old PS security context handling

If the target MME also retrieves a PS security context from an old SGSN (see steps 4 and 5 in Figure 2.1.1-1), then the target MME shall ignore any security context received in that context request procedure except for UE security capabilities and authentication vectors.
The reason for this is that there already is a KASME in place (mapped from the CS context). 
If the MME receives authentication vectors, these shall be handled as if they were received during an IRAT PS HO from GERAN/UTRAN.

The target MME may in the procedure in steps 4 and 5 also receive UE security capability information. The target MME could then avoid falling back to the default set of security algorithms and use the UE security capabilities received from the old SGSN. This is possible, since steps 4 and 5 are executed before resources are allocated in the eNB (step 6).
2.1.4
Emergency call handling
Emergency call handling is out of scope for GERAN/UTRAN to E-UTRAN SRVCC.
2.1.5
SRVCC from GERAN/UTRAN to UTRAN HSPA

The corresponding construction works also for HSPA, but a different set of key derivations are needed. The main difference is that the MSC server enhanced for SRVCC is performing the key derivation in the HSPA case to shield its keys from the target SGSN.
3
Proposal
It is proposed that the solution proposed in clause 2.1.1 above is adopted for SRVCC HO from UTRAN/GERAN to E-UTRAN i.e. the CR in Tdoc S3-120092 to TS 33.401 is approved for Rel-11.
It is further proposed that the corresponding CR for SRVCC HO from GERAN/UTRAN to UTRAN HSPA is also approved. That CR can be found in S3-120091.
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