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Abstract of the contribution: This contribution provides further details on the order of steps 3 and 4 in the enhanced AKA solution for restricting USIMs to specific devices
Introduction 
In clause 7.5.1.3.3.2 of TR 333.368, there is an editor’s note about whether step 3 can be performed before step 4. This contribution provides some more details about this issue in order to resolve the editor’s note. 

Discussion 

The attach flow given in clause 7.5.1.3.3.2 covers the most general case of a UE attaching, i.e. where there is no information about the IMEI from the previous CNN or HSS.  In general, the HSS/HLR could provide the latest (i.e. the last pair indicated by some CNN for that IMSI) IMEI and the relevant challenge data to the CNN along with the other subscription data and authentication material in step 1. This would remove the need for step 3 in the case that the IMSI/IMEI binding had not changed. 
For variant 1 where the HSS/HLR provides the root certificate when it is necessary to perform Step 3 it should be noted that Steps 3 and 4 could be performed in either order or even simultaneously. 

For variant 2, where the HSS/HLR provides the public key step 3 needs to be performed before step 4 for the first attach of a particular IMSI/IMEI pair.
The below pCR include the above discussion in Notes after steps 1 and 3 of the attachment flow and removes the related editor’s note. It is proposed that SA3 approve the pCR for inclusion in the TR. 

 Proposed pCR
***** First Change *****
7.5.1.3.3.2
Attachment flow 

Figure 7.5.1.3.3.2-1 shows how an UE can attach to a network with the addition of a device authentication step. The flow represents the most general case of attachment where the network holds no useful information about the UE from any previous connections. 
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Figure 7.5.1.3.3.2-1: Attachment flow

The following is a description of the steps in figure 7.5.1.3.3.2-1.

Step 1: This is the normal messages for the access network except that the CNN informs the HSS/HLR that it is capable of performing device authentication for the UE and the HSS/HLR informs the CNN that device authentication is needed.
Note: The HSS/HLR could hold the latest requested IMEI for each IMSI and provide this in Step 1. For second or subsequent attachments of a subscription, the HSS/CNN provides the CNN with the IMEI and challenge data. This would remove the need for step 3 in these cases. Whether the optimisation is necessary is FFS. 
Steps 2: This step is solution dependent but only requires a change from standard behaviour in the case of solution that requires a device certificate from the UE. It should also be noted that for some access network, the IMEI request/response may happen in the same messages that are used for step 1.

Step 3: This step is solution variant specific; however in all variants, the CNN gets the HSS to check the whether the current IMSI/IMEI pair is authorised to access the network and also fetches any required device authentication data from the HSS.
Note: For variant 2, steps 3 and 4 can be performed in either order or simultaneously.
Step 4a: The CNN sends the device challenge to the UE. The (e)KSI, the normal key identifier, is only sent if the CNN wants the UE to create a security context with KDevice as its root key. The device_challenge always contain network_nonce but only contains Edevice_root_key (device_temp_key) if the CNN wants to change device_temp_key as described in subclause 7.7.1.X.2.

Step 4b: If (e)KSI was include in step 4a, the UE establishes a security context with KDevice as its root key 

Step 4c: The UE responds to the CNN with device_response that contains both device_nonce and device_res (see subclause 7.7.1.X.2). 

Step 4d: The CNN checks device_res is the expected value and establish a new security context if step 4a included (e)KSI.

Step 5: The CNN may take any new security context into use. The attach procedure is completed. 


******* End of changes ********

