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Abstract of the contribution: This contribution considers the implication of placing the node that protects the delivery of the PWS key outside an operator’s most secure environment
Discussion 
The placement of the node that protects the delivery of the key is an important consideration in the security for PWS. For E-UTRAN and GERAN PS, it is possible to protect the PWS key delivery from the core network node to the UE using legacy security mechanism, while in UMTS and GERAN CS the protection can only be applied from RAN nodes. These RAN nodes (e.g. collapsed Node Bs or HNB in UMTS) may be deployed in location that are at the edge of the network and hence not be in the most secure locations. As a result of this they are significantly more vulnerable to attack than core network nodes.   
Suppose that the node is towards the edge of the network is used to protect the delivery of the PWS key to the mobile. Then the compromise of such a node would allow the attacker to send false keys to all the users that are attached to that node. It would be enough to break the secure tunnel between this node and the operator’s network by getting the relevant key out of the compromised node. Then a man-in-the-middle could be inserted between the compromised node and the core network that modifies the signalling to send a known PWS key to the users. It would be then easy to fake a warning message that all the users under that node would believe is genuine. A more sophisticated attack would be to use a compromised network element, for example an open HNB, to get keying material in order to establish to establish a false base station from which to launch an attack. If such attacks are deployed at places where large crowds gather, then it could be possible to make a large number of people incorrectly receive a warning message simultaneously 
Essentially the reason why the above attacks may be possible  is that the security protecting the delivery of the PWS keys is not guaranteed to happen in the operator’s most secure location (in UMTS a UE does not know whether it is connected to a collapsed Node B, HNB or regular RNC). Clearly one way of avoiding such attacks is to secure the delivery of PWS keys from the NAS element for all types of access. Doing this of course introduces some complexity, but at the same time would introduce an increase in security. 
Conclusion & Proposal
In summary, we believe that the impact of attacks on exposed nodes that protect the delivery of the PWS keys and the complexity of avoiding such attacks needs to be better understood before making a final decision on a solution that does not use NAS level security to protect the delivery of PWS key could be chosen. 
We also propose that the above analysis is captured in the PWS TR.

