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1.
Introduction
The contribution discusses the potential solutions of the online MTC Device/UE triggering in TR 33.868 section 7.1.1, and some evaluations about the solution of online MTC device triggering are proposed.
2.
Analysis
It is pointed that the online MTC Device/UE can be triggered via NAS signalling or GBA Push in the section 7.1.1. The analysis of these two solutions is as following:
· Solution 1: Triggering via NAS signalling
It has 3 benefits to use this solution, first, both NAS signaling messages and SMS messages over NAS signaling can be integrity-protected. Secondly, core network can verify MTC server and MTC device/UE can verify and trust core network after authentication. As a result, the trusted source verification can be achieved by the MTC Device/UE based on core network verification. Thirdly, it re uses the current existing mechanism to provide this protection and does not need to deploy new security elements etc. In a word, this solution is simply and secure.
· Solution 2: Triggering via GBA Push
For this solutin, the benefit is the mutual authentication between the MTC Device/UE and the MTC Server can be achieved. But it has the following problems:
1. The specific BSF Server for SIMTC needs to be deployed in the operator’s network. Currently, some operator does not deploy the BSF Server. 
Conclusion:
   So from the simplity view, it is considered to adopt the solution 1 via NAS signalling rather than GBA push. 
3.
Proposal
We propose that the online MTC Device/UE triggering security mechanism should be based on NAS signalling security in LTE and revise the corresponding TR.
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7.1.2
Evaluation



The evaluation of above two solutions is as following:
· Solution 1: Triggering via NAS signalling
It has 3 benefits to use this solution, first, both NAS signaling messages and SMS messages over NAS signaling can be integrity-protected. Secondly, core network can verify MTC server and MTC device/UE can verify and trust core network after authentication. As a result, the trusted source verification can be achieved by the MTC Device/UE based on core network verification. Thirdly, it re uses the current existing mechanism to provide this protection and does not need to deploy new security elements etc. In a word, this solution is simply and secure.
· Solution 2: Triggering via GBA Push
For this solutin, the benefit is the mutual authentication between the MTC Device/UE and the MTC Server can be achieved. But it has the following problem:
· The specific BSF Server for SIMTC needs to be deployed in the operator’s network. Currently, some operator does not deploy the BSF Server. 
Conclusion:

   The online MTC Device/UE triggering security mechanism should be based on NAS signalling security in LTE
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