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Abstract of the contribution: This document provides proposed text for the Control Message TLV Types subsection of Tunnelled Service Control Function sub section of the Technical report for the iFire SID.
******************************START OF CHANGES******************************

8.2.7.5 Control Message TLV Types

Editor’s notes: This section does not cover the authentication mechanisms for TLS/DTLS tunnel. The possible authentication mechanisms are for further study.
The table below enumerates Control Message TLV types and their description.
Table XXXX TLV Types
	TLV  Type
	SEMANTICS
	SHORT(8 bits)/

LONG   (16 bits) FORMAT
	VALUE TYPE 
	LENGTH
	Optional
	NOTES

	NAME
	Value
	
	
	
	
	
	

	Reserved
	0-2
	
	Short
	 
	Any
	n/a
	

	Response_Code
	3
	Used by response messages
	Short
	Unsigned integer
	2 bytes
	No
	Not optional in responses.

	Internal_IPv4_Address
	4
	IP Address (IPv4)
	Short
	Octet string
	4 bytes 
	Yes
	IPv4 support is mandatory

	Internal_IPv4_Netmask
	5
	IP Address Mask (IPv4)
	Short
	Octet string
	4 bytes
	Yes
	The internal network's netmask.  It MUST be used only with an    Internal_IPv4_Adress attribute.

	Keep_Alive_Interval 
	6
	Indicates to client an expected Keep Alive frequency in seconds.

“0” value means that no Keep Alive Messages required.
	Short
	Unsigned integer
	2 bytes 
	Yes
	TSCF to TSE

	Padding
	8
	Used to pad messages to desirable offset
	Short
	Octet string
	Any
	Yes
	Used for aligning messages to the word boundary

	Internal_IPv6_Address
	18
	IP Address (IPv6)
	Short
	Octet string
	16 bytes 
	Yes
	IPv6 Address

	Internal_IPv6_Netmask
	19
	IP Address Mask (IPv6)
	Short
	Octet string
	16 bytes
	
	The internal network's netmask.  It MUST be used only with an    Internal_IPv6_Adress attribute.

	Reserved
	23-255
	
	Short (8 bit)
	-
	-
	-
	Reserved for future use


Editor'
The following table gives the value for the response code. Every CM request must be responded back with a CM response which must have one of the following response code TLV.
Table XXXX Response_Code TLV
	NAME
	VALUE
	Semantics
	Notes

	Success
	0
	This message type will include requested configuration information request
	

	Invalid tunnel session ID
	1
	The value of the Tunnel Id is invalid
	

	Source IP address is blacklisted
	2
	The source IP address is not a valid IP address
	

	Out of tunnel resources
	3
	Maximum number of tunnels reached
	

	Service Unavailable
	4
	Service Unavailable
	

	Version_Not_Supported
	5
	Invalid version
	

	Reserved
	7~255
	
	


8.2.7.6 Configuration_Request Message
The Configuration_Request message allows the TSE to obtain configuration information from the TSCF for the TLS/DTLS tunnel. The table below lists the CM_Header values as well as required and optional TLVs that may be contained in a Configuration_Request message.

Table XXXX Configuration_Request CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	1
	=Configuration_Request

	TLV_Count  
	variable
	This excludes the CM_Header itself

	Session ID
	variable
	Session ID is assigned by TSCF to uniquely identify the TLS Tunnel 

	Sequence 
	variable 
	Sequence number for the message


Table XXXX Configuration_Request TLVs
	TLV Name
	Order
	Value
	Optional
	Notes

	Internal_IPv4_Address
	n/a
	IPv4
	Yes
	

	Internal_IPv4_Netmask
	n/a
	IPv4
	Yes
	255.255.255.255 is the most common case

	Internal_IPv6_Address
	n/a
	IPv6
	Yes
	

	Internal_IPv6_Netmask
	n/a
	IPv6
	Yes
	FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF  is the most common case

	Keep_Alive_Interval
	n/a
	
	Yes
	


Tables below lists CM_Header values as well as required and optional TLVs that may be contained in a RESPONSE to Configuration_Request message: 

Table XXXX Configuration_Response CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	2
	=Configuration_Response

	TLV_Count  
	variable
	This excludes the CM_Header itself

	Session ID
	variable
	Session ID is assigned by TSCF to uniquely identify the TLS Tunnel 

	Sequence 
	variable 
	Response always has the corresponding Request sequence number.


Table XXXX Configuration_Response TLVs
	TLV Name
	Order
	Value
	Optional
	Notes

	Response_Code
	1
	Status Code
	
	

	Internal_IPv4_Address
	n/a
	IPv4
	Yes
	

	Internal_IPv4_Netmask
	n/a
	IPv4
	Yes
	

	Internal_IPv6_Address
	n/a
	IPv6
	Yes
	

	Internal_IPv6_Netmask
	n/a
	IPv6
	Yes
	FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF  is the most common case

	Keep_Alive_Interval
	n/a
	
	Yes
	


8.2.7.7 Configuration_Release_Request Message 

Configuration_Releae_Request Message can be used to graciously terminate a tunnel. The response to Configuration_Release_Request must be Configuration_Release_Response message.The table below lists the CM_Header values in a Configuration_Release_Request message. No TLV is contained in the Configuration_Release_Request. 
CM_Header:
Table XXXX Configuration_Release_Request CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	 Reserved 
	0
	Must be set as 0

	CM_Type  
	5
	=Configuration_Release_Request

	TLV_Count  
	0
	No TLV

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Request Sequence number 


Tables below lists CM_Header values as well as required and optional TLVs that may be contained in a RESPONSE to Configuration_Release_Request message: Configuration_Release_Response.
The CM_header for the Configuration_Release_Response message is given in the table below.
Table XXXX Configuration_Release_Response CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	6
	=Configuration_Release_Response

	TLV_Count  
	1
	Response_Code

	Session ID
	variable
	Session ID is same as the Configuration_Release_Request

	Sequence 
	variable 
	Response always has the corresponding Request sequence number.


Table 10 Configuration_Release_Response TLVs
	TLV Name
	Order
	Value
	Optional
	Notes

	Response_Code
	1
	Status Code
	
	


8.2.7.8 Keep Alive Mechanism
In order to maintain pin-holes in a Firewall the Tunneling Client and the TSCF may exchange Keep Alive Messages (Request/Response pairs) on preconfigured time interval.  TLS tunnel Keep Alive Message (KAM) must always be sent within each maintained TLS tunnel if keep alive mechanism is negotiated through the configuration messages.
Please note that Keep Alive messages could be sent in absence of "real" traffic.  In other words, Keep Alive messages could be sent/exchanged only during silence/no activity periods.
Table XXXX KAM Request CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	 Reserved 
	0
	Must be set as 0

	E
	0
	Current = 0, no extension defined

	CM_Type  
	7
	=Keep_Alive

	TLV_Count  
	0
	No Additional TLVs in KAM

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Request Sequence number 

	
	
	


There will be no additional TLVs associated with KAM message.
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Figure XXXX Keep_Alive Request Message Structure
The table below lists CM_Header values as well as required and optional TLVs that may be contained in a RESPONSE to Keep_Alive message: Keep_Alive_Response
Table XXXX Keep_Alive_Response CM_Header

	Field Name 
	Value 
	Notes

	Version_ID  
	1 
	Current = 1 

	CM_Indication
	0
	Must be set as 0 to indicate this is a CM message

	Reserved 
	0
	Must be set as 0

	CM_Type  
	8
	=Keep_Alive_Response

	TLV_Count  
	0
	No additional TLVs in KAM response

	Session ID
	variable
	Session ID must be same as initial Configuration_Request 

	Sequence 
	variable 
	Same as Request Sequence number 


After TLS tunnel establishment, TSCF function will expect (if explicitly configured) to receive a Keep Alive Message (KAM) from TSE periodically on pre-determined time interval. If KAM is not received as expected, TSCF function should terminate the tunnel. If TSCF function receives KAM, it will respond with Keep Alive Response of it is own toward TSE. The response will contain the same sequence as a Client’s REQUEST.  If TSE does not receive KAM as expected, TSE should terminate the tunnel. 
8.2.7.8.1 Keep Alive Time Interval Assignment by TSCF

The TSCF may optionally assign a Keep Alive message interval from its configuration.

The message flow below will enable TSCF to configure TSE with Keep Alive Interval:
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8.2.7.9 Inner IP Address Assignment by TSCF

The TSCF will assign an inner IP address to TSE as a part of the TLS/DTLS tunnel establishment.
This address will be used as an “inner” source address by TSE in all communications to TSCF. TSCF could obtain the inner IP address from the 3GPP AAA server, could be configured locally on the TSCF server or from a 3GPP AAA server.
The message flow below will enable TSCF to configure TSE with inner IP address/mask:
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Figure XXXX Inner IP Address Assignment Message Flow
*******************************END OF CHANGES*******************************
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