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1
Introduction

It is accepted that some firewalls may be highly restrictive to prevent UDP based traffic from traversing a firewall and that many candidate solutions will in turn use TCP and/or other transports to traverse firewalls.  Equally well there are many firewalls that will continue to support IKE/IPsec and pass traffic without difficulty. IKE/IPsec have enjoyed more than a decade of operation to support client-based corporate VPN access and within 3GPP, have enjoyed support across GAN/UMA, 3GPP system interworking to Wireless Local Area Network (WLAN) interworking, as well non-3GPP IP access (as in 23.402) and additionally as Network Domain Security.

This proposal in summary illustrates a TCP encapsulation technique for IKE/IPsec and procedures that allow for the re-use of IKE/IPsec.  It is known both existing commercial and opensource implementations (such as OpenVPN) employ TCP encapsulation as an alternative method for IKE/IPsec firewall traversal.  Such a reuse of IKE/IPsec would offer many advantages, principally re-use of existing technology and well-understood procedures, and provide a means for general IP tunnelling to be supported.  Its key disadvantage is the additional overhead for the encapsulation.

2
Proposal

The following text is proposed for inclusion in the TR.

*** Start of Change ***

8.3    Candidate Solution—Reuse of IKE/IPsec

8.3.1  Background

Re-use of IKE/IPsec is given consideration due to IKE/IPsec have enjoyed more than a decade of operation to support client-based corporate VPN access.  Within 3GPP, IKE/IPsec have enjoyed support across GAN/UMA (43.318), 3GPP system to Wireless Local Area Network (WLAN) interworking (23.234), NDS (33.210), and as well non-3GPP IP access (as in untrusted non-3GPP access in 23.402).  Many firewalls handle IKE/IPsec without difficulty; however, it is recognized that very restrictive firewalls (such as those that permit TCP traffic only) may block IKE/IPsec.  The reuse of IKE/IPsec procedures as well as proposals which address IKE/IPsec’s inability to traverse firewalls that permit TCP traffic only merit consideration. 

8.3.2  eSEG-enhanced Security Gateway-Candidate Solution

This candidate solution is based upon enhancing Security Gateway (SEG) operations which are modified to address IKE/IPsec deficiencies with respect to UDP transport and as well permit reuse of IKE/IPsec where the firewall allows such to operate.  This enhancement of existing SEG functions is termed eSEG.  There are other similar enhancements that could be attempted for ePDG, such certainly may be considered under other work, such as SMURFs in Rel-12 to address cases not under consideration for this TR, or as additional candidate solution approaches.

8.3.2.1 eSEG Architecture

A function termed an enhanced SEG (eSEG) is introduced to support IP tunnelling of existing IMS services within a TCP encapsulation designed to carry IKE and IPsec through restrictive firewalls.  

The following diagram illustrates the eSEG in relation to UE, access, and IMS core.  A Tunnelling Client (TC) handles the establishment of IKE/IPsec over TCP using a TPKT-like (TPKT’) framing.  IKE/IPsec ESP tunnel mode packets that would have been framed over UDP per RFC3948 are now framed over TPKT’ over TCP.  This framing of IKE/IPsec packets using TPKT’ over TCP is termed TrIKESec (Tcp transport for IKE & IPsec).
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Figure X: Deployment model for eSEG

The figure below illustrates transport for SIP, RTP, and other applications following the above method.


[image: image2.wmf]L

2

/

L

1

IPSec ESP

TCP

Transport IP 

(

Outer

) 

eSEG

L

2

/

L

1

Remote IP 

(

Inner

)

TCP

Transport IP 

(

Outer

) 

L

2

/

L

1

SIP

/

RTP

/

Other Apps

Remote IP 

IMS Core Network 

Elements 

(

P

-

CSCF

/

MRF

/

MGW

)

L

2

/

L

1

SIP

/

RTP

/

Other Apps

Remote IP

UE

SIP

/

RTP

/

Other Apps

TrIKEsec Interface

: 

TCP 

+ 

TPKT ESP Wrapper

Trusted Interface  Packets

Remote IP 

(

Inner

)

IPSec ESP

TPKT’

TPKT’


Figure Y: SIP, RTP, & other applications transport

Should it not be desirable for SIP (control plane) and bearer (e.g., RTP) to share the same authentication, integrity, and/or confidentiality measures, multiple IPsec SA may be negotiated.
For completeness, IKE carriage follows.
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Figure Z: IKE Carriage

8.3.2.2 eSEG Packet Format

The following packet formats are used and illustrate the framing for IPsec and IKE packets.
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Figure a: IPsec ESP format in TPKT’ encapsulation
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Figure b: IKE packet format in TPKT’ encapsulation

IKEv2 features such as key exchange and configuration are preserved.

The TPKT’ header is as a TPKT header per RFC983 with version set to 1.  The TPKT’ header is 4 bytes.  

8.3.2.3 eSEG Firewall Traversal Procedures

The following procedures are used to support firewall traversal, both for permissive (firewalls that allow for the passage of IKE/IPsec) and restrictive firewalls (firewalls that do not allow for unmodified passage of IKE/IPsec).  If the UE elects to use this method, perhaps after considering whether other methods of IP access may have already provided access to IMS, the following procedure is proposed for use by the tunnelling client (TC).
1. A RFC 5996 IKE negotiation assuming UDP encapsulation of ESP is attempted.  If the IKE negotiation indicates NAT and firewall traversal is successful, IPsec SA are also established.  

If step 1 fails, the next step is invoked:

2. A TCP session towards port 80 on an eSEG is attempted.  IKE negotiation proceeds with IKE messages encapsulated by TPKT’ over TCP illustrated in section 8.3.2.2.  Assuming a successful IKE negotiation, IPsec SA would be created and IPsec ESP tunnel mode packets are framed over TPKT’ over TCP.

If step 2 fails due to TCP failing to establish or should IKE or IPsec traffic not be observed, the TC may attempt other methods.  The failure of step 2 may indicate the use of HTTP proxies or other policy enforcement which may be interfering with session establishment.  

8.3.2.4 Packet Overheads and Impact

Assuming the use of IPv4, the average overhead of running IPsec with TPKT’ over TCP per packet will be 89 bytes (20 byte IP header + 20 byte TCP header +4 byte TPKT’ Header + 16 Byte ESP Header + 2Byte ESP Trailer + 12 byte ESP Authentication data + 15 bytes for maximum padding for AES_128).  The TCP and TPKT’ framing adds 16 bytes to UDP encapsulation of ESP.

8.3.2.5 Detection of IKE/IPsec with TPKT’ over TCP

TPKT’ framing is readily detectable and contains a 2 byte header followed by a 2 byte packet length header.  A fixed header has the advantage of not requiring state or network data (such as IP addresses of eSEG) to make local policy decisions regarding these packets.

8.3.2.6 Summary of Key Properties

IKE/IPsec with TPKT’ over TCP has several key properties:

· Application neutrality.  It tunnels any IP based protocol.

· Firewall Traversal.  It traverses firewalls as framed by appearing as TCP port 80 traffic.

· Reuse of IKE/IPsec procedures.  IKE/IPsec procedures are reused, there is no need for a new protocol for IP address configuration, dead peer detection, keepalives, address re-keying of long duration sessions, mobility considerations as a result of 802.11 access, and so on.  

· Allowance for separate security measures to be applied to SIP signalling and RTP via use of multiple IPsec SA, tunnelled traffic need not share a single authentication, integrity, or confidentiality measure.

· Statically detectable framing format that allow for local policy based decisions and low-complexity packet inspection.

***End of Change****
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