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Abstract of the contribution: This contribution proposed a solution about the MTC device triggering.
1. Introduction

This document discusses the solution of MTC device triggering through MTC-IWF, and one solution of MTC device triggering based on MTC-IWF is presented.  
2. Discussion and Proposal
In TR33.868v0.60, sub-clause 5.5.2, the MTC device/UE triggering has been identified for external interface security:
 “An authorized MTC server may not have full control over a MTC Device/UE and thus certain triggers from such MTC server to the MTC Device/UE might not be allowed. If such MTC server inadvertently triggers the MTC Device/UE with incorrect trigger then it can cause crucial damage to MTC Device/UE, for example MTC Device/UE triggered for software update by a MTC server which is not authorized to do so.”
TR33.868v0.60, in sub-clause 5.5.3 has described the following security requirement for External Interface security:
The mobile network shall provide security mechanisms that can be used to (cf. TR 23.888 [10]):

· ensure that an MTC Server can only communicate with certain UEs used for MTC;

· ensure that only authorized PDN entities can communicate with the UEs used for MTC;
· ensure that a UE used for MTC can only communicate with the MTC Server(s) of its subscriber, and that communication with any other entity is not possible.  
So, solution is needed for the external interface security to ensure that a UE used for MTC can only been triggerd by the MTC Server(s) of its subscriber. It is kindly asked SA3 to agree the following pCR.
********************************START OF 1. CHANGE******************************************
7.4
Solution 4 – External Interface Security

7.4.1
General Description

When the MTC Server is located outside the operator domain, the interface between the core network and the MTC Server may be protected using mechanisms like NDS/IP [2]. As the MTC server is located outside the operator domain it may not be possible to mandate the use of NDS/IP but the exact protection mechanism may be based on the agreements between the 3GPP network and MTC server. 

Functional entity MTC-Security GW may be used to authentication and authorization the MTC servers and to secure the external interfaces as shown in the Figure 3
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Figure 3 Security GW exists between the MTC server and the network entity 

Thus the MTC-Security GW within the MTC-IWF can perform access control functionality of MTCsp interface to prevent the unauthorized MTC server from accessing to the core network. It can authenticate with MTC server on behalf of the 3GPP network. The NDS/IP security mechanism or proprietary protection mechanism can protect the trigger indication sent from the MTC server to the MTC-IWF. Similarly a separate Security GW may be used between MTC Server and SMS-SC/IP-SM-GW/GGSN/P-GW to perform access control functionality of MTCsms and Gi/SGi interface to prevent the unauthorized MTC server from accessing to the core network.
The MTC-Security GW within the MTC-IWF can restrict the triggering requirements coming from the MTC Servers to prevent the MTC servers triggering unauthorized MTC device/UE. In this case, the association between the MTC server and MTC device/UE should be pre-configured on the MTC-Security GW. When one MTC server needs to communication with a MTC device/UE, it sends triggering requirement information to the MTC-Security GW, and the MTC server identity and MTC device/UE identity should be included in the requirement information. When the information is received, the MTC-Security GW should verify that if the MTC server is associated with the MTC device/UE according to the pre-configured association relationship between MTC servers and MTC devices/UEs. If MTC server is associated with the MTC device/UE, that means the MTC server required to trigger the MTC device/UE of its kind, then triggering indication will be send to the MTC device/UE. Other wise, the MTC-Security GW should reject the triggering requirement.
Editor’s Note: MTC Security GW needs to be defined.
**********************************END OF CHANGES 1*******************************************
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