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Abstract of the contribution:

This contribution updates the initial PWS key distribution to UE registered to the network for solution 2.
1 Introduction
For solution 2 there is an Editor’s Note that “Distribution of public keys in other messages than Attach Accept needs to be studied.” Since only integrity protection is needed for PWS public keys distribution, another message SMC is introduced in this contribution. 
In solution 2 two PWS keys are used during key update: the current PWS key and the next PWS key. The current PWS key is the currently activated key which is used to sign the PWS notification message. The next PWS key is activated and becomes the current key after the old current one is deactivated. In accordance with the above definition, two PWS keys and the corresponding identifiers (PKIDs) are also distributed to UEs during attach procedure. 
2 Proposal

It is proposed that SA3 agree the pCR below for inclusion in the PWS living document. 
************************** start of changes ************************
5.3.2 Initial PWS key distribution

Initial PWS keys should be ready just after UE has registered to the network immediately. In this way by anytime there is a PWS warning message sent by the network, UE can verify it with the PWS key it has stored. So a solution is proposed that the initial PWS keys are distributed in attach procedure.

· LTE: Two PWS keys and the corresponding public key identifiers (PKIDs) are sent to UE in NAS Security Mode Command or Attach Accept message by MME, which is integrity protected.

· UMTS: Two PWS keys and the corresponding PKIDs are sent to UE in Attach Accept message by SGSN, which is integrity protected.

· GSM: Two PWS keys and the corresponding PKIDs are sent to UE in RAU Accept message during attach procedure by SGSN.

Note: Whether security enhancement is needed for GSM/GPRS is FFS.

The above two PWS keys are defined to be the current PWS key and the next PWS key. The current PWS key is the currently activated key which is used to sign the PWS notification message. The next PWS key is activated and becomes the current key after the old current one is deactivated. 
************************** end of changes *************************

