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********************************************Start of changes*************************************
4.4
Security Requirements and Principles

4.4.1
Operation

The requirements on operation are:

-
Only algorithms of adequate cryptographic strength shall be used for authentication and protection of confidentiality and integrity.

-
Modifications of Hosting Party controlled information by the operator shall only be allowed with the permission of the Hosting Party.

-
The extent of Hosting Party controllable information shall be controlled by the operator.

-
IMSIs of UEs connected to H(e)NB shall not be revealed to the Hosting Party of the H(e)NB.

4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. 

- 
The H(e)NB shall authenticate the SeGW.

-
Optionally the hosting party of the H(e)NB may be authenticated.
-
If hosting party authentication is used, the H(e)NB shall shut down its air interface and disconnect from the operator’s core network on removal of the HPM which was used for authentication towards the MNO.
-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
The H(e)NB shall be capable of filtering unauthenticated traffic received from the access network. Operator policy shall control which types of unauthenticated traffic are filtered.
-
The H(e)NB shall implement a mechanism to shut down the air interface within a certain time period after the connection between H(e)NB and the rest of the operator network went out of service. This time period and the usage of the mechanism shall be configurable by the operator.

-
All security requirements of the eNB secure environment of TS 33.401 [21] clause 5.3 shall apply to the HeNB. Security measures to establish this secure environment shall be assured by the TrE (subclause 5.1.2) where they fall under the capability of the TrE.
-     The H(e)NB shall send the H(e)NB information (i.e. H(e)NB ID, CSG ID and H(e)NB inner IP address) and the H(e)NB’s notarized signature based on H(e)NB information signed by and received from SeGW to the H(e)NB GW or MME during H(e)NB registration.
4.4.3
Requirements on SeGW

The requirements on the SeGW are:

-
The SeGW shall be authenticated by the H(e)NB using a SeGW certificate. The SeGW certificate shall be signed by a CA trusted by the operator.

-
The SeGW shall authenticate the H(e)NB based on H(e)NB certificate.

-
The SeGW may authenticate the hosting party of the H(e)NB in cooperation with the AAA server using EAP-AKA [3].

-
The SeGW shall allow the H(e)NB access to the core network only after successful completion of all required authentications.

-
Any unauthenticated traffic from the H(e)NB shall be filtered out at the SeGW.
-     The SeGW shall notarize the H(e)NB information (i.e. the H(e)NB ID, CSG ID and H(e)NB’s inner IP address)  into a digital signature to be used to authenticate H(e)NB information by using its private key, and send the H(e)NB’s notarized signature to the H(e)NB.
4.4.4
Requirements on H(e)MS

The requirements on the H(e)MS are:

-
The H(e)MS shall be authenticated by the H(e)NB if the H(e)MS is accessible on the public Internet and may be authenticated by H(e)NB if the H(e)MS is accessible on the MNO Intranet using a H(e)MS certificate. The H(e)MS certificate shall be provided by a MNO trusted CA.

-
The H(e)MS shall authenticate the identity of the H(e)NB if the H(e)MS is accessible on the public Internet and may authenticate the identity of the H(e)NB if the H(e)MS is accessible on the MNO Intranet, using a H(e)NB certificate. This identity shall be the same as used during backhaul link establishment (cf. sub-clause 4.4.5 of the present document).

-
The H(e)MS may securely configure the H(e)NB according to the operator’s policy, whether or not to use IPsec for subsequent connections (cf. clause 4.4.5 of the present document).

-
If the H(e)MS is accessible on the MNO Intranet and the mutual authentication between H(e)MS and H(e)NB is not performed the identity of H(e)NB has to be transferred over the H(e)MS link.

NOTE 1:
In case of H(e)MS accessible on the MNO intranet there may be an additional secure end-to-end tunnel between H(e)NB and H(e)MS carried inside the secure backhaul link.

NOTE 2: 
Mutual authentication between H(e)MS and H(e)NB may not be necessary if the H(e)NB is connected to the H(e)MS through the core network and mutual authentication between H(e)NB and SeGW has taken place.

4.4.5
Requirements on Backhaul Link

The requirements on the backhaul link are:

-
The establishment of the secure backhaul link shall be based on IKEv2 as specified in TS 33.210 [9] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of the present document.

-
The backhaul link shall provide integrity, confidentiality and replay protection of the transmitted data.

-
IPsec use for the backhaul link is mandatory to implement but optional to use based on an operator policy. To allow for such operator policy, the H(e)NB may be configurable to IPsec or non-IPsec usage option. If this configuration is supported, the default configuration set in the factory shall be the usage of IPsec. Based on operator policy, the H(e)MS may securely configure the H(e)NB, whether or not to use IPsec for subsequent connections. If the operator chooses not to use IPsec, mutual authentication between the H(e)NB device and the SeGW shall be performed and the interface between the H(e)NB and SeGW shall be secured with a mechanism that provides layer 2 security for confidentiality and integrity protection of communications. This mechanism then shall also bind this secure communications to device authentication and optional HPM authentication.

-
The security solution for the backhaul link shall be based on IPsec ESP tunnel mode as specified in TS 33.210 [9]. If the H(e)NB is configurable not to use IPsec, in addition a suitable layer 2 protection mechanism shall be mandatory to support. If the H(e)NB is configured not to use IPsec, this layer 2 mechanism shall be used for the backhaul link protection.
NOTE:
For the non-IPsec usage option the details of the authentication mechanism, the layer 2 security mechanism and the binding are out of scope of the present document.
-
Any connection between the H(e)NB/L-GW and the core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall be compatible with common network address and port translation variations and support firewall traversal.

4.4.6
Requirements on H(e)MS Link

The requirements on the H(e)MS link are:

-
The establishment of the secure H(e)MS link shall be based on the authentication principles as given in subclauses 4.4.2 and 4.4.4 of the present document.

-
The H(e)MS link shall provide integrity, confidentiality and replay protection of the transmitted data between H(e)MS and H(e)NB.
4.4.7
Requirements on Local Gateway (L-GW)
From security point of view, the Local Gateway (L-GW) shall be an optional element. The L-GW shall be tightly integrated with the H(e)NB, and share the same security requirements with the H(e)NB.
The requirements on the L-GW are:

-
The L-GW shall use the same secure backhaul link established by the H(e)NB as specified in subclause 4.4.5 of the present document.
-
The L-GW shall use the same secure H(e)MS link established by the H(e)NB as specified in subclause 4.4.6 of the present document.
 -
If the network allocated different IP addresses (remote, i.e. inner) to the L-GW and H(e)NB, then the secure backhaul link established by the H(e)NB shall carry traffic to and from both these addresses.

-
The L-GW shall be integrated into the security architecture of the H(e)NB, in particular:

- the L-GW shall be included in the device integrity check according to clause 6.1 of the present document;

- the L-GW shall be included in the device validation according to clauses 7.1 and 8.3.2.2 of the present document;
4.4.8
Requirements on H(e)NB-GW

The requirements on the HNB-GW are:

-
The H(e)NB-GW shall use the public key of the SeGW to verify the  H(e)NB’s notarized signature signed by SeGW during H(e)NB registration procedure.
-     The H(e)NB-GW shall verify the CSG ID and IP address when receive message from H(e)NB. 

4.4.9
Requirements on MME
The requirements on the MME are:

-    If the HeNB GW is not deployed, the MME shall leverage the public key of the SeGW to verify the H(e)NB’s notarized signature signed by SeGW during H(e)NB registration. 

-    If the HeNB-GW is not deployed, the MME shall verify the CSG ID and IP address when receive message from H(e)NB.
****************************************Next Change******************************************

Annex X (informative):
Examples of H(e)NB Information Authentication
X.1
Example of H(e)NB Registration
During IKEv2 Exchanges, the SeGW authenticates the H(e)NB, and acquire the H(e)NB information (i.e. the H(e)NB ID, CSG ID, and H(e)NB inner IP). The H(e)NB ID and CSG ID could be configured in the SeGW. The SeGW notarizes the H(e)NB information using its private key and the SeGW sends the H(e)NB’s notarized signature to the H(e)NB via an extension of IKEv2 configuration payload.

When the H(e)NB registers with the H(e)NB GW or the MME (in case the H(e)NB GW is not deployed), the H(e)NB sends the H(e)NB information and its notarized signature received from the SeGW to the H(e)NB GW or the MME (in case the H(e)NB GW is not deployed). The H(e)NB GW or the MME will verify the digital signature. If the H(e)NB’s notarized signature is authentic, the H(e)NB will be able to register with the H(e)NB GW or MME, otherwise, an error code will be returned to the H(e)NB to indicate the failure of the H(e)NB registration procedure.

The SeGW uses its private key to notarize the H(e)NB information, and the H(e)NB GW/MME will use SeGW’s public key to verify the H(e)NB’s notarized signature.

The details are shown in Figure X.1-1:
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Figure X.1-1:  H(e)NB registration procedure
1. H(e)NB powers on.

2. H(e)NB initiates the IKEv2 negotiation with SeGW to establish the IPSec tunnel between H(e)NB and SeGW. In this step, the H(e)NB and the SeGW are mutually authenticated, and the SeGW allocates the inner IP address of the H(e)NB.
3. SeGW gets the H(e)NB information (i.e. the H(e)NB ID, the CSG ID, and H(e)NB inner IP) and alternatively,  the H(e)NB ID and CSG ID could be configured in the SeGW via O&M; however, there is no need for the SeGW to be aware of the meaning of those H(e)NB parameters. SeGW notarizes the H(e)NB information with its private key. The H(e)NB’s notarized signature algorithm could be based on RSA or any other unsymmetrical key based signature algorithm. An example of how the H(e)NB’s notarized signature is computed is shown as following:
(1) Digest = SHA-1(H(e)NB ID|H(e)NB inner IP address|pad)
(2) Signature = RSA Encryption algorithm(private key, Digest)
In this example, a certain length of digest (e.g. 128 bits) is computed by using SHA-1 hash function on the concatenation of H(e)NB ID, H(e)NB inner IP address, and a pad. And the signature is computed by applying RSA encryption algorithm on the digest. 
4. The SeGW completes the IKEv2 exchanges, and sends the H(e)NB’s notarized signature to the H(e)NB. The H(e)NB’s notarized signature can be sent to the H(e)NB via extension of configuration payload of IKEv2. The IPSec tunnel is established between H(e)NB and SeGW.
5. H(e)NB gets configuration parameters from H(e)MS.
6. When H(e)NB GW is deployed, H(e)NB sends H(e)NB registration request to the H(e)NB GW. H(e)NB includes H(e)NB information together with its notarized  signaturefor the H(e)NB information.
7. H(e)NB GW  verifies the authenticity of the H(e)NB’s notarized signature by applying the SeGW’s public key on the signature and verifies also the H(e)NB’s source IP against the H(e)NB information. Take the example in step 3, the signature is verified as following:
(1) Digest’ = SHA-1(H(e)NB ID|Source IP address of H(e)NB registration request message|pad)

(2) Y = RSA Decryption algorithm(public key, Signature)

(3) If Digest’ = Y, the authentication is successful, otherwise, the authentication failed.
8. If the  verification is successful, the H(e)NB GW stores the H(e)NB information into its context. The H(e)NB GW finish the registration procedure, and send a H(e)NB registration acknowledgement to the H(e)NB.
9. When H(e)NB GW is not deployed, H(e)NB sends H(e)NB registration request to the MME. H(e)NB includes H(e)NB information together with its notarized signature on the H(e)NB  information.
10. MME verifies the H(e)NB information with the similar method as described for the H(e)NB GW in step-7 above.
11. If the verification is successful, the MME stores the H(e)NB information into its context. The MME finish the registration procedure, and send a H(e)NB registration acknowledgement to the H(e)NB.
X.2
Example of UE Registration via H(e)NB
According to existing specification, the H(e)NB will insert its CSG ID into the S1 or Iu message, and forward it to the MME/SGSN. However, since the H(e)NB is not trustable, the H(e)NB GW should verify the information received from the H(e)NB. If the verification is successful, the H(e)NB GW will forward the message received from H(e)NB to MME/SGSN/MSC and continue the rest of the procedure.

The details are shown in Figure X.2-1:
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Figure X.2-1:  UE Registers to H(e)NB
1. The UE attaches to the H(e)NB or initiates RAU/TAU from the H(e)NB by sending NAS signalling “Attach request” or “RAU request/TAU request”.
2. The H(e)NB inserts the CSG ID supported by the H(e)NB into the S1/Iu message, and forwards the attach/RAU/TAU request to the H(e)NB GW.
3. The H(e)NB GW verifies that the CSGID and the source IP address of the S1/Iu message of step 2 is in accordance with stored CSG ID and H(e)NB inner IP address in its context. If the verification fails, the H(e)NB GW may reject the request, or replace the CSG ID with the one stored in its context.
4. The H(e)NB GW sends the attach/RAU/TAU request to the MME/SGSN.
5. The MME/SGSN performs access control of the UE, and finish the rest of the attach/TAU/RAU procedure.
****************************************End of changes******************************************
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