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Abstract of the contribution: This document gives analysis of the PWS key update solution in the living document.

1 Introduction
In order to evaluate different solutions in the living doc, the analysis of the PWS key update solution is described in this document.

2 Analysis

First, the requirement for PWS key update is not very strong because public warning accidents are very infrequent in people’s normal life. The signing entity does not need to update it often to waste network resource. Even if public warning accidents are a little often in some areas, we can also use the current PWS public key distribution method, i.e. to distribute it in NAS messages for LTE, to overwrite and update the PWS public key.
[ZTE Comment]: Even if the frequency of PWS key update is quite low, a key update mechanism should also be defined. If no such key update mechanism, the network can not change the PWS public key for ever. That is not reasonable. Moreover, there is a possibility that public warning accidents are a little frequent, e.g. after a great earthquake, there are a lot of aftershocks followed for a long period (generally several months or several years). In such a case, PWS public key should be updated occasionally. That is to say, if PWS key update mechanism is provided, the frequency of key update could be determined by the signing entity considering the actual situation.
[ZTE Comment]: Because using the current PWS public key distribution method to overwrite and update the PWS public key is still a key update procedure. The point is not that we don’t need to provide PWS key update mechanism, but that which key update solutions should be chosen.
In last SA3 meeting, the solution of two sets of update PWS keys in 5.3.4 in the living document is described in the living document. “……The serving network always broadcasts the current PWS key identifier and the next PWS key identifier. If a UE notices that at least one of the broadcasting PWS key identifiers is different from the one it stores, UE knows it should update PWS key……. ”And it also described how to trigger the key update. 
This solution has some disadvantages:

·     In the PWS key update solution, it descried that the network is responsible for activating and updating PWS keys. When CBC determines to update PWS key, in order to send PWS key information to MME/SGSN, two new messages used for PWS key update need to be added between CBC and MME/SGSN. It will modify and change the function of network entity and network protocol. As both MME/SGSN and CBC, it shall support the new key update mechanism. Moreover, the protocol over CBC and MME interface shall be modified. 
[ZTE Comment]: The current specification has defined the interface between MME and CBC. And the existing message can be used. So we only need to define the message between SGSN and CBC. In Huawei’s contributions S3-111074 and S3-111075, it is also SGSN sending PWS key to UE. But how does SGSN get PWS public keys? Does it get from CBC or some other entity? 
· In the procedure of PWS key activates and updates by UE side, the network entities always broadcasts the current PWS key identifier and the next PWS key identifier and notify the corresponding RAN to broadcast the activated current PWS key identifier and the updated next PWS key identifier. When UE notices the broadcasting PWS key identifiers are different from the one it stores, UE triggers a location update procedure to request the updated PWS key. Then UE must request the updated PWS key from the network. If a large number of UE request key update simultaneously, it will cause network congestion. And both UE and network entity must support this new key update function.  
·     In the section of PWS security requirement, it specified that “PWS security solution should be robust against overload to guarantee genuine messages do not get rejected as overload in the network.” But this update solution cannot meet this requirement. In the PWS key update solution in the living document, it specified that once a UE notices the broadcasting PWS key identifiers are different from the one it stores, it shall perform a location update procedure to request the updated next PWS key. And three PWS key update alternatives have been proposed:
Alternative 1: UE performs PWS key update by triggering TA/RA/LA update procedure immediately.
If alternative 1 is used, it may need to trigger another TAU procedure as PWS key update after a TAU which network has triggered just now. It adds and modifies the TAU trigger condition for UE. And it increases the possibility of network overload. 
Alternative 2: UE delays a short random time to trigger TA/RA/LA update procedure to request PWS key update.

Alternative 2 is an enhancement of alternative 1.  The random time is used to guarantee UEs trigger TAU with different time and avoid overload to network. But as the time is short, the issue that described in solution also exists, and how to ensure so many UEs trigger TAU in different time during the short time should be considered. On the other hand, it modifies the TAU trigger condition of UE.
Alternative 3: UE performs PWS key update till the next TA/RA/LA update procedure. 
If alternative 3 is used, it also cannot avoid the overload issue discussed above. And UE may not achieve the PWS key in time during the interval between two TAU procedures.
[ZTE Comment]: In S3-111074, the same method is used, which is “If UE has attached to the network before, UE can send the public key identifier to the network entity in attach request /RAU/LAU. SGSN checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.”
No matter which method is used, it cannot avoid network resource overload as a lot of UEs in some area request PWS update key at one time.
[ZTE Comment]: We have provided a new contribution S3-111047 this time to improve the overload problem. And there may be many other PWS key update mechanisms which could avoid or mitigate overload. Anyhow, this is just a living document phase, we can study more solutions and then make comparisons and choose a best one at last.
3 Conclusion
As discussed above, there is no obvious advantage to use key update solution:
1. The PWS key update solution cannot meet the PWS security requirement, i.e. “PWS security solution should be robust against overload to guarantee genuine messages do not get rejected as overload in the network”
[ZTE Comment]: It’s too early to say that “The PWS key update solution cannot meet the PWS security requirement”. It is still on the way of study and improvement. It is not reasonable and acceptable to exclude the study right now.
2. In the PWS key update solution: 
 It modifies the current network mechanism: two additional new messages used for PWS key update need be added between CBC and the network entity
It modifies the function of entity. Both MME/SGSN and CBC shall support the new key update function. 
It modifies the protocol, the protocol over CBC and MME/SGSN interface shall be modified.
[ZTE Comment]: If PWS key update is determined to be necessary, the changes introduced by it can not be avoid. But we can try out best to make the changes as small as possible.
4 Proposal
We kindly propose SA3 to study the described in this document and kindly ask SA3 to remove the PWS key update solution described in section 5.3.4 from the living document.
[ZTE Comment]: PWS key update mechanism is necessary. All possible solutions could be studied. This is only living document phase. This is unreasonable to prohibit the study before we make it clear for PWS key update.






















































































































































































































































































































































