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1
Introduction

Ericsson has provided a contribution to address the LS from M2M to consider adding functionality to the HSS and BSF so that information used for device integrity validation.  Ericsson argues that ETSI M2M already have the sufficient means for achieving device integrity validation and hence do not need to modify GBA for this purpose however does not provide sufficient proof that such a mechanism exists.

2
Discussion
The discussion section in S3-11151 does not provide specific references to text in either ETSI TS 102 690 or TS 102 921 regarding

1.  The diagram in the proposed LS solution

2. The specific NSCL interface with MAS DB during GBA service connection procedures

3. Specific text that supports the claim that the NSCL interfaces with the MAS during non service connection procedures.
3
Conclusion

It is recommended that the S3-11151 be rejected based on insufficient supporting documentation.
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1
Introduction
ETSI M2M asks in their LS to this meeting whether SA3 can consider adding functionality to the HSS and BSF so that information used for device integrity validation in ETSI M2M can be passed from the HSS to the BSF (and from the BSF to an ETSI M2M integrity validation node).
This discussion paper argues that ETSI M2M already have the sufficient means for achieving device integrity validation and hence do not need to modify GBA for this purpose.

2
Discussion
2.1
Existing architecture in ETSI M2M 
To achieve device integrity validation, ETSI M2M has specified the following architecture.
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NSCL = Network Service Capability Layer

MAS   = M2M Authentication Server

IVL     = Integrity Validation

The NSCL is the integrity validation node for the device. The NSCL retrieves information (IVL) necessary to perform the device integrity validation from the MAS database server. This interface between the NSCL and the MAS is proprietary (not specified by ETSI M2M, could be an AAA protocol like Diameter). It is used to transport also other M2M specific information, e.g., Device/Gateway M2M Node ID, SCL ID, various policies, etc., from the MAS to the NSCL.
2.2
The proposal in the LS from ETSI M2M 
For the case that the M2M provider is the same entity as the operator, GBA can be used in unmodified form to establish the keys used by ETSI M2M. The LS from ETSI M2M proposes an additional way of storing and transferring the device integrity validation information (IVL) to the NSCL using GBA, namely as shown in the figure below.
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The main difference here is that the integrity validation information (IVL) is stored in the USS in the HSS and is passed to the NSCL via the BSF. 
As pointed out in the LS, the integrity validation information is a piece of information not previously stored in the HSS and is in fact a bit misplaced, since the USS (User Security Settings) is not related to the device, but rather to the subscription and application according to TS 33.220. 
It should be noted that the MAS DB is still necessary for the system to work since the NSCL retrieves other M2M specific information from it. Therefore, the MAS could also in this situation store the integrity validation information and the NSCL could retrieve it from the MAS. 

The addition of the integrity validation information handling to the BSF and HSS does not add any more capabilities to the system for the purpose of device integrity validation. It only provides another way of performing the same action that can already be achieved with existing means.

The drawback is obvious: 3GPP GBA specifications needs to be updated to accommodate this second way of achieving a function which the ETSI M2M system is already capable of performing.

3
Conclusion and proposal
Since ETSI M2M already have a way of achieving what the want, it is proposed that SA3 rejects the request to alter the GBA specifications in the way requested by ETSI M2M.
ETSI M2M asks for an alternative in their LS. It is proposed that SA3 proposes that the existing mechanism that must be present in the MAS is re-used for both cases. Doing so would have no impact on 3GPP network operations.
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