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1
Introduction
To achieve maximum robustness and coverage of PWS message distribution, an UMTS or LTE capable UE with a subscription from operator A might:

1. Attach to a GMS network belonging to operator A when there is no UMTS or LTE coverage. 
2. Listen for warning messages in a GSM network belonging to operator B, when there is no coverage of any operator A network.
Even if the UE is configured to discard messages without a valid signature, an adversary could potentially inject false keys and false warning messages in an attempt to cause panic.
To protect against an adversary distributing false keys, integrity protection is needed. Only encryption does not provide protection in the known-plaintext model. Consider the following example of using a stream cipher to achieve secure key distribution. If C = PK (  Z where C is the encrypted key, PK is the public key, and Z is the keystream, then a man-in-the-middle can just replace C by C’ = C ( PK ( PKfalse = PKfalse (  Z.

If the protection of the key distribution in GSM has a lower security level (or no security) than the protection of the key distribution in the other accesses, this lower security level might spread to all of the accesses.

2
Analysis
The potentially lower security of key distribution in GSM will not affect the UE unless it listens for key distribution messages in GSM.

· In scenario 1, the lower security level of GSM will affect the UE if it listens for both warning messages and key distribution messages.
· In scenario 2, the lower security level of GSM will not affect the UE as it only listens for warning messages and not key distribution messages.

For GSM only UEs, the only solution is to introduce some kind of enhanced GSM/GPRS security context. Making such a large change to existing GSM/GPRS networks seems unjustified just for PWS.

For UMTS or LTE capable UEs, the problem could be mitigated by forbidding the UE to receive key distribution messages in GSM. If the same signature key is used in all accesses, improved robustness and coverage could still be achieved by listen for warning messages in GSM networks.

As a subscriber with an UMTS or LTE capable UEs could have GSM only coverage for weeks (e.g. when going on vacation), this puts some extra requirements on the key distribution methods. The lifetime of the signature keys would need to be at least as long as the time an subscriber might have GSM only coverage.
3
Proposal

The following text is proposed for inclusion in the TR.

4
PCR

5.1.2.Y Varying levels of key distribution security
If the protection of the key distribution in GSM has a lower security level (or no security) than the protection of the key distribution in the other accesses, this lower security level might spread to all of the accesses if UMTS or LTE capable UEs listens for key distribution messages in GSM.

The reason being than an UMTS or LTE capable UEs might attach to a GMS network when there is no UMTS or LTE coverage. Even if the UE is configured to discard messages without a valid signature, an adversary could potentially inject false keys and false warning messages in an attempt to cause panic.

· For GSM only UEs, the only solution is to introduce some kind of enhanced GSM/GPRS security context. Making such a large change to existing GSM/GPRS networks seems unjustified just for PWS.

· For UMTS or LTE capable UEs, the problem could be mitigated by forbidding the UE to receive key distribution messages in GSM. If the same signature key is used in all accesses, improved robustness and coverage could still be achieved by listen for warning messages in GSM networks.

As a subscriber with an UMTS or LTE capable UEs could have GSM only coverage for weeks (e.g. when going on vacation), this puts some extra requirements on the key distribution methods. The lifetime of the signature keys would need to be at least as long as the time an subscriber might have GSM only coverage.
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